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Abstract

Joint source-channel coding (JSCC) has been acknowledged to have superior per-
formance over separate source-channel coding in terms of coding efficiency, delay and
complexity. In the first part of this thesis, we study a hybrid digital-analog (HDA) JSCC
system to transmit a memoryless Gaussian source over a memoryless Gaussian channel
under bandwidth compression. Information-theoretic upper bounds on the asymptoti-
cally optimal mean squared error distortion of the system are obtained. An allocation
scheme for distributing the channel input power between the analog and the digital
signals is derived for the HDA system with mismatched channel conditions. A low-
complexity and low-delay version of the system is next designed and implemented. We
then propose an image communication application demonstrating the effectiveness of
HDA coding.

In the second part of this thesis, we consider problems in information hiding. We
begin by considering a single-user joint compression and private watermarking (JCPW)
problem. For memoryless Gaussian sources and memoryless Gaussian attacks, an expo-
nential upper bound on the probability of error in decoding the watermark is derived.
Numerical examples show that the error exponent is positive over a (large) subset of the
entire achievable region derived by Karakos and Papamarcou (2003).

We then extend the JCPW problem to a multi-user setting. Two encoders indepen-
dently embed two secret information messages into two correlated host sources subject
to a pair of tolerable distortion levels. The (compressed) outputs are subject to multiple
access attacks. The tradeoff between the achievable watermarking rates and the com-
pression rates is studied for discrete memoryless host sources and discrete memoryless
multiple access channels. We derive an inner bound and an outer bound with single-

letter characterization for the achievable compression and watermarking rate region. We



next consider a problem where two correlated sources are separately embedded into a
common host source. A single-letter sufficient condition is established under which the
sources can be successfully embedded into the host source under multiple access attacks.
Finally, we investigate a public two-user information hiding problem under multiple ac-
cess attacks. Inner and outer bounds for the embedding capacity region are obtained

with single-letter characterization.
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Chapter 1

General Introduction

1.1 Motivation

1.1.1 Shannon’s Source-Channel Coding

One of the ultimate goals in modern communication systems is to provide highly reli-
able and efficient transmission of data bearing signals over an inherently noisy medium.
Various theories and systems have been developed in order to achieve this goal.

In a typical communication system, data bearing signals, such as text, images, video,
speech, or combination of these, are often modeled as discrete-time continuous-amplitude
random source sequences. This is reasonable since in practice signals are often low-
pass filtered, and the sampling theorem guarantees that any band-limited signal with
bandwidth W Hz can be accurately represented by sampling it at a rate of 2W times
per second. Due to restrictions on bandwidth or storage, source sequences are often
compressed using a source encoder to remove its natural redundancy. This procedure
is called source coding. As a result, an inevitable loss of information occurs due to the

source coding operation (except in the case of lossless source coding). On the other
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hand, this removal of redundancy, in turn, may introduce a greater level of sensitivity
to transmission noise. Therefore, a channel encoder may be necessary to add some
controlled redundancy into the output of the source encoder, which enables detecting and
correcting errors at the channel decoder. This procedure is called channel coding. The
output of the channel encoder is then modulated and sent over the waveform channel.
The output of the channel is subsequently demodulated, decoded via a channel decoder
and a source decoder, outputting a replica. This communication system is often called
a tandem source-channel coding system.

In a tandem system, source and channel coders are designed separately and con-
catenated to form a complete system. Shannon’s lossy source-channel separation princi-
ple [65] for single-user communication systems guarantees that splitting the coder into
a source coder and a channel coder is optimal for most channels, given unconstrained
coding delay and complexity. According to Shannon’s source coding theorem, R(D) bits
per source sample are necessary and sufficient to represent the source samples with an
average distortion not exceeding D when we operate on source blocks with arbitrary long
length. Conversely, D(R) is the minimum possible average distortion if R is the given
source coding rate. We call R(D) the rate-distortion function and D(R) the distortion-
rate function. These functions are inverses of each other and they can be calculated from
the statistics of the random source. According to Shannon’s channel coding theorem,
the statistics of the channel determine a number C', called the channel capacity, such
that information can only be reliably transmitted at rates below C. Thus we cannot
communicate reliably at rates above channel capacity. Combining these two theorems,
it is possible to obtain a reconstruction with fidelity D if R(D) < C; conversely, if the
source can be sent over the channel and reconstructed with fidelity D, then it must hold
that R(D) < C. Shannon’s lossy source-channel separation theorem states that we can

independently design a source coder with rate as small as possible (given distortion D)
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assuming an error-free channel, and a channel coder which provides maximum protection
against channel errors at a rate no larger than the channel capacity, no matter what the

source statistics are.

1.1.2 Joint Source-Channel Coding

There are many theoretical results and successful practical systems available today which
are based on Shannon’s source-channel separation principle. However, there are a num-
ber of facts about the separation approach which merit attention. Firstly, near optimal
performance can be obtained with large coding block lengths, causing large delay and
complexity in practice. Secondly, for a tandem system, source and channel codes are
designed independently. More specifically, source codes are usually designed assuming
that the channel codes can correct all errors introduced by the channel, but this is not
always the case even for the most powerful channel codes. Similarly, channel codes are
usually designed to protect all the bits created by the source codes equally, assuming
that information are equally distributed in these bits which is not always the case for
many applications. Indeed, unequal error protection can result in better performance
for this situation. Thirdly, there are situations for which the separation principle does
not hold anymore; see [82] for an example of a non-stationary source-channel pair for
which the converse of the lossless separation theorem does not hold.

These drawbacks have motivated researchers to investigate the design of source and
channel codes jointly; such systems are generally called joint source-channel coding
(JSCC) systems [28], [90]. By designing source and channel codes jointly, it has been
shown that various gains may be obtained in terms of coding efficiency, reconstructed
signal quality, coding delay and complexity.

Examples of joint source-channel coding systems are: (a) hierarchical protection, also
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known as unequal error protection, where the basic idea is to apply different channel
codes to protect information according to the level of importance of the source data; (b)
optimal quantizer design for noisy channels, such as channel-optimized vector quantiza-
tion (COVQ) (e.g., [21], [38], [40], [92]); (c) optimal index assignment (e.g., [20], [93]);
(d) direct source-channel mapping or direct modulation organization, where the encoder
includes the modulator and benefits from the flexibility that is naturally present in a
constellation (e.g. [60], [67]); (e) channel codes which are designed to exploit the residual
redundancy of the source encoder output (e.g., [2], [68]).

We consider the problem of transmitting continuous-valued random sources over
a discrete-time memoryless channel. In applications such as broadcasting and robust
communication over wireless channels, there is a large variation in channel conditions
depending on the physical landscape, the communication distance, the weather situation,
etc. Thus, a communication system designed to perform well for a broad range of
channel conditions is highly desired. Although most digital JSCC systems perform fairly
well in terms of coding efficiency, coding delay, and have a less severe threshold effect
(see Section 2.1 for the definition of “threshold effect”) than tandem systems when the
channel condition falls below the design parameters (i.e., channel signal-to-noise ratio),
they usually fail to enhance performance as the channel condition improves due to the
distortion introduced by quantizing the source. This leads us to investigate a special
kind of JSCC systems: hybrid digital-analog coding systems. By combining digital and
analog (or nearly analog) coding/modulation, we may expect a graceful performance

improvement /degradation for a wide range of channel conditions.

1.1.3 Information Hiding

As the rapid development of information technology and internet, the communication

of multimedia data becomes increasingly popular. People sell their (digital) works,
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communicate secret information, and do business via the internet. This includes all
kinds of digital data, e.g., documents, photos, audio, video, etc. Such applications
however raise many problems involving data protection, such as pirating, ownership
identification, illegal copyright, and so on. These problems, which can be categorized
into the area of “information hiding”, have received considerable attention from both
the academic world and industry.

In plain words, information hiding is the means to embed/hide a message (known
as secret message or watermark) into a host data (covertext), so that the information
hider is able to transmit the secret message even though the transmission is subject to
manipulation by an attacker who tries to make the hidden information undetectable. In
some applications such as copyright protection and fingerprinting, the hidden message
carries information about the host data, e.g., ownership information, copyright of the
host data, etc. In other applications such as secret communication and steganography,
the hidden message can also be unrelated to the host data, or the host data acts as a
‘carrier’ of the secret message.

Generally, information hiding has two desirable characteristics:

o Transparency: The embedding procedure should cause as little degradation to the
host data as possible. This is easily understood for most applications such as copy-
right protection and fingerprinting, since the aim is to protect the host data and
also preserve the usability of the host data. For applications in secret communi-
cation and steganography, transparency can be interpreted as a characteristic to

ensure the security of the communications.

e Robustness: The embedded message should resist some signal processing proce-
dures (quantization, D/A conversion, print/scan, etc) and/or some malicious at-

tacks, and be detectable even after degradation introduced by these manipulations.
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A large number of practical systems have been developed to achieve the aforementioned
characteristics (see, e.g., [35], [56], and the references therein).

Information hiding has also been studied from information-theoretic perspectives
(see, e.g., [7], [33], [47], [48], [51], [73], [89] and the references therein). One perspective
is to model information hiding as a constrained channel coding problem [13]. Secret
messages, assumed to be uniformly distributed over a given message set, are embedded
into host data source messages. Since the watermarks should not interfere perceptually
with the host data, a distortion constraint is placed between the encoder output (also
called stegotext) and the host data. Omne information hiding problem is to find the
largest watermarking rate (known as watermarking capacity) for which, at the encoder,
the distortion between the host data and the stegotext does not exceed a preset threshold
(transparency constraint), and at the decoder, watermarks can be reproduced with an
arbitrarily small probability of error (robustness constraint). The problem is called
private information hiding if the host data (side information) is available to both the
encoder and the decoder [7], [48], [51], [73]. If the side information is available to the
encoder only, the problem is called public information hiding [7], [74]. Some previous
works on traditional source/channel coding with side information ( [66], [25], [8], [49])
are useful for posing information hiding problems as instances of constrained channel
coding problems. In another interesting work [3], the duality between the information-
embedding problem and the Wyner-Ziv problem of source coding with side information
is studied.

Information hiding has also been modeled as a game played between the information
embedder and the attacker. Given a certain objective function, e.g., embedding capacity
( [7], [19], [51], [52], [74], [75]), or error exponent ( [48], [73]), the embedder wishes to
maximize the objective function, while the attacker’s task is to minimize the objective

function.
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The problem of joint compression of host data and embedding/watermarking of secret
messages has also drawn attention in the information hiding literature ( [31], [32], [33],
[34], [46], [47], [89], [50]). This model applies to scenarios where a compressed version
of the stegotext is transmitted due to bandwidth constraints. Denoting the compression
rate by R. and the watermarking rate by R,,, the main goal is to determine the achievable
rate pairs (R., R,) under transparency and robustness constraints on the system.

In this thesis, we are interested in the information-theoretic aspects of information
hiding. We first study a private information hiding problem with joint watermarking
and compression, where an encoder jointly embeds a secret message to a host data and
compresses the host data. This system can be seen as a special JSCC system where the
watermarking/embedding of information messages can be seen as a (constrained) channel
coding problem, and the compression of the host data is actually source coding. Due to
popular applications in network communications, we also investigate information hiding
problems in the multi-user setting, where two encoders wish to embed independent
messages to two correlated data over multiple access channels. Both the public and
private scenarios are studied. We also study a private information hiding problem where
two correlated sources are separately embedded into a common host with multiple access

attacks.

1.2 Thesis Organization and Contributions

The rest of this thesis is organized as follows.

In Chapter 2, we investigate a hybrid digital-analog (HDA) system for the coding
of a discrete-time memoryless Gaussian source over a discrete-time memoryless Gaus-
sian channel under bandwidth compression. Information-theoretic upper bounds on the

asymptotically optimal mean squared error distortion of the system are obtained under
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both matched and mismatched channel conditions. An allocation scheme for distribut-
ing the channel input power between the analog and the digital signals is also derived
for the mismatched HDA system. A low-complexity and low-delay version of the system
is next designed and implemented without the use of error correcting codes. The pa-
rameters of the system, which employs vector quantization in conjunction with binary
phase-shift keying modulation in its digital part, are optimized via an iterative algo-
rithm. Simulation results show that the proposed HDA system performs within 0.3 dB
of the mismatch distortion upper bound. The results of Chapter 2 have appeared in
part in [84] and [85].

In Chapter 3, an image communication application demonstrating the effectiveness
of HDA coding is presented by combining the proposed bandwidth compression system
with the bandwidth expansion system of Skoglund et al. [69]. The results of this chapter
have appeared in part in [83].

In Chapter 4, we study an information hiding system where the encoder jointly com-
presses a host data and embeds a secret message. In particular, we study joint water-
marking and compression of a memoryless Gaussian source under memoryless additive
Gaussian attacks in a private scenario. The achievable region involving the watermarking
and the compression rate pairs has been established by Karakos and Papamarcou [33].
We refine the analysis of the watermarking decoding error probability for given achievable
rate pairs by deriving a computable random coding lower bound to the error exponent.
Numerical examples show that the random coding exponent is positive within almost
the entire achievable region given in [33]. Chapter 4 has appeared in part in [86].

Chapter 5 and 6 deal with private information hiding in a multi-user scenario. In
Chapter 5, we consider a model where two information hiders independently and sep-
arately embed two secret messages Wi and W, (at rates R and R? respectively) into

two correlated host sources U; and U, subject to a pair of tolerable distortion levels
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(D1, D). The (compressed) outputs (at rates R! and R? respectively) are subjected
to attacks modeled via a multiple-access channel (MAC) Wy x,x,. The tradeoff be-
tween the achievable watermarking rates and the compression rates with respect to the
distortion constraints is studied. Given distortion level (Dy, Ds), we derived an inner
bound and an outer bound with single-letter characterization for all the achievable rate
quadruple (RL, R, Rl R?).

In Chapter 6, we consider an information hiding model where two correlated sources
(51, 52) are separately embedded into a common host data U. A sufficient condition in
single-letter form under which (57, S3) can be successfully embedded into U under the
MAC Wy |x, x, is established. Chapter 6 has appeared in part in [87].

In Chapter 7, we investigate a public multi-user information embedding system in
which two secret messages are independently embedded into two correlated host sources
and undergo multiple access attacks. The tradeoff between the achievable embedding
rates and the average distortions for the two embedders is studied. For given distortion
levels, inner and outer bounds for the embedding capacity region for the public two-user
information embedding system are obtained with single-letter characterization. The
bounds are tightened when the host sources are independent.

Finally, the thesis is summarized in Chapter 8.

1.3 Notation

Throughout, random variables (RV’s) are denoted by capital letters, e.g., X, specific
values are denoted by lower case letters, e.g., x, and their alphabets are denoted by
calligraphic letters, e.g., X. The cardinality of a finite set X is denoted by |X|. Sim-
ilarly, random vectors are denoted by capital letters superscripted by their lengths,

e.g., X", their alphabets are denoted by calligraphic letters superscripted by their
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lengths, e.g., X, and their realizations are denoted by boldface lower case letters, e.g.,
= (71,29, ..., z,)" € X", where T denotes transposition. For any RV X, Px(x) denotes
the probability that X = x. For jointly distributed RV’s X and U, Pxy(x|u) denotes the
conditional probability of X = x given that U = u. The probability of an independent
and identically distributed (i.i.d.) sequence x € X™ is given by P)({") (x) £ [1, Px(s).
Similar notation applies to the joint and conditional distributions. E(X) denotes the

expectation of X. 1{-} is the indicator function.

10
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Chapter 2

Hybrid Digital-Analog Joint
Source-Channel Coding for

Gaussian Source-Channel Pairs

This chapter is based on a paper submitted to the IEEE Transactions on Communications, May 2007
[85], and a paper presented at the IEEE 23nd Biennial Symposium on Communications (23rd QBSC),

Queen’s University, Kingston, ON, Canada, May-June 2006 [84].

2.1 Introduction

We consider the problem of transmitting a discrete-time analog-valued source over a
discrete-time memoryless channel. Due to the often lacking channel information at
the transmitter, a robust system is desirable for a wide range of channel conditions.
In terms of the used modulation techniques, systems can be generally categorized as
analog, digital or hybrid digital-analog (HDA) systems as shown in Fig. 2.1.

Since the publication of Shannon’s landmark paper in 1948 [65], digital communi-

12
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[ Communication Systems ]

{ Analog SystemsJ [ HDA Systems] Digital Systems }

No levelling-off
effect

Good performance
at a fixed CSNR

Difficult to
incorporate efficient
signal compression

Joint Source-Channel

Tandem Source-Channel
Coding Systems

Coding Systems

Threshold
effect

Levelling-off A
effect

Noticeable gain

in terms of coding
efficiency, coding delay,
complexity etc

Figure 2.1: Characteristics of analog, hybrid, and digital communication systems.

cation has been widely studied. One of the main advantages of digital communication
systems is that they can be designed to (asymptotically) achieve the theoretical optimal
performance for a fixed channel signal-to-noise ratio (CSNR) via the separate design of
optimal source and channel codes [10], [65]. Systems designed based on this principle
are often referred to as tandem source-channel coding systems. There are, however, two
fundamental disadvantages associated with digital tandem systems. One is the threshold
effect: the system typically performs well at the design CSNR, while its performance
degrades drastically when the true CSNR falls below the design CSNR. This effect is

due to the quantizer’s sensitivity to channel errors and the eventual breakdown of the

13



2.1. Introduction

employed error correcting code at low CSNRs (no matter how powerful it is). The other
trait is the leveling-off effect: as the CSNR increases, the performance remains constant
beyond a certain threshold. This is due to the non-recoverable distortion introduced by
the quantizer which limits the system performance at high CSNRs.

The threshold effect can be partly remedied via digital joint source-channel coding
(JSCC). By jointly designing the source and channel codes, many results (e.g., [21], [44])
show that noticeable gain can be obtained in terms of coding efficiency, reconstructed
signal quality, coding delay and complexity. In particular, JSCC schemes are more robust
than tandem systems at low CSNRs. However, such JSCC systems still suffer from the
leveling-off effect at high CSNRs, since being digital systems, they employ quantization
to “digitize” the source. On the other hand, the leveling-off effect is not a problem for
analog systems; actually, their performance can strictly increase as the CSNR increases
(we call a system analog if it uses an analog modulation technique such as amplitude
modulation). However, it is usually hard to incorporate efficient signal compression
schemes in analog systems, particularly when channel bandwidth is valuable and/or the
source has memory.

Schemes that exploit the advantage of analog systems are studied by Ramstad and
his co-authors in [12], [11], [23], [29] and [43]. These are based on the so-called direct
source-channel mapping technique: the output of a source scalar/vector quantizer is
mapped directly to a channel symbol using analog (or nearly analog) modulation, i.e.,
amplitude modulation (AM) or quadrature amplitude modulation (QAM). The direct
source-channel codes also enjoy graceful degradation performance at low CSNRs. In [43],
a robust image coding system is presented which combines subband coding and QAM.
This system allows various compression levels based on block-wise classification. An
improved image coding system is proposed in [12]; it utilizes both bandwidth compression

and bandwidth expansion mappings, where the bandwidth expansion mapping employs
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a scalar quantizer and transmits both the quantized value and the quantization error.
Recently, a JSCC technique known as the 2:1 Shannon mapping was investigated in [29]
and shown to provide very robust performance. It employs the Archimedean spiral to
approximately map a point in a plane onto a point on a line. Related works on analog
coding methods include [80], [81].

To exploit the advantages of both analog and digital systems, one can allow part
of the system to use digital modulation to improve robustness against severe channel
conditions, while letting another part of the system use analog signaling to obtain a
graceful improvement at high CSNRs. Several recent works have investigated such sys-
tems. In [53], a family of HDA systems are introduced and studied theoretically; they are
shown to offer better distortion performance than purely digital systems, have a graceful
performance improvement, and (asymptotically) achieve the Shannon limit. An HDA
system design based on vector quantization (VQ) for bandwidth expansion is investi-
gated in [69], where an algorithm to design optimized codes and performance evaluation
are presented. In [70], an HDA system for Gauss-Markov sources with bandwidth com-
pression/expansion is given. It employs the Karhunen-Loeéve transform to decorrelate
the source, Turbo error correcting coding in its digital part to improve the system per-
formance at low CSNRs, and superposition coding of the analog and digital signals.
This system allows for both linear and nonlinear mappings in its analog component.
In [64], systematic JSCC is studied and is demonstrated to be optimal for a wide class
of sources and channels. In [61], an inner distortion bound for broadcasting a single
Gaussian source to two listeners over a Gaussian broadcast channel with bandwidth
expansion is derived. This bound is obtained based on an HDA coding scheme, which
includes one of the HDA systems of [53] and the systematic coding scheme of [64] as
two special cases. In [63], systems using an HDA approach, a progressive transmission

approach, and a superposition coding approach are compared for a slowly-varying fading
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additive white Gaussian noise (AWGN) channel. It is shown that the HDA approach
has better performance than the other two methods. Most of the gain of this HDA
approach is due to the presence of the linear analog part. Other HDA-based techniques
are studied in [37], [55] and [58].

In this work, we study the transmission of a memoryless Gaussian source over an
AWGN channel with bandwidth compression. We investigate this problem within the
HDA coding framework, based on the recent work in [70]. We first obtain an information-
theoretical (mean squared) distortion upper bound for the optimal HDA system with a
linear analog part. As a direct consequence, we obtain a similar distortion bound for the
mismatched HDA system where the encoder does not know the true CSNR. An optimal
power allocation formula between the digital and the analog parts is obtained for this
mismatched system. A low-complexity and low-delay version of this HDA scheme is
next designed and implemented without the use of Turbo error correcting codes (unlike
the scheme of [70]) and is shown to be robust over a wide range of CSNRs. These
characteristics may be particularly appealing for telemedicine and sensor networks ap-
plications where sensitive image data need to be reliably communicated from remote
locations irrespective of the channel environment. The digital part of the HDA scheme
is formed with a VQ cascaded with a binary phase-shift keying (BPSK) modulated hard-
decision decoded AWGN channel. As in [69], the system parameters (in both the digital
and analog components) are optimized using an iterative algorithm similar to that for
channel-optimized vector quantizer (COVQ) design. Simulations show that this scheme
performs within 0.3 dB of the performance bound for the mismatched HDA system for
high CSNRs. Comparison are also made with purely analog and purely digital systems,
as well as the system in [70]. As an application, an image coding system which combines
the bandwidth compression system studied here with the bandwidth expansion system

of [69] is presented.
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The rest of this chapter is organized as follows. In Section 2.2, a general description of

the HDA system is given and information-theoretic bounds on its distortion are derived.

A power allocation scheme for distributing the channel input power between the system’s

analog and digital components is also obtained. In Section 2.3, the HDA system design is

examined in detail. Simulation results are given in Section 2.4. Some remarks are given

in Section 2.5 for the HDA with non-linear analog and for the Gauss-Markov sources.

Finally, conclusions are stated in Section 2.6.

2.2 Information-Theoretic Considerations
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Figure 2.2: HDA coder with bandwidth compression (k < n).

The block diagram for the HDA system with bandwidth compression is depicted in

Fig.2.2. Samples of a memoryless Gaussian source {X;} with zero mean and variance

02 > 0 are grouped into blocks of size n (denoted by X") and sent to a source encoder.

The discrete output I, which is taken from a finite set of indices, is then fed to a

channel encoder/modulator which produces a k-dimensional channel symbol s¥, where

k < n. Here s} is taken from a finite set of possible symbols and satisfies E|[s¥]|? <

k(1 — t)P, where P is the constraint on the total input power per channel use and

t € [0,1] is the power allocation coefficient for the analog part. The source encoder
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and the channel encoder/modulator together will often be referred to as tandem source-
channel encoder/modulator. The output index I is also sent to a source decoder to
form a reconstruction vector Xn, which is subtracted from X" to form an error vector
E". The first k£ components of E" are further sent to a linear (analog) encoder which
performs simple scaling so that the k-dimensional output V* satisfies a power constraint
E|V¥||? < ktP. Now s¥ and V* are superposed and sent over a channel with AWGN
WP* with per symbol noise variance N. The channel output RF, which is given by
R* = s¥ + V¥ + W* is sent to a channel decoder. The discrete output .J is sent to
the source decoder resulting in vector )Qin Simultaneously, a channel symbol is chosen
according to J, which is subtracted from R*. The result {\/k is fed to the linear (analog)
decoder to form an estimate Ek The remaining n — k components of the error vector are
filled with zeros to produce E" which is then added to )%n to form an estimate X . The
overall coding rate of this HDA system is = k/n < 1 channel uses per source sample.

The system normalized mean squared error (MSE) distortion is

(2

1
Do(N) = -E HX" -X
n

(2.1)

For purpose of analysis, we first consider the system’s asymptotic distortion, D(N) =
JLH(}O D,,(N), as the block length n grows without bound (assuming that the limit exists).
The rate-distortion function for the memoryless Gaussian source under the squared-error
distortion measure is given by

2

1
R(D) = max (0, 5 log, %) (bits/source sample) (2.2)

for any distortion value D > 0 [65], [4]. The capacity of the AWGN channel with input

power constraint P and noise variance N is given by [10,65]

C(N) = %log2 (1 + %) (bits/channel use). (2.3)
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From Shannon’s lossy JSCC theorem [10,65] for the memoryless Gaussian source-channel
pair, we know that if a code has asymptotic distortion D, then R(D) < rC(N) must
hold. By letting R(D) = rC(N), a lower bound on the asymptotic distortion of any
code can be obtained. This bound is also asymptotically achievable, and is generally
referred to as the optimal performance theoretically attainable (OPTA). It is given by

0.2

Dopia(N) = (1+—S£)r- (2.4)

By examining the structure of the proposed HDA system in Fig.2.2, we first obtain an

upper bound on D(N) for optimally designed HDA systems.

Proposition 2.1 (Upper bound) For a memoryless Gaussian source with zero mean
and variance 02 and an AWGN channel with noise variance N, given fixed r, P and t,
there exists a sequence of HDA systems with asymptotic distortion D4, (N) given by

Dtan(N>

tha(N):T 2
1+ 5%

+ (1 =) Dian(N), (2.5)

where

S (2.6)

Dtan(N) = T
1-t)P
<1 + (IfP-i-)]V)

Proof. First we give an informal derivation of the upper bound, and then we provide
the outline of a rigorous derivation which uses common randomization at the encoder
and the decoder. Some straightforward but tedious details will be omitted. For the
source encoder and decoder in the upper “digital” part of the system let (gpén), gpgn)) be

a sequence of source codes (vector quantizers) with encoder 9053”) R — {1,... 2R}

and decoder @El") :{1,...,2"%} — R" having rate R = glog<1 + (tlp_i)]f,D) bits per source
(n) _(n)

sample. We choose (pe, ;") so that it asymptotically achieves the distortion-rate
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function at rate R of the i.i.d. Gaussian source with zero mean and variance 2. Thus

letting X = gpﬁl")(goé") (X™)) and D, £ LE|| X" — XnHZ, we have

0,2

lim D, =022 = ———* = Dy, (N). (2.7)
n—00 s <1 + (1—t)P>
tP+N

The output index [ = gogn)(X") from the source encoder is fed to the channel encoder

which operates on blocks of k& = rn channel symbols. The sequence of channel codes
(), wc(lk)) with encoder v : {1,...,2"F} — R¥ and decoder ¢((ik) CRF— {1,..., 2"}

has rate

n R 1 (1-t)P
ER_?_§IOg<1+—tP+N)

bits per channel use. This is the capacity of an AWGN channel with noise variance t P+ N
and input power constraint (1—¢)P, and we choose the channel code to satisfy this power
constraint and such that its error probability is asymptotically (i.e., as k — oo) zero
when it is used on this AWGN channel. Letting E® & X" — )Z”, the linear encoder-
decoder pair (™, 3() is defined as

tP ~n ~k VtPD

n

T
V) 2s)
where [E"]} denotes the first k components of E”. Since the source code asymptotically
achieves the rate-distortion function, one can easily show using a standard information
theoretic argument that the normalized relative entropy (Kullback Leibler divergence)
[10] between E™ and an n-dimensional Gaussian random vector with i.i.d. components
of zero mean and variance Dy,,(IN) converges to zero as n — oo. This indicates that
the distribution of E" is well approximated by that of the Gaussian vector for large
n. It is also easy to show that E" and X" are (asymptotically) uncorrelated (see,
e.g., [53, Lemma 1]). To simplify the informal derivation, let us assume that the following
stronger versions of these approximations hold: (i) E" is independent of }N(n; (ii) E™ is

Gaussian with independent components of zero mean and equal variance D,,.
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Note that since [ is a function of }N(n, these assumptions imply that the channel

codeword st = ¢ (I) is independent of V* = /}g—i[E”}'f, and furthermore,
Lok k2 _ L K2y L k|2
LB} + VA = ZE{I5IP] + TE(IVH?) < (1 - )P + 1P (29)

so that the total input power constraint P on the channel is met. By assumptions (i)
and (ii) the actual channel noise V¥ + W* at the channel decoder can be regarded as
an AWGN vector with per sample variance tP + N which is independent of the channel
encoder input. Under these assumptions the channel code has asymptotically vanishing
error probability, i.e.,

nh—{lolo Pr{l #J} =0. (2.10)

It is well known that for the i.i.d. Gaussian source an asymptotically optimal source code

can be chosen such that its codevectors lie on a sphere of radius \/n(02 — D4 (N)), i.e.,
we can assume %ng&”)(z)||2 = 02 — Dian(N) for all i. Using this fact and noting that
(2.10) is equivalent to lim,, . Pr{in #X } =0, we obtain

lim LE|X" X [P =0. (2.11)

n—oo M

~ =n
For simplicity we in fact assume that X" =X for large n. In this case, the average

distortion can be written as

o~

1 n AnQ_l ~n n_~n ~n 2_1 n B2
SE[XT - X" = CE[|(X+EY) - (X + B[ = SE[E-E (2.12)
On the other hand, from (2.8) we have

1 S|

1 n ~n n \/tPDnAk nin
“E[E" B = || B - pyear Al el L e (2.13)

~k
where V' = VF 4+ W* 1k — g% It is well known that the channel codewords can be

chosen to lie on a sphere of radius y/k(1 —¢)P (such an equi-energy codebook is often
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called a Gaussian codebook). Since (2.10) is equivalent to limy .., Pr{st # sk} =0, we
obtain

1
Jim %Eus’; —s"? =0. (2.14)

~k
Again, for simplicity we actually assume st = s% so that V. = V¥ + W* (for large n).
Using (2.8), (2.13), and the assumption in (ii) that the components of E" have equal

variance D,,, we obtain'

lim LE|X" - X"|* = lm SE|E" B (2.15)
n—oo N n—oo 1
. D,
- 7}13)10<r1 T +(1— r)Dn> (2.16)
— r—Dm"(t]]Y) + (1 = 7r)Dyan(N) (2.17)
14 N

as desired. The preceding argument in fact forms the basis of a rigorous proof. The
crucial point is to prove (2.10), i.e., the existence of a channel code of rate R/r having
vanishing error probability which also meets the total power constraint as in (2.9). In-
deed, assuming (2.10) holds, we clearly have (2.11) and (2.14). It is then straightforward
to show that (2.11) implies (2.15), and that (2.14) implies (2.16) as long as we have

1
lim ~E||[Ea)%]|* = Dyan(N). (2.18)

It is easy to make sure (2.18) holds. Let ¢ be a positive integer which divides n and
assume the n-dimensional source code is the n/¢-fold product of an ¢-dimensional vector
quantizer Q) having rate R (i.e., Q) is used n/¢-times when encoding X"). If £ — oo,
then the rate-distortion performance (2.7) can be achieved by Q¥ and if in addition we
have ¢/n — 0, then (2.18) clearly holds.

Thus the entire proof hinges on the existence of channel codes with asymptotically

vanishing error probability (2.10) under the power constraint P. In the remainder of the

P <k
"With these assumptions, Y5222V becomes the minimum MSE (MMSE) estimate of [E"]}
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proof we show that such codes exist if one allows common randomization at the encoder
and decoder. Common randomization, already used in the context of both source and
channel coding (see, e.g., [91], [17], [18] and [6]), ensures that the total input power
meets the power constraint and also makes the transmitted channel codeword and the
“noise” V¥ + W* independent. In what follows we first show that the average channel
noise 1||V* + W*|| is concentrated near its expectation tP + N with large probability,
and then use this fact in showing that the desired channel code exists.

Recall that Dy, (N) = 032’2}% is the distortion-rate function at rate R of a memo-

ryless Gaussian source with variance o2. It is known (see., e.g., [62] or [42]) that one

s

can choose Q) so that its codevectors lie on a sphere of radius \/¢(02 — Dy, (N)) and
it has asymptotically optimal distortion lim, ., %]EHX[Z — QU(XH||? = Dian(N), which
implies (2.7) since D,, = 1E|X" — Q(X")[|? by the source code construction.

Since [E"]¥ is the concatenation of m’ = k/¢ independent copies of X* — Q)(X"),
and V¥ = \/EIZ [E"]%, we have that |V*||? is the sum of m’ = k/¢ independent random
variables with mean ]';—IZIEHXZ — QUXH|? = ¢tP. Thus if ¢ is fized, the weak law of

large numbers implies

’}LrgoPr{ %Hv’fn2 - tP‘ > e} =0 (2.19)
for all € > 0. Clearly, we can choose an ¢ sequence such that ¢ — oo, {/k =/¢/(rn) — 0
and (2.19) still holds. For the rest of the proof we assume that ¢ increases with n
(and k) in this fashion. We have 1||[V* + W¥||2 = L[| V*|2 + 1|W"||2 + 2(V")TW*,
where 1||W"||?, being the average of k i.i.d. random variables of mean N, converges
to N in probability as k — oo. A direct calculation shows that ]E{(%(Vk)TW’“) 2} =
,C—]\QIEHV%H2 = %tP, which converges to zero as k — oo, implying through Chebyshev’s

inequality that Pr{|2(V*)"W"| > ¢} — 0 as k — oo for all ¢ > 0. Combining these
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facts with (2.19) we obtain that for all € > 0,
1
klim Pr{‘E||Vk+Wk||2— (tP—{—N)‘ > e} = 0. (2.20)

Now consider the fictitious k-dimensional vector channel with input power constraint
k(1—t)P and additive noise which is independent of the input and has the same distribu-
tion as V¥ + W¥. The key point is that (2.20) allows us to use Theorem 1 in [41] which,
when applied to our setup, states that given an additive noise channel with power con-
straint k(1—t)P and input-independent, possibly non-ergodic noise which satisfies (2.20),
there exists a sequence of channel codes ( ék), ((f)) which has rate % log(l + %) and
equi-energy (Gaussian) codebook and whose error probability on this channel approaches
zero as k — o0o. (Thus, in effect, a channel code designed for the worst case AWGN
noise also works for non-Gaussian channel noise of equal power.)

We will use common randomization to apply ( ék), C(lk)) to the real system where
V* + W¥ is not independent of the channel input. Let II denote a random permutation
of the indices 1, . .., 2" which is uniformly drawn from the set of all (2"%)! permutations
and is independent of the source X™ and the channel noise W*. Assume that IT is know
at both the encoder and the decoder. At the encoder apply II to the output index I of
the source encoder before channel coding, so that the input to the channel encoder is
TII(I). At the decoder side, if J is the output index at the channel decoder, then TI1(/J) is
sent to the source decoder, where II7! denotes the inverse of II. It is easy to see that the
channel with input I and output II7(J) is statistically equivalent to the discrete channel
realized when ( £’“),1/J§’€)) is used on the fictitious channel with a uniform distribution
on its input index set. Since ( S,,’“), C(lk)) has asymptotically vanishing error probability

on the fictitious channel, for the real system we also have limy, .., Pr{l # II"}(J)} = 0.

It remains to show that the total power input power on the channel does not exceed P.
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Since s’f_}( = z/zék)(l'[([ ) is independent of V¥,
LE sk + VEI? = 1Ellsh P + TEIVE? + SEfsh TE[VE] (221)
k TI(1) Tk 1I(1) L k TI(1) :
where tE[sf;|I> = (1 — #)P and {E[|VF[|* = tP. Let m* £ E[X* — Q)(X")]. Then

1 1 1 L
Do = JEIX' = QUEXIIP = ZEIX' — QXY —m | + G ImIf* 2 Dian (V) + 7 lm|?

where the inequality holds since Q) (X’) + m’ is a rate R quantizer for X‘. This
implies lim,_, §|[m‘||* = 0. Since %||m£||2% = 1||E[V*]||?, applying Cauchy-Schwarz
inequality yields limy oo 3 E[sfy I)]TIE[Vk] = 0. Substituting this into (2.21) shows that
limy, 00 %EHS'}I(U +V*||2 = (1 —t)P 4 tP; thus, the power constraint is (asymptotically)

satisfied. O

Remark: It is easy to show that Djg,(N) = Dpae(N) if and only if ¢ = 0.

We next study the realistic situation where the AWGN variance N is not known at
the encoder. We assume that the encoder only knows a range of values in which the
true noise variance Ny, lies; in particular, it chooses the encoding operation for a fixed
design noise variance Ng.s. The receiver, on the other hand, has full knowledge of N,
and adapts the decoding accordingly. For this mismatched HDA system, when the true

noise variance Ny, satisfies N;,. < Nges, the linear decoder can adapt to Ny, resulting in

Dian (Ndes)

i The asymptotic performance of the tandem coder part

a distortion given by

is still the same. We then obtain the following upper bound on the distortion:

Dtan<Ndes)

1+ 45

D5 ( Ny, Nyes) = 1 + (1 = 7)Dyan(Nes) (2.22)

where Dy, (N) is given in (2.6).
We now consider the power allocation problem for this mismatched HDA system
with the encoder designed for N, while the true noise variance is Ny.. The best power

allocation coefficient ¢ that minimizes (2.22) is given by the following proposition.
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Proposition 2.2 For N, < Ny, P and r, the power allocation coefficient ¢ which

minimizes the distortion expression (2.22) at IV, is given by

1+ 4(Ftr—Fdes) 1
(1_r)’$des
t= o : (2.23)

where k. = Niw is the true CSNR and k4.5 = % is the design CSNR.

Proof. Define ki = £ and Kges = %, the distortion (2.22) can be rewritten as

Ntr
mis (NN K L1 )(1+t )T} i (2.24)
T es) — - T Rdes —_ . .
hd(l t d 1 —|—tl{',t,r d (1 _|_ /{des)r
Since
d mis
E( hda (Ntra Ndes))
[+ (I = r)the) Kdes Kir | T(1 4 thaes)” 02 (2.25)
N 1 4 thges 1+ thy, L+ thy (14 Kaes)” ’
setting
d mis
E(tha(NtmNdes» =0 (226)
yields
1 L—r)t T es T
Ut (Lt es _Kr (2.27)
1+ thges 1+ tky,
or equivalently
(1 = 7)K2 Kgest® + (1 — 1) KppKdest + Kdes — ke = 0. (2.28)
Therefore, we get one stationary point (the negative solution is discarded)
1+ ‘Wit_fr;:«les) 1
t = Ur)rdes . (2.29)

2!1#,«
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As a matter of fact, the above ¢ minimizes D}%$(Ny,., Ny.s) since
d? ,
—(D%;(Ntr, Ndes)) (2.30)

dt?
(1+ tﬁdeS)T_l o?
5 - (2.31
(1+they)® (14 fides)’”w (2:31)
(1 + tlid%y_l Ug
(14 thy)? (14 Kaes)

= 264 (1 4+ thges) — (L + 7)(1 + the ) Kdes)

> 2R (1 4 thaes) — 2(1 + thir) Kdes] T Fgy (2.32)

(1 + t/ﬁ:des)r_l 03
(1 + tK'tr>3 (1 + /{des)r
> 0, (2.34)

= 2(Kg — Kdes) TRy (2.33)

where we have used the fact r < 1 in (2.32) and ¢ > Kges in (2.34). O

Since the optimal ¢ is a function of NVy,, it is also unavailable at the encoder. However,
via a numerical study (see below) one can choose a value of ¢t which performs well for
a large range of CSNRs k.. In Fig. 2.3, we plot the optimal ¢ for different system

parameters as a function of the true CSNR k.. We observe the following.

e [t is readily seen that as the true CSNR &y, increases, t approaches 0. Furthermore,
it is also easily seen from (2.23) that the rate of decay of ¢ to 0 is less than that
of 1/ky. Tt is easy to see that as k. — oo, the distortion performance of the
mismatched HDA system (2.22) approaches the constant (1—7)Dign(Nges). Curves
(a), (), (b) and (c) present the best power allocation for an HDA system of rate 0.5,
with design CSNR k4.5 of 0 dB, 5 dB, 10 dB and 15 dB, respectively. They indicate
that, for a system with high design CSNR, (which is the case when performance at
high CSNRs is the main concern), the best power allocation coefficient at various
CSNR pairs (Kges, k) is smaller than that for the low design CSNR case, i.e., the
analog part of the HDA system incrementally turns off as k4., increases without

bound.

o As Ky, approaches Kqe5, t approaches 0. Thus the optimal performance at the design
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o o o o
N w > o

Power allocation "t" for the analog part
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Figure 2.3: The best power allocation t (as a function of the true CSNR £y,) for different
system parameters. For curves (a), (b) and (c), 7 = 0.5, Kkges = 0 dB, 10 dB and 15 dB,

respectively. For curves (e), (f) and (g), kaes = 5 dB, r = 0.75, 0.5 and 0.25 respectively.

CSNR is obtained by a “purely digital” design, or equivalently, by an optimal
tandem coder which contains an optimal source code and an optimal channel code,

as predicted by Shannon’s theory [65].

e Curves (e), (f) and (g) show the best t for k4.s = 5 dB and coding rate of 0.75, 0.5
and 0.25, respectively. These curves demonstrate that ¢ decreases as the coding
rate r decreases. Indeed, as r decreases, less components of quantization error
vectors are further coded via the analog part, which reduces the importance of the

analog part relative to that of the tandem coding part.
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In our system implementations, we fix a design CSNR kg4 and choose an adjusted
value of ¢ which is good over a large range of true CSNRS Ky (> Kges); see Section 2.4

for details.

2.3 HDA System Design

We next consider a concrete implementation of the HDA scheme in Fig. 2.2. This
system, which has low-complexity and low-delay as it avoids the use of channel coding
in its digital part, is depicted in Fig. 2.4, and it employs VQ cascaded with BPSK

modulation in the digital part, and uses linear coding in the analog part.

k n
— & ! - {s} { Tva oy ! {vj} &
X" " R/| T X"
] {z'} Tj — {s7} f
O ¢ [0 44_‘49—‘@4{}5’ B =n

Figure 2.4: Proposed HDA system design with bandwidth compression.

2.3.1 System Description

The upper part, referred to as the digital part, is formed by a VQ cascaded with a binary
symmetric channel (BSC) without the use of channel coding. An output index I of the
k-bit n-dimensional VQ encoder ¢, is assigned a k-dimensional channel symbol s¥ from
a set {sF} of 2¥ possible symbols. The index I also chooses a vector z7 from the encoder
codebook {z'}, which is subtracted from X" to form the error vector E".

In the ideal case, for a memoryless source, the optimal source code (in the sense of
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2.3. HDA System Design

asymptotically achieving the rate-distortion curve) splits source vectors into two asymp-
totically orthogonal components, the quantizer output and the quantization error (see,
e.g., [53]). Furthermore, for memoryless Gaussian sources, the distribution of the quan-
tization error is also approximately Gaussian as n — oo (see the proof of Proposition
2.1). In the HDA system with linear analog coding, since the output of the linear analog
encoder is just a scaled version of the quantization error, we model (as discussed in the
proof of Proposition 2.1) the output of the linear encoder by a Gaussian random variable
with variance t P which is independent of the source. Hence, for the digital part, a BSC is
realized by using hard decision decoding on the BPSK-modulated AWGN channel with

input power (1 —¢)P and noise variance tP + Ng.,. Consequently, if the BPSK signals

take values in {++/(1 — t)P, —/(1 — ¢) P}, the transition probabilities { P;;(j]i)} of the
BSC are Py;(jli) = ¢ @) (1 — q)k=4u3) where dy(i, j) denotes the Hamming distance

between the binary representations of the integers ¢ and j, and ¢ = Q(\/Raiy) is the

crossover probability, where kg4 = (tll;?s':‘fis is the effective CSNR of the digital part and
Qz) = \/%? f;o e */2dt. We remark that any memoryless modulation constellation can
be used besides BPSK modulation. We choose BPSK modulation because it is simple
and it performs comparatively well at low CSNRs.

Given an input error vector E", the mapping « simply takes the first k£ components
of E" and forms a scaled vector V¥ (to satisfy the average power constraint), which is
added to s and sent over the AWGN channel. The received vector RF is first fed to
decoder 0; (which is a simple binary hard-decision demodulator), resulting in index J,
and the corresponding reproduction y'; is chosen through a lookup table. The channel
symbol s¥ is then subtracted from R” and scaled by a constant b, forming an estimate
\A/k. The mapping  expands the message ffk back to n dimensions, by padding it with

zeros in the corresponding locations. The resulting E" is added back to y'; to form the

reproduction X"
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2.3. HDA System Design

2.3.2 System Design

For a total input power P, a fixed power allocation ¢ and a design noise variance Ny, we

derive an iterative training algorithm to optimize the source digital transmitter (both

source encoder and source decoder) and both the digital decoder codebook and the

analog decoder. Given an arbitrary encoder €1,{z}'}, {s}'},{y}}, and a and b, the end-

to-end average distortion can be expressed as

Dn(Ndes)
1 an
— —E|X" - X"
n

2
DX ) [0l ) s WE )
n n

k+1 [Y?]Zﬂ 0

1 1
=B [[[X"} — [y51F = b (alX5 = [ ]}) + sf + WH—sh) [P B[|IXE — 5kl

~~

éD}L(A]Vdes) éD%(]\/vdes)
(2.35)
Assume that a is chosen such that the power constraint
K || (X" — [27)t]]° = ktP (2.36)

is satisfied. Then

D}L(Ndesr)

L[| X [y b (a(X7 — 1) + s+ W)

B |[[X7 — [y5ly = b(st —s5) — ba((X"]y — [27]0) || + —bE[[W*[[(2.37)

1 1
SE[[XM] — [y31F - bt = sh)|[* + —0aE[[[X1 — [}

I
n

200 B [((X7]f — [y3lt — bist — 5)" (X7 — [2414)] + S0 (2.39)
LR X Iyl b - s+ S

~2ab [ (X7 — [y — bfsh — $5)) " (X = [a416)] + 6 N (2.39)
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2.3. HDA System Design

Lemma 2.1 Fix a set of encoder regions {Q;} of €. For any digital decoder codebook
{y}} and b, the digital source decoder codebook {[z]{} that minimizes the average

distortion (2.35) is given by
[2]) = [y +0(sf —87), i=0,---, 2"~ 1. (2.40)

For any {[z}]}}, the average distortion (2.35) is minimized by choosing b and {y?} as

follows:
n n T
E[(3X) - E [ | )" U]
b= - , (2.41)
kNges + E||U"||?
ok _1 2k—1
ZPIIJ il7) (XM — ba(x1]f — _b<ZPI|J i|j)sk —sk>, (2.42)
2k 1
Vi lie = ZPIU iNE 0, 7 =0,---,28 =1, (2.43)
where

U* 2 o (X"~ E[X" | J] - [+ E[l7]} | J]) + 5 — s — E[s} - s | 7] (2.44)

ST ARX" | =] = / (") dx", (2.45)
X"EQ;
2k—1 2k—1
vi 2E) | I=1]= ZPJ|IJ| 0y}, SiEE[SS|I=i]= ZPJ|IJ| (2.46)
Pyy(ilj) = Pr(I = W = j) = Pnr(4li) Pr(i)/ Ps(j), (2.47)
2k—1

Py(i) £ Pr(l = i) = Pr(X" € Qi),  Ps(j) £ Pr(J = j) = > Pi(i)Pyu(jli),  (2:48)
and p(x") is the pdf of x™.
Proof. We first focus on how the digital source decoder codebooks {[z]¥} should be

chosen to minimize the distortion D,,(Ngs) (note that the {[z}]7,,} are not needed since
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2.3. HDA System Design

we only transmit the first & error components). We note that the only term in (2.39)

that can be influenced by changing {[z?]¥} is the third one. We have

E (X" = y5)f = bist — s5)" (X7]F = [2419)]
E[| X" —QZIPI (( o b(st —S’“)>T([>‘<?]’f—[2?]’f>—[i?]’fT[Z?]’f>
= B[ - 1 - ot —sh) " (X7 — [21h)]

VEIX"]E — 371t — b(sk — )| EJ| X% — 23] (2.49)

IN

where (2.49) holds by the Cauchy-Schwarz inequality. For arbitrary given {y’} and
b, equality holds when we choose {[z?]¥} as in (2.40), thus minimizing the distortion
D), (Nges). Next, consider how the digital decoder codebook {y%} should be chosen to

minimize the average distortion D,,(Ngs) in (2.35). Recall that

1

DA(Nues) = B[ (X — ba[X)5 — [f1$) — blsf — o5 + W) — [y3l§]|2(2:50)
DA(Nies) = ~E[X" s — 5Tl (251)

Thus, for arbitrary {[z}']}} and b, the {y}} which minimize the average distortion (2.35)

are obtained by letting {y}} represent the MMSE estimator
il = E[[X"]} —ba([X"]} — [27]1) — b(sf — s + W*) [ ] = j]

= ZPI\J il7) (%71 —ba([x) — (ZPIIJ ilg)s; _S>(252)

2k—1

[Y?]ZH = E[[XH]ZH | J = ] Z PI\J (i]7)[x k+1 (2.53)

Choosing {y"} as above, and defining U" as in (2.44), the distortion can be rewritten

Du(Nuww) = ~E|X"~ X" | ]~ 20 [([X“]’f—%l@[[xn]’f | J})TU’“]
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LR + Ea.,
n n

aDn(Ndes)

5 = 0 yields the expression of b given

Minimizing the above distortion by solving

by (2.41). O

Lemma 2.2 For a fixed digital decoder codebook {y’}, a and b, fixed {[z}']}} as in

(2.40), the optimal encoder regions {Q;} for €; are given as follows:

Q= { = (b~ 7 - 4

2k_1

#3072t } (254
where

m 2 E | [[lyslk + o(ss = $[* 11 =1] —E || i25]°] (2.55)

Proof. The distortion D] (Ngy,) in (2.35) can be written as

Djz(NdBS)

= BN = I+ Bl o - s - SRl 0 N

200 | (17— 970t btst o)) (X718 = ot | + 2ot X7~ ol

1 ) ) 8
=~ (ab— 1VE]|X — B+ bl — 5 B+ SN
2k _1 1 2| 1n1k k()2 nik B
B Z ﬁ/ {(ab— D[y = [ + hi}p([x J7) dx"]7 + —b"Nies (2.56)
i=0 Qi n

where h; is defined as (2.55). Combining D! (N,) above with D?(Ny,) in (2.35) yields
2k—1

d[x”]’fp([x”]’f){<ab 2t — e

=0 i
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2k_1

T Z H[XH]ZH - [Y?]Z+1||2PJ|I(j|i)} + kb® Nyes.(2.57)
=0

Therefore, the optimal encoder regions are given by (2.54). a

2.3.3 Some Special Cases

In Proposition 2.2, we derived the optimal power allocation coefficient ¢ (with respect
to D$(Ny,., Nges)) as a function of the design CSNR kg4e5. Here we discuss the special
cases of high and low k4.5 regimes and examine how the power allocation coefficient ¢
and the system distortion change with k4. from the design point of view.

Assuming that the system is designed for a CSNR of kg4es = P/Nyes and a power

(l_t) Kdes
thdes +17

allocation coefficient ¢, the digital channel has an effective CSNR of kg;y =
which means that the BSC transition probabilities Py;(j|i) are calculated with the
latter CSNR. Assume also that {Q;}, {[z]]{}, {y}}, and b are chosen according to the

results of Section 2.3.2. We consider the following situations.

o Low noise case, Kges — 00. In this case, kg ~ % and the Pj;(j]i)’s no longer
depend on kgs. Since decoding the analog signal is dependent on the correct
decoding of the digital signal, we can allocate more transmission power to the
digital part (decrease t) to increase kg4, as long as tP > Nges. As a result, the
distortion due to the digital transmission part decreases, which in turn makes
the analog part more useful. This choice of t is consistent with the result of
Proposition 2.2 (see Fig. 2.3). As more power is allocated to the digital part (e.g.,
as t decreases), Py;(j]i) — 0 for j # i, hence, 8§ — s¥. [z7]Y — [y7] — [y7]}, and
b — L. As aresult, the encoder region {Q;} in (2.54) is simplified to Q; = {X" €
R™: ] = arg m}n(H[X”]ZH — [Y?]ZHW)} since (ab — 1) — 0 and h; — 0. Thus

the dominant distortion is the non-recoverable quantization error from the rest of
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2.3. HDA System Design

the n — k components of the source vectors. This observation is also justified by
Proposition 2.1, where the first term of (2.5) goes to zero as tP/N — oo (note

that as Kges — 00, we also have k;,. — 0o since we assume that kg, > Kges)-

e High noise case, K4es — 0. In this case b — 0, which means that we will not decode
the analog signal because of its bad quality. Moreover, [z}]} — [y?]¥ in (2.40) and
7 — 3 Pry(il5)x] in (2.42), (2.43). Since

> Pis(i)xy =Y Py GIHEXMT =] = Py (il/)EX"[T = i,.J = j]

=E[X"[J = j],
we have y} — E[X" | J], which means that the digital part approaches a COVQ

[21]. In this case, it is best to allocate all the power to the digital part.

2.3.4 Training Algorithm

The results of Lemmas 2.1 and 2.2 can be used to formulate an iterative training al-
gorithm as in [69] for codebooks design. The algorithm is summarized as follows: (1)
Given the design noise variance Ng.,, total power P, power allocation coefficient ¢, and
two thresholds 71, 72, calculate the corresponding transition probabilities Py;(j|i) of
the digital channel. Initialize the encoder regions?{Q;}; (2) Determine the encoder cen-
troids {X?} and the probabilities {P;(7)}, initialize [z7]¥ = [x7]¥, initialize a to satisfy
the power constraint; (3) Iteratively compute b, {y”} and {[z}|}} using Lemma 2.1, up-
date a after each iteration to satisfy power constraint, and stop when the changes of the

codebooks {y”} and {[z]']}} fall below the threshold ~1; (4) Redefine the encoder regions

2Here we use the Voronoi regions of a VQ trained for a noiseless channel for the same source under
consideration. An alternative way is to use the encoder of a COVQ [21] trained for the same digital

channel {Pj;(jli)}).
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{Q;} using Lemma 2.2, update a again, and estimate the average distortion; (5) Repeat
steps (3) and (4) until the change of the average distortion falls below the threshold s.

In the simulations, v; = 107° and v, = 1078 were used. We have the following remarks.

e Optimizing {[z}]}}, {y}} and b jointly is very complex. Instead, in the design
we use Lemma 2.1 for an iterative approach similar to the one in [69]. First, we
initialize [z7]} = [X7]f. Then, we compute b using (2.41), and compute {y”} using

(2.42) and (2.43). We next update {[z?]}} using (2.40) with the new value of b

and {y}}. The iterative algorithm is stopped when the changes of the codebooks

{[z7]}} and {y7} fall below a certain threshold.

e In our derivation, we assume that the power constraint (2.36) is satisfied with
equality at all times. Strictly speaking, there is no guarantee for this to hold at all
iterations. Therefore, convergence is not guaranteed. In our design, the coefficient
a is updated after each computation of {[z¥} to satisfy the power constraint.
Our experimental studies suggest that the iterative algorithm does converge to a

stable solution.

e In our design, all the codebooks are precomputed off line. During encoding, the
digital encoder finds {@;} using Lemma 2.2. It is easily seen from (2.54) that,
{h;} can be precomputed. Given the input vector x", most of the computation
needed to find the encoder region involves the full COVQ-type search over the
codebook {y”} restricted to the last n — k dimensions, i.e., we need to compute
Z?igl H X" — V7 HQPJ|1(j|l). Thus, we can see that when a moderate block
size n is used (e.g., n = 24 is used in the simulation of Section 2.4), the digital
encoding part has low computational complexity and low delay. For the decoding

part, since we use hard-decision demodulation, and the digital decoder codebook

{y?} is precomputed off line, we only need to perform table-lookup decoding.
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Thus, the digital decoding complexity is low. As for the analog part, only k

multiplications are needed for linear encoding/decoding.

2.4 Simulation Results

We evaluate the system’s performance for the transmission of an i.i.d. Gaussian source
over the AWGN channel. The source samples are grouped into vectors of dimension
n = 24, and transmitted at an overall rate of 1/2 channel use per source sample. We
implement our HDA optimized system using the training algorithm described in the
previous section. Specifically, for a fixed input power P = 1 and design noise variance
Nyes = 0.1 (thus kges = P/Nges = 10), the training algorithm is implemented to generate
the source digital transmitter and both the digital decoder codebook and the analog
decoder. In light of Proposition 2.2 and curve (b) of Fig. 2.3, we choose ¢ = 0.05 (this
choice of t is expected to give good performance in the true CSNR range of 12 to 20 dB
for the asymptotically achievable system). Apart from this choice of ¢, we carried out
simulations with other choices of ¢t € [0, 1] for the purpose of comparison. Motivated
by a broadcast scenario, we assume (e.g., as in [69]) that the encoder is optimized for a
given power allocation and fixed design CSNR Kges, 1.€., €1 and {z!'} are designed for a
fixed Kges, while the decoder knows the true CSNR k. and adapts to it, i.e., {y;l} and
b are adapted to ry,.

We present simulation results for the optimized HDA system with various power
allocation coefficients ¢, as well as an unoptimized HDA system, a purely digital system, a
purely analog system and the HDA-Turbo system of [70]. All systems have a transmission

rate of 1/2 channel use per source sample.

e The optimized HDA system performance is shown in Figs. 2.5-2.8 for k4., =10 dB

and various values of ¢.
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e The unoptimized HDA system uses the Linde-Buzo-Gray (LBG) algorithm [45] to
design the digital encoder €1 and {z!'}, and applies a linear encoder to the analog
part. The digital decoder codebook {y7%} is adapted to the true CSNR. k., and
a linear MMSE decoder (also assuming knowledge of k) is applied to the analog

part (its performance is shown in Fig. 2.7 for ¢t = 0.07).

e The purely digital system, which solely employs the digital part of the HDA system,
uses a COVQ source encoder [21] and a COVQ decoder codebook {y”} adapted

to the true CSNR £y, (its performance is shown in Fig. 2.7 for k4,=10 dB).

e The purely analog system, which solely employs the analog part of the HDA sys-
tem, transmits only half of each source vector using linear coding and employs a
linear MMSE decoder with knowledge of the true CSNR (its performance is shown
in Fig. 2.7).

e For the HDA-Turbo system of [70] (since the source is memoryless, the HDA-Turbo
system does not employ Karhunen-Loéve processing), the digital part consists of
a 24-dimensional 6-bit V(Q designed using the LBG algorithm, and a high-delay
(k = T768,n = 1536) rate 1/2 Turbo encoder with generator (37,21) (punctured to
rate 1/2) and a random interleaver, and the analog part employs the same methods
as the proposed HDA schemes. The digital decoder {y,} and the analog decoder
also has knowledge of ky. (its performance is shown in Fig. 2.8 for ¢ = 0.1 and

t=0.3).

All systems are trained with 300,000 vectors, and tested with a different set of 100,000
vectors. For comparison purposes, we also present the following curves (shown in
Figs. 2.7 and 2.8): the OPTA curve described by (2.4); the HDA bound described
by (2.5) for fixed ¢; and the mismatched HDA bound described by (2.22) for fixed ¢ and
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Kdes- 1The performance results are presented in terms of the source signal-to-distortion
ratio (SDR), which is defined by SDR = 101log;,(c%?/D) where D is the MSE distortion.

We can observe the following:

e Figs. 2.5-2.6 indicate that the power allocation plays an important role in the
performance of the optimized HDA system, especially for CSNRs above the design
CSNR of 10 dB. Although we choose ¢t = 0.05 based on Proposition 2.2, t = 0.07
turns out to be the best power allocation shown by the simulation results. In
particular, the SDR increases as t increases from ¢t = 0 (which is equivalent to
the purely digital system) to about ¢t = 0.07 (see Fig. 2.5) and then declines as ¢
varies from ¢ = 0.07 to ¢t = 1 (which is equivalent to the purely analog system).
While the optimal power allocation provided by Proposition 2.2 is derived for the
ideal case (which assumes infinite block size), and the above numerical results are
derived using a block size of 24, we note that the best choice (around ¢ = 0.07)
obtained by the numerical study is consistent with the value ¢ = 0.05 suggested by
Fig. 2.3. Another interesting observation is that when the true CSNR falls below
10 dB (Kges), the SDR performance gets better as ¢ increases. This is because the
digital part degrades drastically when k; < Kges (usually, the better the digital
part performs at the design CSNR, the more drastic is its performance degradation

for lower CSNRs).

e We observe from Fig. 2.7 that for ¢ = 0.07, the optimized HDA system outperforms
the unoptimized HDA system at all CSNRs. Moreover, it obtains a gain of 1 dB
over the unoptimized HDA system, and is within 0.3 dB of the performance bound
for the mismatched HDA system at high CSNRs (e.g., for CSNR > 30 dB). The
HDA systems present a smooth and robust performance for most CSNRs, and

provide substantial improvements over the purely digital system from medium to
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high CSNRs. They also outperform the purely analog system for a wide range of

CSNRs. We also note that the performance saturates at around 35 dB.

e In Fig. 2.8, we compare the optimized HDA system with the HDA-Turbo system
of [70] for t = 0.1 and t = 0.3. We remark that for a proper choice of t, e.g.,
for t = 0.1, the optimized HDA system outperforms the HDA-Turbo system for
CSNR > 13 dB, and obtain a large gain for medium to high CSNRs. This behavior
can be explained as follows. During the linear encoding process, we discard half
of the components of each quantization error vector. For memoryless sources, all
components of the error vectors have approximately the same variance. Since the
optimized HDA system has higher quantization rate than that of the HDA-Turbo
system (the HDA scheme does not employ channel coding while the HDA-Turbo
system uses a rate 1/2 Turbo code), each component of the quantization error
vector has a smaller variance than the corresponding quantization error component
in the HDA-Turbo system. As a result, the distortion introduced in the optimized
HDA system by this dropping-off process in the analog part is less severe than that
for the HDA-Turbo system. On the other hand, the Turbo code plays an important
role for CSNRs ranging from 5 to 10 dB. For CSNRs over 10 dB, channel coding
becomes superfluous and most of the system distortion is due to quantization noise.
Fig. 2.8 shows that in the CSNR range of 25 to 40 dB, the optimized HDA system

has a gain around 1.5 dB over the HDA-Turbo system.

2.5 Some Remarks

Remark 1. Gauss-Markov sources. In [70], simulation results are presented for the

transmission of Gauss-Markov sources with correlation coefficient 0.9 using the HDA-
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HDA design with various power
allocation schemes:

a: t=0.07

b: t=0.05

c: t=0.02

d: t=0.01

e: t=0 (purely digital system)

0 5 10 15 20 25 30 35 40
CSNR(dB)

Figure 2.5: SDR performance (in dB) of optimized HDA systems with various power
allocation coefficient t; i.i.d. Gaussian source over the AWGN channel, k4, = 10 dB,

r = 1/2 channel use/source sample.
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25 “ HDA design with various power
allocation schemes:
a: t=0.07
b: t=0.1
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Figure 2.6: SDR performance (in dB) of optimized HDA systems with various power
allocation coefficient t; i.i.d. Gaussian source over the AWGN channel, k4, = 10 dB,

r = 1/2 channel use/source sample.
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b: HDA bound, t=0.07
c: Mis. HDA bound, t=0.07,k =10 dB
d: HDA (optimized), t=0.07, Kdes=10 dB
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e: HDA (unoptimized), t=0.07
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Figure 2.7: SDR performance (in dB) of the optimized HDA, the unoptimized HDA,
the purely digital and the purely analog systems; i.i.d. Gaussian source over the AWGN

channel, » = 1/2 channel use/source sample.
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Figure 2.8: SDR performance (in dB) of various HDA systems; i.i.d. Gaussian source

over the AWGN channel, » = 1/2 channel use/source sample.
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Turbo system with bandwidth compression. We also applied our system to such sources.
As in [70], we employed a KLT to decorrelate the source before HDA coding. Simulation
results show that in this case, our HDA scheme performs marginally better than the
HDA-Turbo system for high CSNRs, but it is inferior for low and medium CSNRs. This
is due to the fact that the KLT concentrates most of the source power among the first
few transform coefficients. This is in contrast to the memoryless source case where all
source components have the same variance. Thus, even though the HDA-Turbo system
has a lower quantization rate than our system, the distortion introduced by its analog
part is significantly less than in the memoryless source case, since the most important
components of the quantization error vector are not lost by the dropping-off process of
the linear encoder. As a result the HDA-Turbo system performs better than our system
at low and medium CSNRs due to the powerful error correcting capability of the Turbo
code.

Remark 2: HDA system with nonlinear analog part. To improve the system
performance at high CSNRs, we also implement an HDA system with nonlinear analog
part which is similar to the ones studied in [70], [23]. Here the error vectors E" are
first quantized to some discrete values using a V(Q and then mapped to a discrete set
of signal points using pulse amplitude modulation (PAM). The nonlinear analog part is
not strictly analog. When a high-level PAM is applied, it can be considered as “close to

analog”. The analog part is trained to minimize the end-to-end distortion
Danalog = EHEn - EnHQ (258>

with power P, = tP and noise variance Ng.,. The digital part employs using a COVQ
(see e.g., [21]), which is trained with power Pp = (1 —t)P and noise variance Nges + tP.
In particular, we employ a system with rate 1/2 channel uses per source sample.

We first decompose quantization error vector E" into n/2 two-dimensional subvectors
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Figure 2.9: SDR performance (in dB) of various HDA systems with non-linear analog

part; i.i.d. Gaussian source over the AWGN channel, » = 1/2 channel use/source sample.
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(assuming that n is even), where each such subvector is quantized using a ¢-bit 2-
dimensional vector quantizer. The output index is mapped to a channel symbol using
a 2%-level PAM. Therefore, all components of E" are transmitted using this nonlinear
analog coding method. The analog decoder implements hard-decision detection on the
received signals, and performs a table lookup in a codebook, outputting E". The whole
procedure can be modeled as a ¢-bit quantizer followed by a 2¢-input 2%-output discrete
memoryless channel (DMC). The channel transition probability matrix can hence be
easily computed from the complementary error function given the CSNR. We note that
the rate of the vector quantizer, as well as the size of the PAM constellation, can be
increased to act more like analog coding. In the simulation, we choose ¢ = 8.

Since the aim of this system is to focus on the performance at medium to high
CSNRs, we assume Ngs = 0.0001 and ¢ = 0.1 (¢ is chosen via an experimental study).
The digital part is designed using a COVQ algorithm for power Pp = (1 —¢)P = 0.9
and noise variance 0.1001 (or around 9.5 dB). The non-linear code of the analog part
is designed for power P4, = tP = 0.1 and noise variance 0.0001, and 256-level PAM
signals are employed. Simulation results are given in Fig. 2.9. We observe that for the
schemes with non-linear analog coding and ¢t = 0.1, the HDA scheme outperforms the
HDA-Turbo for CSNRs between 10 and 60 dB. The HDA scheme still outperforms the
HDA-Turbo system with ¢ = 0.3 at high CSNRs and saturate around 60 dB. We also
observe from the simulation results that the CSNR for which the nonlinear mapping is
designed is actually a trade-off between the quantization distortion and the distortion
incurred by the channel noise. If we prefer to get good performance at high CSNRs, the
design will focus on reducing the quantization distortion, as the channel noise is very
small compared to the channel input power in this range. If we want to get more robust
performance for medium CSNRs, we have to sacrifice some quantization accuracy in

the quantizer design in order to combat the channel noise. This explanation has been
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justified by examining the distribution of the quantizer codebook: at lower CSNRs, the
VQ codevectors are clustered more closely to each other while as the CSNR increases,

the codevectors spread and yield a smaller overall quantization distortion.

2.6 Conclusions

An HDA joint source-channel system with bandwidth compression for the reliable com-
munication of memoryless Gaussian sources over AWGN channels is studied. The system
has a simple linear analog coding component. Information-theoretic distortion upper
bounds (under both matched and mismatched channel conditions) and a power allo-
cation scheme are established for the system. Then, a practical HDA scheme which
employs a V(Q cascaded with BPSK modulation in the digital part is designed and im-
plemented. The system is similar to that considered in [70] but it is simpler as it does
not use Turbo error-correcting coding. A training algorithm is presented to iteratively
optimize the source digital transmitter (both source encoder and source decoder) and
both the digital decoder codebook and the analog decoder. Numerical results show that
the HDA scheme offers a robust and graceful performance improvement for a wide range
of CSNRs (medium to high CSNRs), and substantially outperforms purely digital and
purely analog systems for a large range of CSNRs. Furthermore, the performance of
the HDA scheme approaches the theoretical distortion bound for high CSNRs. The
advantages of the HDA scheme are as follows: (1) it has low complexity and low de-
lay; (2) it guarantees a graceful performance improvement for high CSNRs; (3) the joint

source-channel design of the codebooks enables smooth degradation for medium CSNRs.
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Chapter 3

Design of VQ-Based Hybrid
Digital-Analog Coder for Image

Communication

This chapter is based on the paper presented at the Data Compression Conference (DCC’05), Snowbird,

UT, USA, March 2005 [83].

3.1 Overview

In this chapter, we present an image communication application that illustrates the effec-
tiveness of HDA coding. The image coding system combines the bandwidth compression
system studied in Section 2.4 with the bandwidth expansion system of [69].

We consider the transmission of gray-scale still images over an AWGN channel.
Fig. 3.1 shows the block diagram of the proposed image coding system. The images
are first subjected to a wavelet decomposition. The wavelet coefficients are modeled as

memoryless sources and are formed into three groups of vectors and transmitted using
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3.2. Structure of the Image Coder

channel R
vV, vV,
\Y% \Y% X
2 pwr - - IDWT -2
Image ~
: \2 \2
HDA encoder HDA decoder

Figure 3.1: The structure of the HDA image coding system.

either a bandwidth compression system or a bandwidth expansion system, depending
on the level of their importance. The channel outputs are decoded and placed back to

form reconstruction images.

3.2 Structure of the Image Coder

Generally, we first subtract the average of all pixel values in the image from each pixel
before wavelet decomposition to lower the average energy. For a gray scale image,
we simply subtract the constant 128 from each entry instead of the actual average
value in order to avoid additional side information. The results are decomposed using a
two-dimensional separable discrete wavelet transform (DWT). Here we employ a lifting
scheme with Antonni 9/7 biorthogonal wavelet filters (see [16], [22] for details on the
lifting wavelet transform). The DWT is applied three times, each time on the lowest
frequency subband of the previous resolution level, resulting in 10 subbands overall as
shown in Fig. 3.2. The variance and mean of each subband are estimated by their
empirical probabilities and all the wavelet coefficients are normalized to have zero mean
and unit variance. The normalized wavelet coefficients are grouped into three classes of

vectors as follows:
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LL | HL3
HLs
LH3 | HHs
HILq
LHo HHo
LH1 HHl

Figure 3.2: 3-level wavelet decomposition to Lena image.

e For the lowest frequency LL subband , each block of 2 x 2 coefficients form a vector

of dimension 4, and is referred to as a class 1 vector.

e For the highest frequency levels (there are three such subbands in total), each
block of 4 x 4 coefficients form a vector of dimension 16, and is referred to as a

class 3 vector.

e For the remaining two frequency levels (six subbands in total with three subbands
for each level), one coefficient from the coarser level and a block of 2 x 2 coefficients
from the finer level (with the same frequency direction as the coarser one) form a

vector of dimension 5, and is referred to as a class 2 vector.

Since the three classes of vectors have unequal roles in the reconstruction of the
overall image, different coding strategies are employed in their processing and transmis-
sion. More precisely, we use a bandwidth expansion system to transmit the vectors of
class 1 and class 2, since these classes of vectors involve the low and middle frequency

components of the image, which are vital for the overall image quality. In total, 1/4 of
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the coefficients are coded using the bandwidth expansion system of [69]. The vectors of
class 3 involve finer detail information of the image, which is also important when high
quality image reconstruction is desired. Due to the large volume of this part ( 3/4 of the
total coefficients), the proposed HDA system with bandwidth compression in Section

2.3 will be used for the class 3 vectors.

3.3 Probability Models

For wavelet image coding systems, there have been several assumptions concerning the
distribution of the wavelet coefficients. A common assumption is that the distribution
of the wavelet coefficients of each subband can be well approximated by the generalized
Gaussian distribution (GGD) (e.g., [78], [27]) whose probability density function (pdf)
is given by

o) = Sa ) expl-lnfe, o) lal}

where n(a, 0y) = - <

Os

T'(3/a)
I(1/a)

) %, « > 0 is a shaping parameter, o, is the standard deviation
of the distribution, and I'() is the Gamma function. The pdf of the GGD reduces to
the Laplacian pdf when o = 1 and yields the Gaussian pdf when a = 2.

We have compared the empirical distribution of the wavelets coefficients to the GGD
using the Kolmogorov-Smirnov (KS) test. For a given set of data X = {z;}M,, the KS
test compares the empirical distribution function Fx(-) to a given distribution function

F(-). The empirical distribution function is defined as

0, t < (1)
1, t> (M)

where z;),7 = 1,---, M are the ascending-ordered version of the data X. The KS
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distance dgg is then defined as

dxs = _max |Fx (z;) — F(x;)|. (3.2)

i=1,,

When testing the data against several known distributions, the distribution which yields
the smallest KS distance is the best fit for the data.

Here the KS test was carried out on a few gray-level test images. We have searched
for the best value of the shape parameter «, in the sense of minimizing the KS distance
in the range 0.1 < o < 2. The results are listed in Table 3.1. These show that a = 0.80 is
a good approximation of the shape parameter for the GGD for all the wavelets subbands
except the LL subband. In the design, we use the Laplacian distribution for simplicity.
For the LL subband, the Gaussian pdf tends to be the best fit for most test images
we instigated. We then assume that the LL subband is modelled by the Gaussian
distribution.

Since the HDA systems involve the transmission of quantization errors, the KS test
is also carried out to approximate the distribution of the quantization errors. Results
are shown in Table 3.2 which indicates that the Laplacian distribution is a good approx-

imation.

3.4 Adaptive Decoding

As in [69], motivated by a broadcast scenario, we apply the training algorithms to a
fixed-encoder adaptive-decoder optimized HDA system. For example, the optimized
HDA bandwidth expansion system is designed for a fixed CSNR value (in decibels),
yielding a fixed encoder 1, and fixed {z;} and ¢, which are not modified as the true
CSNR changes. On the other hand, the decoder has knowledge of the true CSNR and

adapt to it by updating the values of {y;} and b as the CSNR varies.
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Test Best values of «

Images Level 1 Level 2 Level 3

LH | HL | HH | LH | HL | HH | LH | HL | HH | LL

Baboon | 0.75 ] 0.85 [ 0.95 | 0.75 | 0.90 | 0.85 | 0.85 | 1.00 | 0.90 | 2.00

Couple | 0.70 | 1.05 | 1.15 | 0.55 | 0.70 | 0.85 | 0.60 | 0.60 | 0.70 | 1.55

Airplane | 0.60 | 0.70 | 1.20 | 0.60 | 0.50 | 0.65 | 0.55 | 0.45 | 0.55 | 2.00

Girl 0.65 | 0.80 | 1.10 | 0.65 | 0.60 | 0.70 | 0.65 | 0.60 | 0.65 | 2.00

Goldhill | 1.00 | 0.90 | 1.70 | 0.85 | 0.75 | 1.00 | 0.85 | 0.70 | 0.85 | 1.45

Lena 0.95|0.75 | 1.10 | 0.75 | 0.65 | 0.65 | 0.55 | 0.50 | 0.50 | 2.00

Pepper | 0.80 | 0.85 | 1.55 | 0.60 | 0.60 | 0.80 | 0.60 | 0.55 | 0.65 | 2.00

Sailboat | 0.85 | 0.95 | 1.40 | 0.60 | 0.65 | 0.75 | 0.55 | 0.65 | 0.65 | 2.00

Average | 0.79 | 0.86 | 1.27 | 0.67 | 0.67 | 0.78 | 0.65 | 0.63 | 0.68 | 1.90

Average 0.80 ( Average for all subbands except LL ) 1.90

Table 3.1: The best a values chosen with the Kolmogorov-Smirnov test for all wavelets

subbands.
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Test Best values of «

Images Level 1 Level 2 Level 3

LH | HL | HH | LH | HL | HH | LH | HL | HH | LL

Baboon | 0.90 | 0.95 | 1.05 | 1.55 | 1.40 | 1.45 | 1.20 | 1.40 | 1.15 | 1.45

Couple | 0.80 | 1.25 | 1.25 | 1.05 | 1.40 | 1.05 | 0.65 | 0.85 | 0.90 | 0.55

Airplane | 0.80 | 0.80 | 1.35 | 1.35 | 1.45 | 1.40 | 0.90 | 0.65 | 0.75 | 1.05

Girl 0.8510.90 | 1.20 | 1.00 | 1.15 | 1.20 | 0.75 | 0.75 | 0.85 | 0.85

Goldhill | 1.05 [ 0.95 | 1.80 | 1.30 | 1.10 | 1.25 | 1.20 | 0.85 | 1.05 | 1.60

Lena 1.00 | 0.85 | 1.15 | 1.15 | 1.35 | 1.20 | 0.70 | 0.85 | 0.70 | 0.80

Pepper | 0.90 | 0.90 | 1.65 | 1.00 | 1.10 | 1.00 | 0.75 | 0.70 | 0.85 | 1.00

Sailboat | 1.00 | 1.15 | 1.60 | 1.45 | 1.45 | 1.40 | 0.80 | 0.95 | 0.95 | 1.45

Average | 0.91 | 0.97 | 1.38 | 1.23 | 1.30 | 1.24 | 0.87 | 0.88 | 0.90 | 1.10

Average 1.05 ( Average for all subbands except LL ) 1.10

Table 3.2: The best « values chosen with the Kolmogorov-Smirnov test for the quanti-

zation errors of all wavelets subbands.
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3.5. Side Information

3.5 Side Information

Certain side information must be reliably transmitted over the channel, including the
mean and variance of each subband. By observing the statistical properties of the
subband data for a variety of images, we found that the mean values for all subbands
except for the LL subband are very small compared to the standard deviation. Thus,
all these mean values (except the LL subband) are assumed to be zero in our design.
For a 3-level 10-band octave decomposition, we use 12 bits to quantize the variance of
each subband and 8 bits to quantize the mean value of the LL subband, resulting in a
total of 128 bits. The image size also needs to be known at the receiver (it is encoded
using the natural binary code). The side information is usually error protected before
transmission. For an image of size 512 x 512 and a rate-1/2 error control code, the
overhead consists of 292 bits in total, or equivalently around 0.001 bits per pixel. In
the following discussion, we assume that the side information is transmitted error free,
and we do not include it in the calculation of the overall system rate (as it is negligible

compared to the rate).

3.6 Simulations

We next implement the proposed HDA image coding system for the transmission of gray-
scale images over AWGN channels and test it for the images Lena and Goldhill, both
of size 512 x 512. We denote this image coding system by VQHDA 1. To improve the
system performance at high CSNRs, we also propose a system, denoted by VQHDA 11,
where for the bandwidth compression part, an HDA design with nonlinear analog part is
applied (c.f., Section 2.5 or [70] for details). For the sake of comparison, we also present

a purely analog system based on linear coding, and two purely digital systems based on

57



3.6. Simulations

COVQ and LBG-VQ designs respectively. All systems are trained with 300,000 training

vectors.

A. HDA Systems

The VQHDA T system is carried out with the following parameters. The quantizers
for the class 1, 2 and 3 vectors are 5 bits, 4 bits and 8 bits respectively (these bit
allocations were determined experimentally). The overall transmission rate is 0.832
channel use/pixel. Since the power allocation result of Proposition 2.2 does not apply
to Laplacian sources, we choose the power allocation coefficient ¢+ = 0.1 (based on a
numerical study). The encoder is designed at a fixed CSNR of 10 dB, while (as in
the previous section) the decoder is assumed to have knowledge of the true CSNR and
adapts to it by updating the values of {y;} and b as the CSNR varies. In particular, the
quantizers of the class 1 and 2 vectors are trained using the algorithm proposed in [69],
and the quantizer of the class 3 vectors is trained using the algorithm based on Lemmas
2.1 and 2.2 (see Section 2.3.2).

The VQHDA II system has the same structure as the VQHDA 1, except that for the
bandwidth compression part, an HDA system with nonlinear analog part is employed
(see Section 2.5 for details). The nonlinear mappings are designed at two CSNRs: 25 dB
and 50 dB. The other parts of the HDA system, i.e. the digital part of the compression

system and the expansion systems are designed for a CSNR of 10 dB.

C. Purely Analog System

The purely analog system (denoted by Analog) is developed using a rate-one linear code.
The system employs a similar rate allocation as that of the VQHDA T system. Class 1
and class 2 vectors are transmitted twice, and the receiver employs a linear minimum

mean square error decoder. Class 3 vectors employ a similar method as in the bandwidth
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compression system, where half of the components of each vector is transmitted using
linear mapping. The total rate of the system is around 0.875 channel use/pixel, which

is comparable to our system.

D. Purely D:zigital Systems

Two purely digital systems are also investigated. The first digital system uses channel
optimized vector quantization (COVQ). For this system, vectors are formed using the
same vector schemes as in the VQHDA I system. A 4-dimensional 9-bit COVQ, a 5-
dimensional 9-bit COVQ, and a 16-dimensional 8-bit COVQ are trained at a CSNR of
10 dB. The output indices of each VQ are then directly sent over the BPSK modulated
channel. The channel input power per channel use is also set to unity. The receiver
employs hard decision demodulation and adaptive COVQ decoding. The second digital
system, denoted by LBG-VQ), uses the Linde, Buzo and Gray (LBG) vector quantization
algorithm, where a 4-dimensional 9-bit LBG-VQ), a 5-dimensional 9-bit LBG-VQ, and a
16-dimensional 8-bit LBG-V(Q are employed. The remaining system parts are identical
to their counterparts in the COVQ system. Adaptive decoding is also employed. Both

systems have an overall rate of 0.832 channel use/pixel.

E. Results and Discussion

In Figs. 3.3-3.6, we show simulation results for the images Lena and Goldhill in terms

of the peak signal-to noise ratio (PSNR), which is defined (in dB) by

2 2

where D is the MSE distortion between the original and decoded images. Each image
is tested 10 times and the average PSNR is reported.
We observe that the VQHDA I system outperforms the purely analog and LBG-VQ

systems for most CSNRs, and provides substantial improvements over the purely digital
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Figure 3.3: Image communication system performance for the Lena image. The
VQHDA I and COVQ systems are designed at a CSNR of 10 dB. Curves (a) and (b)
refer to VQHDA 1I systems, where for the compression part, the nonlinear mappings are
designed at a CSNR of 50 dB and 25 dB respectively with t=0.1, while the other parts

are designed at 10 dB. Adaptive decoding is used for all systems.
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Figure 3.4: Image communication system performance for the Goldhill image. The
VQHDA I and COVQ systems are designed at a CSNR of 10 dB. Curves (a) and (b)
refer to VQHDA 1I systems, where for the compression part, the nonlinear mappings are
designed at a CSNR of 50 dB and 25 dB respectively with t=0.1, while the other parts

are designed at 10 dB. Adaptive decoding is used for all systems.
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COVQ, PSNR=28.27 dB, CSNR=20 dB

Analog, PSNR=27.18 dB, CSNR=10 dB

VQHDA T, PSNR=33.69 dB, CSNR=10 dB VQHDA T, PSNR=39.33 dB, CSNR=20 dB
Figure 3.5: Comparison between different systems, where the VQHDA and COVQ sys-
tems are designed at CSNR of 10 dB. Adaptive decoding is used in all systems.
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VQHDA I, PSNR=33.69 dB, CSNR=10 dB VQHDA I, PSNR=37.03 dB, CSNR=20 dB

Figure 3.6: Comparison between different systems, where the VQHDA T and COVQ

systems are designed at CSNR of 10 dB. Adaptive decoding is used in all systems.
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systems from medium to high CSNRs. However its performance saturates at around
CSNR of 30 dB; this is due to the non-reversible analog linear map in the bandwidth
compression system. We also note that for the VQHDA II system, replacing the linear
analog map with a nonlinear map enables the system to saturate at higher CSNRs. In
fact, the performance of the VQHDA II can be made to saturate at an arbitrary high
CSNR by increasing the resolution of the nonlinear mappings. However, the VQHDA II
is inferior to VQHDA I for low to medium CSNRs due to the breakdown of the nonlinear
maps in this range. We also remark that the COVQ system performs better than the
proposed VQHDA systems at low CSNRs; this can be remedied by using soft-decision
COVQ (e.g., [57]) in the digital part of the HDA systems.

3.7 Conclusions

An image communication system using VQ-based HDA JSC coding for AWGN channels
is proposed. This system is robust and enjoys graceful improvement characteristics
for a large range of channel conditions. Both bandwidth expansion and compression
HDA systems are used for the coding and transmission of the image wavelet coefficients:
bandwidth expansion is applied on the low and medium frequency subbands, while
bandwidth compression is applied on the high frequency subbands. Numerical results
show that the proposed system is superior to purely analog and purely digital systems
for a wide range of CSNRs. Future work may focus on optimizing the rate allocation
among the different subbands and optimizing the power allocation between the digital

and analog parts.
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Part 11

Information Hiding:

Information-Theoretic Perspectives
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Chapter 4

Error Exponent Analysis of
Single-User Joint Compression and
Private Watermarking with

Gaussian Attacks

This chapter is based on the paper presented at the 10th Canadian Workshop on Information Theory

(CWIT’07), Edmonton, AB, Canada, June 6-8, 2007 [86].

4.1 Introduction

In a joint compression and embedding information-hiding model, the watermarker en-
codes a watermark and a covertext jointly to output a (compressed) stegotext. Denoting
the compression rate by R. and the watermarking rate by R,,, the main goal is to deter-
mine the achievable rate pairs (R,, R,,) under transparency and robustness constraints

on the system.
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Karakos and Papamarcou [31], [32], [33] study the tradeoff between R, and R, for
Gaussian host data: the case where the stegotext is not subjected to attacks is studied
in [31,32]; the case where the stegotext is subjected to additive memoryless Gaussian
attacks is examined in [33]. The main result of [33] is a coding theorem which estab-
lishes the achievable region for rate pairs (R,, R,,) under transparency and robustness
constraints for a private scenario. Maor and Merhav [46], [47] study a similar tradeoff
problem for discrete memoryless sources in a public scenario. The work in [46] focuses
on the attack-free problem of joint watermarking and lossy compression, where the
host data, the watermark and the stegotext are drawn from finite alphabets, while [47]
extends the model in [46] to include a stationary memoryless discrete attack channel
operating on the stegotext. In both works, coding theorems are established in which
a single-letter expressions involving the maximum achievable watermarking rate, the
compression rate and the distortion threshold are obtained. Yang and Sun [89] study
a similar joint compression/watermarking problem with abstract alphabets in a private
scenario. Other related works include [5], [39], [50], [59].

In this chapter, we focus on the problem introduced and investigated in [33], i.e.,
the joint compression and watermarking of memoryless Gaussian sources under additive
white Gaussian noise (AWGN) attacks in a private scenario. We refine the analysis of the
probability of error in decoding the watermarks for any achievable rate pairs (R., Ry,).
Using a random coding technique that incorporates Gallager’s method [24], we obtain
a computable exponential upper bound on the error probability of watermark decoding.
In a sense, our problem can be described as a joint source-channel coding problem with
side information at both the encoder and the decoder, and we study this problem from
an error exponent viewpoint.

It is worth pointing out that Merhav [48] and Somekh-Baruch and Merhav [73]

studied the error exponent performance for systems with finite alphabets in a private
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Watermark Stegotext
gotex Reconstructed Stegotext

w Xm Lossless Bitstream Xn

E—— (n) . i
Encoder ¢ Compression’ at rate R. Decompression —l

Attack Channel

! b
Host Data . Forgery Y™ ‘

w Watermark Decoder (")

at rate Ry, T

Figure 4.1: A model for joint compression and watermarking in a private scenario.

scenario. In [48], a single-letter expression of the Gallager random coding lower bound
to the error exponent is obtained, while in [73], an asymptotic expression for the exact
error exponent is derived. Note that the results of [48], [73] do not apply to the Gaus-
sian Karakos-Papamarcou setup studied here, as they depend on the finiteness of the
covertext and attack channel alphabets. Furthermore in [48], [73], different distortion
constraints are imposed at the encoder.

The rest of this chapter is organized as follows. In Section 4.2, we give a formal
description of the joint compression and watermarking problem and some preliminary
results are presented. The main result is presented in Section 4.3. Section 4.4 pro-
vides some numerical examples. All proofs are left to Sections 4.5 —4.7. Finally, some

concluding remarks are given in Section 4.8.

4.2 Problem Description

A general model for joint compression and watermarking in a private scenario is given
in Fig. 4.1. Let {U;}$°, be an independent and identically distributed (i.i.d.) sequence

of zero mean Gaussian random variables with variance o2. Let Y = X = R, and

uw

'Here the term “lossless compression” means a one-to-one binary representation of the stegotext X™.
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d:UxX — [0,00) be a single-letter distortion measure. For u € Y™ and x € X", define

d(u,x) = Z d(us, ;). (4.1)

In this paper, we consider the squared distortion measure, i.e.,

n

d(u,x) = u—x| = (u; —z;). (4.2)

=1

Let Ay|x be an additive white Gaussian noise (AWGN) channel with input alphabet X,
output alphabet Y (Y = X = R) so that Y = X 4+ Z, where Z is Gaussian with mean

zero and variance D, > 0 which is independent of X.

Definition 4.1 An (R,, R,,n) joint compression and watermarking code consists of an

encoder-decoder pair (o™, (™):
o™ W XUt — A (4.3)
P YUt — W, (4.4)

where W = {1,2,..., M,} is the watermark set and M, = [e"F]2. Given w € W

and u € U™, the stegotext x takes values from a set ¢ of M, = [e™?] codevectors, i.e.,

c = {x(1),x(2),...,x(M,)}.

Definition 4.2 Given an (R, R,,n) code, the conditional probability of error in de-

coding a watermark index w is given by
Pe(’;‘ﬂ) = Pr{w # w|w is embedded} (4.5)

where w is the decoded watermark message. Furthermore, if we assume that all water-

mark indices are equiprobable, the average probability of decoding error is given by

My,
P™ = P, (4.6)

1
e e,w
M, ot

2Throughout this chapter, all logarithms and exponentials are in the natural base.
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Definition 4.3 Given an (R., R,,n) joint compression and watermarking code, the

average distortion between the host data and the stegotext is given by
1
pm AT {—d(U", o™ (W, U"))] . (4.7)
n

Definition 4.4 The transparency and robustness conditions for a sequence of (R., Ry, n)

joint compression and watermarking codes require that for D, > 0 and any €, > 0,
D™ < D, +96, (4.8)

P™ < (4.9)
for n sufficiently large.

Definition 4.5 A quadruple (R., R,; D., D,) is said to be achievable if for every €, § >
0, there exists a sequence of (R., Ry, n) joint compression and watermarking codes such
that P < e¢and D™ < D, + 6§ for n sufficiently large. Given (D,, D,), denote by

Rp..p, the set of all rate pairs (R., R,,) such that (R., R,; D,., D,) is achievable.

The achievable rate region has been derived for memoryless Gaussian sources and

memoryless Gaussian attacks. The main result is summarized in the following theorem.

Theorem 4.1 [33]. The achievable rate region is given by

7?'DC,DG = {(Rca Rw) :

1 o2 *
R. > {5 10%(3(:)} ;
R, < max min [Rc — 1log , E log<1 + Pw(fy))} }, (4.10)
2 2 2 D,
vE [max{l,%},eQRC}
where [a]* = max{a,0} and

(o0 + De) = 205 + 2y/05(yDe — 03) (7 — 1)
72

Py(y) 2 : (4.11)
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4.3 Main Results

Given an i.i.d. Gaussian covertext {U;}°,, a distortion threshold D., and a Gaussian
attack variance D,, consider a rate pair (R., Ry) € Rp,.p, (we assume that D, < o2,
which is a reasonable assumption in most practical applications). We refine the analysis
of probability of error in detecting watermarks when (R,, R,,) € Rp, p,. Using a random
coding argument and maximume-likelihood decoding technique, we obtain an exponential
upper bound on the probability of error in decoding the watermark. The main result is

the following theorem.

Theorem 4.2 Given § >0, s >0, p € [0,1], 5% € (D, 02), and 7y € (¢2/D,, e2Fe=Fw))
there exists a sequence of (R., R,,n) joint compression and watermarking codes such

that

D™ < D, +9, (4.12)
P < 4exp{—n[A(fy, B,p,s) —o(1)] }, (4.13)

for n sufficiently large, where A(v, 3, p, s) = min{A1 (v, B, p, ), Aa(, ﬁ)}, where

1 14 2s6%(y—1)D. +2s(1+ p)o20
MO ips) = glog (FEEEDZ DR RO AN

1+ 253%(y — 1) D, + I-HEe
p log ( (1+p)Da _ pr’

_|__

: (4.14)

with 0 = 5% — D. — 2s3*(y — 1) D?, and

1,32 2\ 1/~D, D,
As(y, B) = mm{§<%—1—1ogﬁ—>,5(70—2—1—1og7 )} (4.15)

and o(1) — 0 as n — oo.

Proof. See Section 4.5.

Remark:
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e From (4.15), it is clear that Ay(v, 3) is always positive by the choice of v > ¢2/D.

and (32 < o2. The condition y < e*Fe=Fv) ig equivalent to R, < R.— log~.

e The term Ay(v, 3, p,s) is similar to the random coding lower bound derived in
24, pp. 337-343] for AWGN channels. However, here we deal with a distortion
constraint at the channel input instead of a power constraint. The term As(7y, 3)
is somewhat similar to the reliability function for Gaussian sources with respect

to the rate-distortion pair (R. — R, D.) [30].

A(v, B, p,s) can be tightened by optimizing it with respect to v, 5, p and s. In

particular, we have the following result.

Corollary 4.1 . A(y, 3,p, s) is maximized over s > 0 by?

1 — 2abc + \/(1 — 2abc)? + dac(pa + b)%ﬁ

* 4.16
° 4ac(2 + p) (4.16)
where
a2 1 , (4.17)
By = 1)De + (14 p)oi(p? — D)
1 1
= + , 4.18
PG -1)D. " (1+0)FD, (4.18)
c=o23*(y—1)D2. (4.19)
Proof. See Section 4.6.
Corollary 4.2 . Let
ER(RcaRw;DwDa) £ sup A(7767 P, S)‘

2
YE(L €2(Re=Ruw)), B2€(De,02), p€[0,1], 50

3An analytical derivation of the other three optimizing parameters seems difficult. However the

optimization can be carried numerically (e.g., see Section 4.4).
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Er(R., Ry; D, D,) is positive for all R,, satisfying

1 o2 1 D, — D?/o?
Rw<min{Rc 2lg;—i,§log<1+cD—aC/0“)}. (4.20)

Proof. See Section 4.7.

4.4 Examples

We next present some numerical examples to illustrate the results of the previous section.
Figs. 4.2 and 4.3 show the random coding error exponent versus the watermarking rate
R,, for various compression rates R. and channel noise levels D,. Fig. 4.4 shows a
typical region of rate pairs where the random coding error exponent is positive, in
addition to the overall achievable region Rp.p, of Theorem 4.1 [33]. We note that
Er(R., Ry; D, D,) > 0 nearly everywhere in Rp,_ p, .

Here, point A is given by R. = %log(g—’ﬁc),Rw = 0; B is given by R, = llog(}')—% +

Jg‘gf)c),Rw = 2log(1 + M) and C is given by R, = 3log(1 + “ L 2 +D°),Rw =

+log(1 + g;) [33]. The figure shows that we can achieve all rates under the line seg-
ments AB and BB,,. In fact, for segment AB, i.e., for R. < %log(g—% + C”%D;QDC), given
any (R., Ry) € Rp,.p,, we have that sup, , 5 A1(7, 3,p,s) > 0 for any given 7. Since
As(7y,8) > 0 implies that R, < R, — llog v, we can approach segment AB by let-
ting v — (g—%)ﬂ. For segment BB, if R, > ilog(l + W), we will have
Ai(7,08,p,5) < 0 for any v, 3, p and s, which means A(y, 3, p,s) < 0. On the other
hand, for R,, < 3log(1 + M), we have sup,, 5, A1(7, 3, p,5) > 0. Since Ay(y, 3)

is always positive, we get a positive random coding error exponent. In this case, when

4Here a — (b)T means a — b in such a way that a > b; similarly, @ — (b)~ means a — b such that

a<b.
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0.08| T T T T
—6—R_=0.9nats
0.07 —A RC =1.0nats | |
' _— RC =1.1 nats
— Rc = 1.2 nats
0.06 R
S RC = 1.3 nats
RC = 1.8 nats
—~ 0.05 B
Q Y
o
@)
Df 0.04 B
(&)
o
o
w  0.03 R
0.02 | 02:1, ]
u
' D_=0.2, '
0.01 : D_=0.025; : .
|
O = 1 i
0.6 0.8 1

R, (nats)

Figure 4.2: Egr(R., Ry; D, D,) v.s. R, for various values of R..

o2

we choose s as in (4.16), and letting v — (D—’:)Jr, B2 — (05)7, and p — 0, we can

approach segment BB, with R, — (3 log(1 + %E/Uﬁ))_'

Remark: As % — 0, point B approaches point C. In this case, the exponent is

positive in the whole rate region. On the other hand, as % — 1, point B approaches

u

point A. In this case, the positive exponent region becomes empty.

74



4.4. Examples

0.21\ T T T T T T
018} —4—D_ =001 | |
—— Da= 0.025
0.16 S — Da =0.05 |7
4% D_=01
0.14 a |
a® 012} -
o
a)
023 0.1 R
(&]
&
n: -
L
g% =1, 1]
u
' DC =0.2. '
: R_= 2.0 (nats) '
Lo __ I
OM““wﬁ:ﬁDguum o0—0 A
0 0.2 0.4 0.6 0.8 1 1.2

RW (nats)

Figure 4.3: Er(R., Ry; D¢, D) v.s. R, for various values of D,.
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1.2 T T T T T T T

R (nats)

0.2 R of Theorem 1
¢ a

— . — . Region where ER(RC,RW;DC,Da)>O

0 ﬁ’\ 1 1 1 1 1 1
0.6 0.8 1 1.2 1.4 1.6 1.8 2 2.2
RC (nats)

Figure 4.4: Rp, p, of Theorem 4.1 and the region where the exponent Eg(R., Ry; D., D,)

is positive.
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4.5 Proof of Theorem 4.2

4.5.1 Outline of the Proof

We construct a class of random codes, and show that the average distortion and the
average probability of error are satisfied with (4.12) and (4.13), respectively. We then
show that there exists at least one such code satisfying (4.12) and (4.13) simultaneously.
The analysis for the average distortion (Section 4.5.3) applies some properties of station-
ary memoryless Gaussian sources (see Lemma 4.1) and some techniques used to derive
the Gaussian source reliability function [30]. The analysis for the average probability
of error (Section 4.5.4) incorporates Gallager’s random coding technique [24] and some

bounds obtained in Section 4.5.3.

4.5.2 Code Construction

Given an i.i.d. Gaussian covertext {U;}°; with mean zero and variance o2, a distortion
threshold D., and a Gaussian attack variance D,, assume that (R., R,) € Rp,.p,. Let
M & [eFe=Fw)] choose v € (U—“Qi,eQ(RC*Rw)) and 3 € (D,,c?). Now consider a code ¢
described as follows.

Random Code Generation. The code c contains M, = [e"f] “subcodes” ¢ =
{c1, €, ..., Car, } Which are assigned a product density function ¢(c) = [[% ¢(c;). Each

c; contains M codewords, i.e., ¢; = {x(i,1),...,x(i, M)}, where each codeword x(i, j)

is drawn i.i.d. according to ¢(x) = [];_, ¢(xx). Here g(zy) is the Gaussian density with

mean zero and variance o2 = (y—1)D,. Thus for each ¢;, we have ¢(c;) = H]A/il q(x(2,7))-
Given the watermark index w, the subcode c,, will be used for quantizing the covertext
ucu".

Encoding. Given a watermarking index w and a covertext u, the encoder chooses the
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4.5. Proof of Theorem 4.2

first codeword x(w, t) in c,, such that |ju — x(w,t)||* < nD,, i.e.,

|u —x(w,q)||* >nD,, i=1,...,t—1,

[u — x(w, t)||> < nD,, t < M. (4.21)

Denote the chosen codevector by x(c,,u). If no such x(w, t) exists, an error is declared
and x(c,, u) = 0 = x(0) will be sent.

Decoding. The decoder has full knowledge of u, and thus can generate all possible
watermarked versions {x(c;, u)}M¥. Upon receiving the “forgery” y = x(c,, u) + v, the
decoder compares it with all {x(c;,u)}icz, where T £ {i € W : |[lu — x(c;, u)||?> < nD.},

and chooses an output @ using the maximum-likelihood decoding criterion:

w = arg r?eazxf(y|x(ci, u)), (4.22)

where f(+|-) is the pdf for the additive Gaussian noise channel, i.e.,

n n

fivlx) = [T fwlen) = 271TD exp(—(ij_Tfj)). (4.23)

j=1 j=1 a

4.5.3 Analysis for the Average Distortion

Define the following events

&(cy) 2 {uelU™: embedding the watermark index w into u with c,, is unsuccessful}
= {uel:|u-x(wi)|?®>nD, x(w,i)€cy,Vi=1,2,... M},
E(u) £ {c,: embedding the watermark index w into u with c,, is unsuccessful}

= {cy : |[u—x(w,i)||> > nD., x(w,i) € ¢y, Vi=1,2,..., M}.

Given any ¢ = {cy,...,Cypy, }, the average distortion can be written as

y

1 2
D) = - [HU”—@W(W, U
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I
=
1=
<[~

[l = xtew.w du

un

[ bl xteawi?an st [ pwi - xlew,wPdn

I
S|
WE
<[~

g
Il
—

[(€o(cw))e Eo(cw)
1L 1
< =y — D.d —0|*d
< Xyp| J vwmpans [ pwin-ofa
v <€o cw))? €o(cw)
< Z / u)|[ulf? du. (4.24)
B 50 Cw)

Then, the distortion averaged over the random choice of ¢ is upper bounded by

—(n 1 2
" = E [HU”—@(”)(W,U”) }
1 (n) ?
= [aloE HU”—W(W,U") c| de
1L
< Dc+gwglﬂ/q(cw) p(u)||ul® dudc, (4.25)

where dc,, = dx(w,1)--- dx(w, M). Note that the second term in (4.25) is the average
distortion over those u’s for which the embedding of watermark index w into u is unsuc-
cessful, averaged over all randomly chosen c¢,,. By changing the order of the integration,
we can also interpret this as the average distortion over those randomly chosen c,, such

that the embedding of w into u is unsuccessful, averaged with respected to p(u). Thus,

we have
/ ea) [ vl dude, = [ plwul? [ ofe.)de, du (4.26)
Eo(cw) un &1 (u)
We have
[ atenrde. - ﬁ / N1 = @, (x(w, );0)] dx(w, )
&1(u) =1
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4.5. Proof of Theorem 4.2

M

— /q(x) [1 = ®p,(x;u)] dx (4.27)

where we have defined

and (4.27) holds since the codewords are drawn independently according the same dis-
tribution ¢(x).

We need the following lemma.

Lemma 4.1 [30] Let {X;} be an i.i.d. Gaussian source with distribution X ~ N(0, 0?).
For any A > 0,
(a) if a*> = 0® + A, we have
2

1 1l & 1. a
Iim —logPr | — X, —aP<A| =—=log —: 4.2
im — log r(n;| i —al < ) 5 ogA, (4.28)

n—oo M,

(b) if 0 < B < o, then

1 L yn L% ia
(c) if @ > o, then
.1 1, . 1 [a? a?
nh—{EO ﬁlog Pr (ﬁ”X 1> > 042) =3 (P —1—1log ;) : (4.30)

Now define

P..(u, X") & /q(x) [1—®p.(x;u)]dx=1—Pr (%HX" —ul* < Dc) . (4.31)

Let a? £ 02 + D, = 7D, (recall that v > 02/D, implies a? > 02), 32 € (D,,02),

(&3] u

§o £ 02 — 3%, and define B, (o, 8;) = {u € U™ : nB? < ||u||?> < na?}. Since the pdf of
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4.5. Proof of Theorem 4.2

the n-tuple X™ is strictly decreasing in [|x||?, we know that, for u € B,(a, (1),

1 ] —
Pr(=||X"—u|?<D.)>Pr|= X,—al?’<D,]|. 4.32
r(nu ull? < )_ (an o P< ) (4.32)

Applying Lemma 4.1, we have

lim ~ log P 1§nj|X < D Liog & 1 (4.33)
im —logPr | — i —a|l*<D,| =—=log— = —=logn. )
n—oo 1 & ni:l 2 gDc 2 87

(n) (n)

Thus, given any 0 < € < e such that R, — Ry, > tlogy + €y (here v < e2fe=fw)

guarantees the existence of such eé")), there exists a positive integer N; such that for

nlea

1 < 1
Pr <ﬁ ; 1X; —al? < DC) > exp{—n<§ log~y + e§”>> } (4.34)
Therefore,
Lo e ot (n)
Pr| —[|X" —ul|* <D, | >expy—n 5 logvy + ¢ . (4.35)
n
Hence, for n > N; and u € B, («, 1), we have

[P.o(u, X"
en(Re—Ruw)

1
— [1 - Pr(—HX” —ul? < Dcﬂ
n

< exp {—Pr{luxn < Dc}e"<Rch>} (4.36)
n
1 (n) 1 (n)
< expy{ — exp{—n<§ logvy + € ) } exp{n<§ logy + € > } (4.37)
= exp{—exp(n(e” — ") } 24", (4.38)

where we have used the inequality (1 —#)* < e for 0 <t <1, k > 0in (4.36), and
5™ S 0asn — oo .

Now combining (4.25)—(4.31) and (4.38), we obtain

o 1
D" < Do [ P[Pt X)) d
un
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IN

1 M
DC—'—E / p(u)|[ul]*[Pes(u, X™)] " du
Bn(Ol,,Bl)
1 M
+ / p(a)|[ul]?[Per(u, X™)] ™ du
(Bn(@61))°
D, +8"+ 2 du 4+ 2d
. p(u)lul® du + — p(u)[[ul[*du
Ba(@,61) (Bn(@,61))°
n 1
D, + 6! >a§+E / p(w)|jul|? du. (4.39)
(Br(@,61))°

IN

IN

Observe that

p(u)|[ul* du

—aten [ sl
Bn(augl)
1 2
Oy — — p<u)nﬁ1 du
n
Bn(awal)

— o ﬁ%(1 — Pr{|U"|? < nB?} — Pr{|U"|? > na2}>

IA

< Go+o? (Pr{HU”||2 <nf2} + Pr{|U"|? > na2}). (4.40)

By Lemma 4.1, there exists eén) > 0 and a positive integer Ny such that, for V. n > Ns,

we have
n|(2 2 1 pt Bt (n) A ¢(n)
Pr{||[U"|* < nfBi} < exp —nb(; —1—log ;) — € ] =X (4.41)
and
|2 2 Lo’ o m] | 2 50
Pr{||U"|*> > na*} < exp —nb(; —1—1log F) — € } =057, (4.42)

Plugging the above bounds back into (4.39), and choosing n > max{N;, N2}, we obtain
D" < Detdg+a? (o) 4687 +60) £ D+ 5, (4.43)
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where §(™ can be made arbitrarily small by choosing o2 — 3? sufficiently small and n

sufficiently large.

4.5.4 Analysis for the Average Probability of Error

Recall that & (u) = {c,: embedding w into u with ¢, is unsuccessful}. Given a
randomly chosen codebook ¢ = {cy,...,cyp, }, denote by Pr(error|w,x(c,,u),y) the
probability of decoding error conditioned, first, on w and u entering the encoder, second,
on the selection of a codeword x(w,7) € c,, denoted as x(c,,u), and on the channel
output y. Let 32 € (D.,02) and define B,(a, ) = {u € U" : nf? < |[ul|?* < na?}.

Then the probability of decoding error given that watermark index w was embedded,

averaged over the random choice of c, satisfies

Fi”j} = /p(u)/q(cw)/f(y\x(cw,u))Pr(error[w,x(cw,u),y) dy dc,, du
N

un Cw

< [ oo [ aten) [ Fvixtenw)Prierroru. x(cu,w).y) dy de. du

B (cv,3) (&1(u))e yr
T / p(u) / d(cy) dey du+ / p(u) du
By, (v, 8) E1(u) (Br(a,B))¢
£ P+P+ D (4.44)

Following Gallager’s technique for deriving the random coding lower bound for the chan-
nel error exponent [24], we can upper bound Fy. Given w, x(c,, u) and y, define &,/ as

the event that
f(y|X<Cw’7 u)) > f(y‘X(Cw, U—)) (445>

where x(c,, u) is the codeword of embedding w’ into u via the codebook ¢,s. Then we

have for any p € [0,1] and r > 0,
Pr(error|w, x(cy, 1), y)
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A
[
2
%
e

°

IA
—

=8

(@]

g\
VRN
-
<3<
ERES
2|8
Ele
N——

g
QL
(@)
IS
| — |
o)

(E1(w))*

_ _(e”R’”—l) / g(cw) (M)rdcw/]p. (4.46)

Plugging (4.46) into (4.44), we get

Py < et / p(u)/[ / Q(Cw)f(YX(cw,u))””dcw]
(&

Bn(a,0) yr (w)e

p
[/ q(cw/)f(yx(cw/,u))rdcw/] dy du. (4.47)
(E1(u))e

Substituting r = 1/(1 + p), we get

new [ | |

14+p
q(cw)f(ylx(cw,u))ﬁ dcw] dy du. (4.48)

Bo(o,8) yro @ (w)e
Let
n(uy) 2 / 4(€0) f(y]x(Cuw) T dey. (4.49)
(& (w))e
We have
n(u,y)
M M
= // (1 — H(l - @Dc(x(w,i),u)>> Hq(x(w,j))
xn xn =1 =1
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F(1x(€w, w)) 7 dx(w, 1) . .. dx(w, M)
M i—1

_ ZH/ ) [1 = @, (x(w, j); w)] dx(w, )
/q(x(w, z'))CIDDC (X(w, i); u)f(y]x(w, z))ﬁ dx(w, 1)
> L/ ¢(x)[1 — ®p, (x;u)] dx] / q(x)@p, (x; ) f(y[x) 77 dx
= Y [Pufu, X" / 4(x)®p, (x; u) f(ylx) 77 dx (4.50)

i=1 n

- 1;_[15(;);3}) / a(x)@p, (x; w) f (y]x) 77 dx

Xxn

[ a2, (xcw yl) 5 . (451)

Xn

1
<
- 1—P,(u,X")

where in the second equality we have used the fact that

1—ﬁ(1—®p ) iﬁ(l_@l) ),u))@DC(X(w,z’),u).

Applying the inequality ®p_ (x,u) < exp {3 [nD. — d(x,u)] ”'ﬂZ} (s > 0), we have

/ 1)@, (x; 1) f (y|x) 757 dx

xXn

< /q(x)exp{s[nDc—d(x,u)] ||u||2}f(y|x)1ip dx

< [ atexp{s[Diful? - Pt )] }rivhor dx (452)

- f[/CJ(ﬂCz) eXp{S[DcU? — (i — w)?] }f(yz|i7fz)ﬁ d;

n

- H 1 ( 1 ) 1+p
i1 V2mo2 \V21D,
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2 )2
exp [— i + S(Dcuz2 — 3% (w; — u2)2) — (yz—xz)} dx;

202 2(1+p)D
n 1 ﬁ
-1 (i
P 2D,

exp{ (2027%5°B* — sB° + sD.)u; + (2026777 — K)y; + 4&572520§uiyi}(4.53)

where

A 1 A 1
k&2 - 72 , 4.54
2(1+ p)D, V1+2(k+ s3%)02 454

and in (4.52) we have used the fact that |[ul|> > ns? for u € B,,(«, 3). Using this bound

when integrating (4.51) over y, we get

1+p

| [aen wsvhortzax|  dy

yn n

< H rite eXp{(l +p) [(203725264 — 5%+ sDc)uf] }

=1

20277 — 1)y7 + 40372852%‘%} dy;

x)}/\/%Daexp{( 2D, (4.55)

Since

(202Kk72 — 1)y? + 40372$ﬁ2uiyi} J
Yi

1

——e
/ J2rD, Xp{ 2D,
Yy

i [ [+ Qo35 ) (2ot — 1P
= exp exp § — dy;
2D, (1 — 202Kk712) V2r D, 2D,/(1 — 202K72)
Yy
{ 4oiris?Blu? } 1
= exp

2D,(1 —202k72) | /1 — 202k72

Plugging the above expression back into (4.55), we get

1+p

| [aenxwsobrs el ay

yn n
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< U mm W o {_ <% —edF P)Dc) U} o (456)
1 T

i=

Substituting this into (4.48), we obtain

14+p
Py < B / p(u)/ / q(cw)f(y]x(cw,u))ﬁ dcy, dy du
B (a,5) Yo |E(w)e
p " 1
< R | T / p(u
) |
B’ﬂ(avﬁ)
- 1+ p)sf?
Hexp {— (LQ—% —s(1+p)D. | u? ¢ du
i=1
i exp{(l +p)(3 logv + ™) + pr}
<

1+ 2s(%02
/p(u) Hexp {— (1(4_—1_2—5);252 —s(1+ p)DC) uf} du
L i=1 z

T eXp{(l +p) (% logy + ™) + pr}

n

_ 4.57
V14283202 +2532(1 + p)o2 — 2s(1 + p)(1 + 2s3%02)02D, (4.57)
where in the second inequality we used (4.35).
To bound P, recall that for n > N,, we have
ISIES / p(u) du
(Bn(a,8))°
= Pr{||U"|* < nB?} + Pr{||U"|]* > na’}
3 Iis (n)
< exp{_ [2(0_3_ ~tog ) - ]
1 /02 a? n
+exp{—n[§ 0—5—1—10g0—3> —eg )]} (4.58)
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To bound P;, we use (4.27) and (4.38) to obtain

P = / p(u) / q(cy) dey, du
B (a,B) &1(u)

< exp{— exp(n(e(()n) - e§"))) } (4.59)

Since the right hand side of (4.59) vanishes at a double exponential speed by choosing
0 < 65") < eé ), the exponential converges to zero. Thus the exponential of ?inu)) is
dominated by (4.57) and (4.58).

Noting that e§"), eé”) > ( can be arbitrarily small thus be absorbed into ~, o and j3,

define
Al(V?ﬁapa 3)
1
£ 5 log (1 + 253202 4 2s(1 + p)o? <ﬁ2 - D, — 23Dcﬁ205>)
1
—plog T — te logy — pRy
L (i 250%(y — 1) D, + 2s(1 + p)o2(3* — D. — 2s3*(y — 1)D?)
— 5 og ;
1+ 2s6%(y — 1) D, + @10
+P1og ( 00De | _ (4.60)
2 gl
and
1P B2\ 1yDe 7D.
Ag(y,ﬁ):mm{§<a—u—1—l 05> 2(03 —1—log 03) . (4.61)
We obtain
P" < P+P+P
< exp{-nhi(v, 6,p,5)} + exp{— exp(n(el” — )} + 2exp{—nha(y, B)}
< 4eXP {_n<m1n [AI (77 57 Ps S)) AQ(’% ﬁ)}) } < E(n) (462)

for n sufficiently large. Since the above bound is independent of watermark w, we then

obtain a random coding upper bound for Fin).
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4.5.5 The Existence of a Sequence of (R., R,,n) Codes

In Section 4.5.3 and 4.5.4, we show that for any €™ 6™ > 0, the average probability
of error and the average distortion with respect to the random codebook ¢ are bounded

) < é™ and D™ < D, + 6™ respectively, for n sufficiently large. Now we show

by Fin
that for given & > 0, there exists at least one code ¢ such that P™ (¢) < (6“”)17% and
simultaneously D™ (€) < D+ for n sufficiently large. Let A be the set of all the codes

with Pe(n)(c) < (E(”))l_ﬁ, ie.,
AL {c: PM(c) < (6w ).

Since Pe(n)(c) is a random variable (a function of the random code c), it follows from
Markov’s inequality that Pr{Pe(")(c) > (E("))lfﬁ} < (E("))ﬁ or Pr(A) > 1— (E(n))ﬁ

for n sufficiently large. Therefore, we have

1) poeyvde < — L [ o) D™ (e) de
[ megpede < g [a@ptied
De+0™ (4.63)

1 — (em)ve
Since (E(”))% < 4% exp {—\/ﬁ(mln [Al('% ﬂ, P, S), Ag(’%ﬂ)})}, which goes to 0asn —

oo, we can make

D, + 60
1— (g(n))ﬁ

for n sufficiently large. This demonstrates that, there exists at least one sequence of
codes {¢} satisfying P™(€) < (E(”))lfﬁ and D™(¢) < D, + § simultaneously for n

sufficiently large.
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4.6. Proof of Corollary 4.1

4.6 Proof of Corollary 4.1

We first get a stationary point with respect to s by letting
F(y = 1)Dc + (1 + p)oz(B° — D) — 4s(L + p)ogf*(y — 1) D]

8/\1(%57%5) _
ds 1+2s3%(y — 1)D.. + 2s(1 + p)o2 (62 — D, — 2s2(y — 1)D?)
2(~ —
,Zﬁ (v =1D. - (4.65)
L+2s2(y = DDe + iiggpn,
= 0. (4.66)

It is convenient to introduce the following notation:
1
(4.67)

A
" PO DD+ (L+ p)oi(F - Do)’
1 1
= + , 4.68
761D, " T+ 0FD, (40%)
c=o23*(y—1)D2 (4.69)
Then we obtain
1 —4s(1+ p)ac p
=0. 4.
a+2s—4s%(1+ plac b+ 2s 0 (4.70)
or equivalently
pa+b
2ac(2 + p)s® + (2abc — 1)s — =0. 4.71
ac(2-+ p)s? + (2abe — 1)s - S (4.71)
Solving the above equation, we obtain
1 — 2abc + \/(1 — 2abc)? + 4ac(pa + b)%
s = . (4.72)
dac(2 + p)
It can be easily checked that only
1 — 2abec + \/(1 — 2abc)? + dac(pa + b)?—iﬁ
. (4.73)

o= dac(2 + p)
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4.7. Proof of Corollary 4.2

satisfies the constraint s > 0. In fact, the above s* maximizes Ai(7, 3, p,s) over s > 0

since
O*A1 (7, B, p, s) _ —4(1 + p)ac(a + 2s — 4s*(1 + p)ac) — 2(1 — 4s(1 + p)ac)2
0s” (a+2s—4s2(1+ p)ac)2
_ %
(b+ 2s)?
_ 1+4(1+ p)aPe+ (1 - 4s(1+ plac)” 2p
(a+2s —432(1—1—p)ac)2 (b + 2s)
<0 (4.74)
4.7 Proof of Corollary 4.2
We first maximize Ay (7, 3, p, s) over p € [0,1]. Denote § = 3? — D. — 2s3%(y — 1) D?, we
have
aAl(’%ﬁapa S)
dp
- oot ¢ Loy (2P OO0 i
142s6%(y —1)D. +2s(1 + ,0)029 vy
oot
+p)*Da
. R, (4.75)
L+ 253 (y — 1) D, + G50
and
aQAl(’% 57 P, S)
0p?
2(s020)° B i

(1425827 — )De+ 25(1 + p)o20)” 21+ 2562(y — 1)Dc + 85D

(=)D (1+20=p*) (¢ 2 (y=1)D. 2
g (L4288 (y = DD, + ¥+p)Da) ( )
o y—1)D.
(1+2s82(y — (1+p )

(4.76)
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4.7. Proof of Corollary 4.2

Thus by solving the equation

8A1<77 ﬁa P, S)
dp

we can obtain a p which maximizes A;(v, 3, p, ), or equivalently

( _1)Dc
R, — log (1 S <¥+p>Da>

=0,

2 g
) 1 N sacf (4.77)
25+ b2(1+ p)2D,03%*  a+ 2s —4s*(1 + p)ac’ '
For the s* satisfying (4.66), this reduces to
* ( _1)DC
R, = llog L+ 2575y — DD+ (¥+p)Da
p 1 s*ac20
_ . 4.78
2s* +b (2(1 + p)?D,3? 1z 4s*(1+ p)ac) (4.78)

It can be easily shown that R, is a decreasing function of p. That is, the maximum

value of R,,, denoted by R’

w?

can be obtained by letting p = 0 (in other words, when
the maximization of Ai(7, 3, p,s) over p is achieved by p = 0, and we know that the
R,, which satisfies (4.78) with p = 0 is the maximum value we can get, since R, is a

decreasing function of p), which results in

1 14257 2(y — 1) D, + 0=1Le
R, < RY2 Zlog Fo 1) Do ). (4.79)
Noting that by setting p = 0, s* reduces to

. 1

Plugging the above back into (4.79) and replacing a, ¢ with (4.67) and (4.69) respectively,

we obtain
g2 52
(y=D+(5--1) _
) 1 14 g e 4 Gl
R, = §log 5 (4.81)
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Furthermore, noting that R} is a decreasing function of 7 and an increasing function of
3%, and v and (3? are independent of each other, if we choose v — (;—%)Jr and 32 — (02),

we have

1 D.—D?/o2\\ "~
R, < R — <§log<1 + D—/U“)> . (4.82)
It is easily seen that in this case we have sup,, 5. Ai(7, 3, p,5) > 0 for any given R,
satisfying (4.82).

On the other hand, the condition v < e2(e~fv) i5 equivalent to

1
R, < R.— 3 log 7. (4.83)
Noting that R, — %log’y is also a decreasing function of v, as v — (g—%)Jr, we have
1 o\~
Ry — (R~ Slog 74 . 4.84
— 5 logp (4.84)

Combining (4.82) with (4.84), we obtain that the error exponent is positive for all R,

satisfying

1 21 D, — D? /o2
R, < min{Rc ~3 log ;—“C, 510g<1 + D—aC/UU) } (4.85)

By the continuity of Aq(7v, [, p,s) with respect to all the parameters, it is easy to
see that we can always find v, 3, p, s such that A;(v, 3, p,s) is positive as long as R,
satisfies (4.85). The proof is finished by noting that As(y,3) is always positive, thus
Er(R., Ry; D, D,) is positive as long as R,, satisfies (4.85).

4.8 Conclusions

In this chapter, a computable error exponent for a joint compression and private wa-

termarking system for memoryless Gaussian sources under AWGN attacks is obtained.
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4.8. Conclusions

The error exponent is derived by applying random coding technique that uses Gallager’s
method, and by incorporating techniques for the derivation of Gaussian source reliability
functions. Numerical results show that the random coding exponent is positive within
almost the entire achievable region [33]. In future work, we plan to refine our analysis

to obtain a random coding exponent which is positive in the entire achievable region.

94



Chapter 5

Achievable Rate Region for
Multi-User Joint Compression and
Private Watermarking Under

Multiple Access Attacks

5.1 Introduction

In this chapter, we extend the joint compression and information hiding problem from
a single-user (e.g., [33], [46], [47], [76], [89]) to a multi-user scenario. Our model is
depicted in Fig. 5.1. Assume that two users separately embed their secret messages W,
and Wy (at rates Rl and R? respectively) into two correlated DMS’s (U, UY). Each
user can only access one of the two host sources. Due to bandwidth and/or storage
constraints, two compressed stegotexts X7 and X3 are obtained at rates R! and R?

respectively. The stegotexts are corrupted by a discrete memoryless multiple access
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5.1. Introduction

ur
Encoder 1
I e ‘ Destination
\ Joint |
Wi Watermarking/| X7 Lossless at rate ) xp
- 1 ; . 1 Decompressionf—
at rate R | CompfS§51on Compression| R} ‘
P1
- - - T T T T T T T T ! Joint | —~ —
MAC yn» (W1, Wa)
W Decoder ——
r- - - — - - - - - - - - - - — - = | Y\X1X2 ¢(n)
\ Joint |
Wa Watermarking/| Xy Lossless at rate ) Xy
— N ; . 2 Decompression[—
at rate R2 | Compfsiswn Compression| RZ ‘
L)
e e : Destination
Encoder 2

Figure 5.1: A general model of joint watermarking and compression for multi-user in-

formation hiding.

channel (MAC) Wy x,x,. As a result, a forgery Y™ is produced at the output of the
channel. The authorized receiver retrieves the hidden information from the received
forgery. Throughout the paper, we focus on the private scenario, i.e., we assume the
decoder has perfect knowledge of the original host sources (U}, Uy).

For this two-user private information hiding system, we are interested in determining
the rate region of all achievable rate quadruples (R. R R! R?) for given distortion
levels (Dy, Dy). We find that the multiple embedding problem is strongly related to
the lossy multi-terminal source coding problem for correlated sources, where separate
encoders are designed in order to guarantee the joint typicality of the codewords with
respect to the correlated source sequences. An inner bound for the achievable rate region

is obtained (see Theorem 5.1) based on a e-strong typicality coding/decoding argument.

'Here the term “lossless compression” means an invertible binary representation of the stegotext

Xri=1,2.
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5.2. Preliminary: Jointly Typical Sequences

More specifically, we employ a generalized rate-distortion encoding scheme to ensure
that (uj,us,X;,X2) are jointly strongly typical with high probability. The generalized
rate-distortion encoding scheme, introduced in [54] for Gaussian multi-terminal source
coding (see also [79], [26]), can be briefly described as follows. One of the encoders, say
Encoder 1, chooses a codeword x; such that conditioned on (uy,x;), (uy,x;, U, X7)
is e-strongly typical with high probability. The other encoder, Encoder 2, which is
assumed to know the codebook of Encoder 1 (cpgn)(Wl, UT)), generates a codeword xj
such that (U7, ¢§")(W1, Ul"),ug, Xs) is e-strongly typical with high probability. To this
end, an extended Markov lemma (see Lemma 5.5) ensures that the codewords x; and
Xs, although generated from separate encoders, are e-strongly typical with the source
sequences (uy, uy) with high probability.

We also derive an outer bound for the achievable rate region with single-letter
characterization (see Theorem 5.2), which follows from Fano’s inequality and standard
information-theoretical bounding arguments.

The rest of this chapter is organized as follows. In Section 5.2, we review the definition
of e-strong typicality and its properties, which are widely used in the rest of this thesis.
In Section 5.3, we formulate our problem and establish an inner bound and an outer
bound for the achievable rate region. All the proofs are given in Section 5.4. Finally, we

draw conclusions in Section 5.5.

5.2 Preliminary: Jointly Typical Sequences

Let V = (X1, X5, ..., X,,) be a superletter (a collection of RV’s) taking values in a finite
set V2 X X Xy x --+ x X, with joint distribution Py (21, ..., 2,,), which for simplicity

we also denote by Py (v).
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5.2. Preliminary: Jointly Typical Sequences

Definition 5.1 [10] For any 0 < € < 1, a vector of n-length sequences v £ (x1,Xa, ..., X;,) €

V" is called e-strongly typical with respect to Py if

1. For all v € ¥V with Py (v) > 0, we have

—PV(U)‘ <o

where N (v|v) is the number of occurrences of v in v;

‘ Nv)

2. For all v € V with Py (v) =0, N(v|v) =0.

Denote by Te(n)(V) or T the set of all e-strongly typical sequences (xy,...,X;,)
with respect to the joint distribution Py(v). Let Iy £ {1,2,...,m}, and I5 C I;;. We
then let G = (X, X, ""Xgucw) € G be a “sub-superletter” corresponding to /5 such
that g; € I. Let G, K, and L be sub-superletters of V' such that I, I, I, are disjoint,
and let Pg, Pk and Pgx be the marginal and conditional distributions induced by Py,
respectively. Denote by Te(”)(G) the projection of Te(")(V) to the coordinates of G. Given
any k € K, denote T (G|k) 2 {g e g (g k) e T(G, K)}. Clearly T (G[k) = 0
if k ¢ T"(K). The following lemma (see, e.g., [10, pp. 342-343]%) restates the well

known exponential bounds for the cardinality of e-strongly typical sets.

Lemma 5.1 ( [10]) For any disjoint subsets G, K C V, let G", K™ and V" be i.i.d.

) (

drawn according to Pé”), Pl(f and PV”). The following properties hold for sufficiently

large n.
1. P‘(/”) {Vn c ’];(")} > 1 —n. Moreover P[(f) {Kn € Z(n)(K)} >1-n,

2. For any k € ."(K),

g P09 + 1G9 <7,

ZNote that the sets Te(n)(G |k) are only implicitly defined in [10].
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3. on(H(K)=n) <

f];(n)(K)‘ < 2n(H(K)+n),
4. For any k € T"(K), Pén) {G” € ’];(n)(G’]k)} >1-—n,
5. For any k € 7. (K), 2n(H(@K)—n) < "];(")(G“{)) < gn(H(GIK)+n)
6. For (g.k) € T."(G, K), | L og Pk (glK) + H(GIK)| <.
where 1 £ (e, n) is a generic positive term such that lim._glim,_. n(e,n) = 0.

Finally, we recall the Markov lemma for e-strong typicality.

Lemma 5.2 (Markov Lemma [10, p. 579]) Let G — K — L form a Markov chain in
this order. For any 0 < ¢, < 1 and (g, k) € T\ (G, K),

P(n)

e (U (g,k,1) € TM(G K, L) k) > 1 -«

for n sufficiently large, independently of (g, k).

5.3 Problem Formulation and Main Results

Let the pair of finite-alphabets discrete memoryless correlated host sources {(Uy;, U;) } 32,
have marginal distribution Qy,py,. The secret messages w; and ws are independently
and uniformly chosen from the sets W, = {1,2,..., M}!} and W, £ {1,2,..., M2}, re-
spectively. The attack channel is modeled as a two-sender one-receiver discrete mem-
oryless MAC Wyx,x, having finite input alphabets &} and X5, finite output alpha-
bet YV, and a transition probability distribution Wy x, x,(y|z1,22). The probability of

receiving y € Y" conditioned on sending x; € A" and xo € A3 is hence given by

Wy(fT;QXQ (y|x1,x2).
Let d; : U; x X; — [0,00) be single-letter distortion measures and define d"** £

maXy,; «; dl(ul, QZ’Z) fori = 1, 2. For u; € Z/{Zn and X; € Xin, let di(ui, Xi) = Z?:l di(uij, ZIZ’l]>
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Definition 5.2 Given Py,p, and Wy x, x,, a (R, R%, R}, R?;n) joint compression and

private watermarking (JCPW) code with block length n (see Fig. 5.1) consists of two

encoders
P W x Uy — AT,
O Wy X U — X

and a private (in the sense that the host sources are available at the decoder) decoder

¢(n) 1y"XUfXU§—>W1 X W.
— IngMZL‘ The

Let i € {1,2}. The watermarking rate for encoder i is defined as R!, =
(w;, u;) takes values from a set C) C AP of M! codevectors. The

stegotext x; = ¢\

compression rate for encoder i is defined as R’ =

__ logy Mé
e

Definition 5.3 The probability of error in reproducing the secret sources is given by

P

2 Pr (g (Y, U US) £ (Wi, Wa))
(n) (y . ¢(”)(y, uy, uQ) # (wb w2)}xl7x2)

My, Mg
WY\Xng

| .
= s 2 O O Qu(wmw)

wi1=1wo=1 L{ln XU;

where x; £ o\ (w;, w;) (i = 1,2).

Definition 5.4 Given Qu,u, and Wy|x,x,, a quadruple (R}, R2, R}, R?) is said to

be achievable with respect to distortion levels (Dy, Ds) if there exists a sequence of

(R, R2, R!, R*;n) JCPW codes such that
lim P™ =0

n—~oo

timsup [ d: (U7, o (W, UN)] < Dy i=1,2.

n—oo

and
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Definition 5.5 The achievable rate region R(D;, Ds) is the closure of the set of achiev-

able rate quadruples R = (R, R2 R! R?).

Remark: It can be shown by using a time-sharing argument [10] that R(D, Ds) is

convex.

Definition 5.6 Given Qu,u,, Wy|x,x,, and a pair of distortion levels (D1, D,), let
Pp,.p, be the set of random variable tuples (Uy, Us, X1, X2,Y) € Uy X Uy X Xy X Xy X Y

such that the joint distribution Py,p,x,x,y satisfies: (1) it can be factorized as

PU1U2X1X2Y = QU1U2PX1|U1PX2|U2WY‘X1X27

and (2) E[dl(Ul,Xz)] S Di; for i = 1, 2.

Theorem 5.1 Let R;,(Dy, Dy) be the closure of the convex hull of all (R}, R?, R!, R?)

satisfying
R < min{Ri—[(Ul;Xl), I(Xl;Y\XQ,Ul,UQ)}, (5.1)
R < mm{Rz—[(UQ;XQ), I(XQ;Y\Xl,Ul,Uz)}, (5.2)
R+ R < I(Xy, Xy YU, Uy). (5.3)

for some (Ula UQ,Xl,XQ,Y) < PDLDZ' Then R’in<D17 Dg) g R(Dl, DQ)

By introducing an auxiliary random variable V', we establish the following outer

bound.

Definition 5.7 Given Py, Qu,u,, Wy|x, x,, and a pair of distortion levels (D1, Dy), let
75,:)17,32 be the set of random variable tuples (V, Uy, Uy, X1, Xo,Y) € V X Uy X Uy X X X

X3 x Y such that the joint distribution Pyy,u,x, x,v satisfies: (1) it can be factorized as

Pyu,u,xixoy = PvQuiv, Pxy o, v Py oy Wy x: X0

and (2) E[dl(UZ,XZ)] S Dia for 1 = 1, 2.
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Theorem 5.2 Let R, (D1, D2) be the closure of all (R., R?, R}, R?) satisfying

R. < min{Rg—I(Ul;X1]V), I(Xl;Y\XQ,Ul,UQ,V)}, (5.4)
R < min{Rg—J(UQ;XQW), I(XQ;Y|X1,U1,U2,V)}, (5.5)
R+ R? < I(X,Xo;Y|U,Us, V). (5.6)

for some (V,U;,Us, X1, X5,Y) € ﬁD17D2’ Then R(Dy,Ds) € Rou(D1, Dy). Further-
more, the cardinality of the alphabet of the auxiliary RV V' can be bounded as |V| <
U ||t ]] | + 4.

5.3.1 Special Cases

1. Single User Case. There is only one secret message Wy, i.e., Encoder 2 is turned
off and the MAC reduces to a (single-user) discrete memoryless channel. Define

Uy=U,X,=X,D,=D,R! =R, and R, = R,, (5.1)-(5.3) reduce to
Ry < min{Rc ~ I(U; X); I(X;Y|U)}. (5.7)

Therefore, given a compression rate R., the maximum watermarking rate R} is

obtained by

R, = max Dmin{RC—I(U;X), I(X;Y|0)}. (5.8)

Equivalently, the minimum rate compression rate R’ to achieve a target water-

marking rate R, is obtained by

R =

= min
Py E[d(U,X)]<D, Ryu<I(X;Y|U)

[(U; X) + Ra. (5.9)

It is easy to see that these results reduces to the single-user private joint com-
pression and watermarking scenarios (see, e.g., [33], [89]). Furthermore, in this
single-user case, it can be shown that R;,(D) = Rou(D) = R(D) (see e.g., [34,

Theorem 2.1|, for the case of discrete alphabets).
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2. Attack-Free Channel. Let [ : X x Xy — Y be a bijection and let Y = [(X;, X5).
(5.1)—(5.3) reduce to

R < min{Ri—I(Ul;Xl), H(leUl)}, (5.10)
R < min{Rg—I(Uz;Xz), H(X2|U2)}, (5.11)
R+ R < H(X\|U)+ H(X,|Us). (5.12)

Note that the last inequality is a redundant condition and thus can be removed.
As a result, this reduces to two parallel joint compression and watermarking prob-
lems with no attacks. For this case, we can easily show that R;,(Di, Dy) =
Rout(D1, Do) = R(Dy, D). Furthermore, R(Dq, Ds) is the Cartesian product of
R(D;) and R(D;), where R(D;) £ max ‘min{ R—1(Us; X;), H(X,|Uy)},

i=1,2.

5.4 Proofs

5.4.1 Proof of Theorem 5.1

We first give an outline of the proof. We need to show that for given Qu,v,, Wy x, x,, and
any (RL, R2, R, R?) € Rin(D1, Ds), there exists a sequence of JCPW codes (¢\™, i ™)
such that P — 0 as n — oo and for any § > 0, %E[di(Uﬁ,gogn)(m,Uf))] < D; +9,
1 =1, 2, for n sufficiently large.

Fix (Px,u,, Px,|u,) such that the following are satisfied for some ¢ > 0 (¢’ will be

specified later),

R < min{R; (U X)) — €, I(X0; Y| X, Uy, Us) — e/}, (5.13)
R < min{Rz (U Xo) — €, [(Xo; Y[ X0, Ur, Us) — e’}, (5.14)
RL 4+ R < I(Xy, Xo; YU, Uy) — €, (5.15)

103



5.4. Proofs

E[d;(U;, Xi)] < Di, i = 1,2. (5.16)

Define

)

. 1 . .
P 2 Pr(—dy (UL ¢ (Wi, UP) > Dy + ed™), i = 1,2,

We will prove that for any €; > 0, the following probabilities, which are averaged prob-

abilities over a family of random codes (gogn), <p§")), satisty

E[P™] < e, E[PM <6, E[R"]<e

for n sufficiently large. Then E{P{™ + P + P{"} < 3¢,, which guarantees that there
exists at least one pair of codes (o™, ") such that P™ + P™ + P{"™ < 3¢, and hence
Pe(n) < 3eq, Pl(n) < 3eq, PQ(n) < 3¢, are simultaneously satisfied for n sufficiently large.

Finally, it can be easily shown that Pi(") < 3¢; implies for n sufficiently large that

(2 3

1
“E [di(U.”, S W, UM| < Dy + ed® + PPdrer < D, 1 6.
n

Random Code Design

In what follows, the e-strongly typical set 7. is defined under the joint distribution

Prv,x,x,v = Quyvs Pxy vy Pxa oo Wy 1 x: X0

and all the marginal and conditional distributions, e.g., Py, x,, Pu,|v.x,, etc, are induced
by Pu,u,x,x,y defined in the above. The parameter €, which is chosen sufficiently small,

will be specified later in the proof.
£ on(Ri-R,)

Random code generation. Let ¢ = 1,2. Denote L; . For every w; € W;,

randomly generate a codebook

Cu; = {xi(wi, ts); ti=1,-++,L;}

(3
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5.4. Proofs

where each codeword x;(w;, t;) is independently and uniformly drawn from the typical
set 7. (X;). Denote the whole codebook for Encoder i by C() = {Cui o “ |, where we
recall that M! = 2"Ru Reveal the codebooks to both encoders and the decoder.

(n)

Encoder gagn). To define the encoder ¢, we need some new notation. Following [54],

we introduce a conditional probability

A(n) (ul,xl) é P(n)

U Xo|U1 X1 {(uz,%2) : (u2,%x2) € '];(")(Ug,Xg|u1,x1)|u1,X1}. (5.17)

For p1 € (0,1), let

fﬁf?(Ul,Xn 2 (%) s AV (g, %) > 1— ) (5.18)

U1|X1 {1112 ul,xl Ef (Ul,Xl)} (519)

By definition, we have fﬁz)(Ul, X;) C ’Z(”)(Ul, X1). Moreover, we introduce the follow-

ing sets based on fﬁ(fg)(Ul, X) for later in the proof,

f X1|1I1 {Xll 111,X1 GF (U17X1)}
]—“ {ulz up, X1) 6.7:( J(Uy, X1) for some Xl}

fé@(Ul) S {u1 : P)(g)lUl{xl X, € .7:;(;‘2()(1|u1)‘u1} >1- u}.

Given wy € {1,..., M!} and uy, gogn) seeks the first codeword x;(wq,t;) with ¢; <
Ly —11in C,, such that u; € .7-"&@(U1|X1(w1,t1)). If no such codeword is found, choose
x1 (w1, L1). The resulting x; (w1, t1) (or x1(wy, L1)), known as the stegotext gpgn) (wy, 1)

or denoted by x;(wy,uy), is then sent to the (attack) channel.

Encoder (pé"). To define the encoder @é”), we introduce the following notation. For

the above given ng”, let

Ml
1 ~ n n n
Bg(ol)(u%XQ) = 2”—qu1; Z P[f[1|)U2X2 {ul : (ulagpg )(wbul)) € Z( )(U17X1|u2ax2>‘u2ax2} .
wi1=1
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For v € (0,1), let

F o1, VE(U27X2) {(UQ,XQ) . Bfﬁ)(UQ,Xg) Z 1-— V} s (520)
ftpl e U2|X2 {u2 112,X2 € f;p?)ye(UQ,Xg)} . (521)

By definition, it is seen that fs(p??y,e(Ug, Xy) C Z(")(UQ, X3). Moreover, we introduce the

following sets based on ]—gf?y,e(UQ, X,) for later in the proof,

Fir X2|112 {Xz (ug,x2) €f¢lye(U27X2)}a

©1, I/E

501 Z/€ {UQ UQ,XQ S f(n (UQ, X2) for some Xg} ,

©1,V,€

ch Vg(Ug) {112 : PX2|U {Xg Xo € ‘/Tcm M(X2|u2)‘u2} >1- I/} .

Given wy € {1,2,..., M2} and uy, gp( ") seeks the first codeword X (wo, ta) with ty <
Ls in C,, such that uy € f¢?7y7e(Ug‘X2(lU2,t2)). If no such codeword is found, choose
X3 (ws, La). The resulting xa(ws, ty) (or Xg(ws, Ly)), known as the stegotext gpé") (w2, ug)

or simply denoted by xs(ws, us), is then sent to the (attack) channel.

Decoder ™. The decoder has full knowledge of (u;,u,), and thus can generate
all possible stegotexts {gpgn)(wi, ui)}fl\i’fgl, 1 = 1,2. Upon receiving the sequence y, the

decoder finds the unique pair (@wy, ws) such that, (X;,Xs,y) € 7. (X1, Xo,Y|ug,uy),

where %; = o\ (@1, u1) and Xy = ¢{" (W, uy). A decoding error occurs if at least one

of the following event occurs:
L. Ep: (g, ug,x(wy,u), Xo(wa, uz),y) ¢ i(n)(UhU%Xl,X%Y);
2. Ej: there exist w] # w; such that

(U-l, Uz, Xl(wllv U—1); Xz(’wz, 112)7 Y) S Z(n)(Uh Us, X1, Xy, Y)E

3. Es: there exist wj # wsy such that

(111, Uz, Xl(wh 111); x2(w’2, 112)7 Y) € Te(n)(Uh Us, X1, Xo, Y)%
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4. Ej5: there exist w} # w; and w) # wq such that

(111, Uy, Xl(wL u), x2(w’2, 112)7 }’) € Z(n)(Uh Us, X1, Xo, Y)~

Bounding Ecu) ¢ [H(n)]

We first give two useful lemmas.

Lemma 5.3 Given p € (0,1) and u; € fﬁfﬁ)(Ul),
|fﬁxxﬂug|2;(L—%)2MH”““*W> (5.22)

for n sufficiently large. For any u, € ﬁé??y,e(Uz),

| Fn)

Pp1,V,€

(Xa|uy)| > (1 — v) 2nHX2ll2)=m) (5.23)
for n sufficiently large.

Proof: The proof is given in Section 5.4.3.

Lemma 5.4 Given p,v € (0,1), we have
n Ui
> w) < o (5.24)
(Fid))e
and

p (=) (24 2+ )

2

Eca Z Qg;) (112) <

(FSD e (U2))e

(5.25)

. _on(e'—2 _o—n(I(X1;Uq)+2
for n sufficiently large, where \ & ¢=2"( 7 g2 "1tV

Proof: The proof is given in Section 5.4.4.

Note that the two encoders are designed asymmetrically. Encoder 1 works with
codebook CV, while Encoder 2 works with both C) and C®. Thus, we need to bound

P™ and P{™ separately.
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We first bound Eca) o) [Pl(")]. Since Encoder 1 only depends on CY; we may also

write it as
Eeo [P™] = EC(UPr(%dl (Ur, (W, U7)) > Dy + ed’f”).
For a randomly chosen subcodebook C,,, = {x1(w1,t1),t1 = 1,2, ..., L1}, define
0, £ {t1:t1 < Ly — 1wy € F(Ur]x1(wi, 1)) } -

Given w; and uy, define the waiting time for finding a codeword in C,,, by

min{t; : t; € 6,}, if 6, # O,
T(uy,C,y) 2 thit &b A6 7 (5.26)

Ly, otherwise .
Given u; and Cy,,, if T'(uy,Cy,) < L;—1, then we have (ul, 905”) (wy, ul)) € ]-“,Sf?(Ul,Xl) C
ﬂ(n)(Uth)- For eVerY(uhSOgn)(wlaul)) € ﬂ(")(Ul,Xl), we have

1 n max max
Edl (111780§ )(whul)) < E[di(Uy, X1)] + ed(*™* < Dy + edy

for n large enough, where the first inequality holds by the definition of e-strong typicality,
and the second inequality follows by (5.16). Thus

M1

w

n ]- n
B P{"] = Ecor | gomr 2 D Q1) (w)@ {T(w1,Cy) = L1}

wi=1 Up

> Qi (w) Y Pr(Cy,)1{T(u1,Cy,) > Ly}

F () Cuy

+ > QY (w). (5.27)

(F(n))e

IN

By Lemma 5.4, we have

> W) < % (5.28)

(F) (U))e
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for sufficiently large n. Let F, be the uniform distribution on ’]Z(")(Xl). For given

u; € FW(Uy), we have

> Pr(Cy,)1{T(1,Cuy) > L1}

Cuy
Li—1
= H []_ — Pg {xl(wl,tl) Ty € fﬁ@(Ullxl(wl,tl))}] (529)
t1=1
Li—1
= |:1—P0 {xl(wl,l) . 5] GFISTLE)<U1|X1(IU1,1))}:|
= |:1—P0 {Xl(wl,l) G./TS”LE)(Xﬂul)}}LI_l
[ (n) bt
_ |y P (K fw)|
7 (X))
(1 — mygnHXafv)-m ]t
. H
S (X)) (5.30)
: on(RL-RL)_4
= [1-(1- Q)Z_n(I(X1§U1)+277):|
L H
< 1-(1- ﬂ) + exp{—2"Fe—Ru—1(X300)=20) _ g=n(I(X3;U1)+2n)} (5.31)
i
< n 4 e_gn(d*?n) 8_2*71(1’(?(1:U1)+2n) (532)
1
a N
= =4 (5.33)
"

where (5.30) follows from Lemmas 5.1 and 5.3, (5.31) follows from the inequality (1 —
)k <1l—a+e™for0<azy<1, k>0, (532) holds from (5.13), and we define
)\ _ 6_2n(6l727])6_277L(I(X1§U1>+27]) .

in (5.33), which goes to 0 as n — oo. Consequently,

plugging (5.33) and (5.28) back into the average distortion expression (5.27) yields

Eeo [P™] < g ta+ L <q (5.34)

G
for n sufficiently large (recalling that  — 0 as ¢ — 0 and n — oo, we can make €;

arbitrarily small for n sufficiently large and e sufficiently small).
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Next we bound
n 1 n n n max
EC<1),C(2) [Pl( )] — EC(U,C(?) Pr(ﬁdl (U2 7ng )(W2’ U; )) > Dy + ed; )

By introducing a waiting time variable T'(ug,C,,) defined similarly as T'(uy,C,,), we
know that for any uy and C,,, such that T'(u,Cy,) < Lo —1, we have (ug, gpgn) (wy, ug)) S
F, (Us, X3) € T (Us, X3), and for any (us, o{" (w,, w)) € 7" (Us, X5), and thus

1
ﬁdZ (UQ7X2(S2, UQ>) < E[dQ(UQ,XQ)} + Edglax < D2 + Ed;naw

for n large enough. Then we have

M2
n 1 - n
Ecwy cor[P3"] = Eew e 271—312”10221;@82)(112)1 {T'(u2,Cu,) > Lo}
1 Mg)
< Eeo g 2 D QU (w)D Pr(Cu)1{T(u2,Cu) > Lo}
w2=l F0 (U2) Cus
B | Y. QW (w)| . (5.35)

(7o, ()"
The first term in the right side of the above inequality can be upper bounded in a similar
manner as in (5.29)—(5.33) to obtain
> Pr(Cu,)1{T(u3,Cyp,) > Lo} < v+ A (5.36)
Cug
for any wy and u, € Jf“éﬁ‘?y,e(UQ). The second term can be upper bounded using Lemma
54.
Therefore, we obtain
(=) (24 A+ )
2

€1 (5.37)

Ecw e [PS)]

IN

v+ A+

IN

for p, v sufficiently small and n sufficiently large.
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Bounding E.q) ee) [Pe(n)]

To analyze the average probability of error, we need the following lemma.

Lemma 5.5 For any ¢y, e € (0,1), one can choose u, v € (0,1) sufficiently small such

that

1 M2
Eco) co on(AL ) Z Z P((J1)U2 (V € 7;( )(Tl,Ul, UQ,TQ)) >1—¢

wi=1wo=1

for n sufficiently large, where v = (¢§")(w1, u;), Uy, Uo, cpé") (wa,uz)), and the expectation
is taken with respect to the random codes C and C®.

Proof: The proof is very similar to the proof of the extended Markov Lemma in [54,
Lemma 3] for correlated Gaussian sources. A self-contained proof is provided in Section

5.4.5 for the sake of completeness. O

We now bound the average probability of error

P = Pr{y™M(y", UL, US) # (Wi, Wa)}

e

< Pr(Ag) + Pr ({™ (Y™, UL, Us) # (Wi, Wa) H|AS) (5.38)
where Ay is the event
Ag ¢ (x1(wy, uy), uy, uy, Xa(ws, uy)) & TV (X1, Uy, Uy, X).
Consequently, taking expectation in (5.38) and using the union bound, we have

3
Eco e [PM™] < Eew e Pr (Ao) + Eew ¢ Pr (EolAf) + Y | Eew) e Pr (Eil Af) . (5.39)
k=1

First of all, it immediately follows from Lemma 5.5 (with u = p(ey) and v = v(ep)) that
Ec(l),c@)Pr (AO) < € (5.40)
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for n sufficiently large. In the following, we set ¢y = €;/5 throughout the proof. When
A$ holds, since y is drawn from the conditional distribution W;f&l x, (%1, %2), it follows

from Lemma 5.2 that
]Ec(l)yc(z)PI' (Eo‘A(C)) < €0 (541)

for n sufficiently large. It remains to bound Ecq) ¢ Pr (Ek|A8) for k = 1,2,3. Using

the union bound we write

]EC(U’C(Q)PI' (E1 |A8)

< ¥ Pr({(Uf,U;,X{L(w;,Uf),xg(wQ,Ug),Y") c 7;<">(U1,U2,X1,X2,Y)}}Ag).

w'ﬁéw1
Since X{'(w},U") — U} — Uy — X3 (wy,U}), and by construction, X' (w},U]") is

independent of Y given U7 if w} # w;, we have

Pr<{(U1”,U;,Xf(w’l,Uf),Xg(wQ,Ug),Y") e T, UQ,Xl,X2,Y)}|A6)

- 2 2.

(u1,u2,%2,y) €T (U1,U2,X2,Y) x1 €T (X1 [ur,uz,x2,y)
n n n n n C
Pr (U1 =uy,UJ = ug, XJ(we,Uy) = x9,Y :y|A0)

x Pr (X7 (w},Ul) = x1|U}' = wy, U = ug, X3 (w2, U3) = %2, Y™ =y, Af)

— Z Pr (U} = uy, Uy = up, X3 (ws, Uy) = %2, Y™ = y| Af)
(u1,u2,x2,y)€7~€(n)(U1,U2,X2,Y)
> Pr (X7 (w}, U7) = x:|U]" = ;) . (5.42)

x1€T™ (X1 [ug,ug,%2,y)

Recalling the definition of T'(uy,C,,) in (5.26), we have

Pr{X{(w},U7") =x|U} = u }
= Pr{T(u;,Cyp) < L1 }Pr{X{(w}, U}") = x|U] = uy, T(u1,Cpy) < L1}

+ Pr{T(uy,Cuy) = L1 }Pr{X7(w},U]") = x1|U}" = wy, T(uy,Cuy) > Ly}

/
1
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1
= Pri{T(w,Cy)< Li{———+PriT(u,Cyp ) > L1 j——— (543
AT G 1}|F(n)(X1|u1)| AT G 1}|7z<"><xl>| o4
1
T v (5.44)
|fue(X1’u1 ( )
= (1 M)Zn[HXﬂUl) 7] ( ) Xl) 7] (5.45)
n
= (1- )2”[HX1IU1) ] (/_i ) X1|U1) ] (5.46)
1 1
B [1—g+ﬁ+A} OnlH (X:1[U1) =] (5.47)

for n sufficiently large, where (5.44) holds by applying (5.33), (5.45) follows by applying
Lemma 5.3 and Lemma 5.1, and (5.46) holds since conditioning reduces entropy. Letting

(5.47) back into (5.42), we obtain

7—1(7]’ 22 /\) = 1

Pr({ (U, Ug, X7 (), UF), X5 (w2, UF), Y™) € T (UL, Up, X3, Xa, V) }] 45 )

< > Pr (U7 =y, U = uy, X3 (ws, Uy) = x5, Y™ = y| 45)
(U1,U2,XQ,Y)€7E<TL)(U1,U2,X2,Y)
Z 1 (777 s )‘)
on[H (X1|U1)—7]
X1€Te(n) (X1|u1,u2,x2,y)
(n) T1 (777 1y )‘)
< ‘7; (X1|1117112,X27Y)|m (5.48)
n[H(X1|U1,U2,X2,Y)+17] (1, pt, A)
s e T (5:49)
S T]_ (,'7’ ILL, )\)Q—H[I(Xl;U27X27Y|U1)—277]

— 7_1 (77 ,LL )\)Z—R[I(Xl;UQ,XQ|U1)+I(X1;Y|U17U2,X2)—277]

7-1(777 L, )\)Q—H[I(Xl;Y|U17U2,Xz)—277] (5'50)

where the last inequality holds since Xy, — U; — Uy — X5. Thus

Ecw e Pr (E1|A) < 7i(n, p, A)2nRwg U (Xa¥1U1.Ua Xa)=2n)

< 7'1(77,M, )\)Qn[I(X1;Y\U1,U2,X2)7€’,[(X1;Y\U1,U2,X2)+217] (551)

1 (777 I, )\)2-71(5’-277)
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S €0 (552)

for €, u small enough and n sufficiently large, where (5.51) follows from (5.13). Similarly

we can obtain

1

n n n 1
PI'{XQ (wé7U2) :XQ‘UZ :]_12} S [:+V+)\:|W (553)
Defining (v, \) £ & + v + A, we have
Ecu)’c(z) Pr (EQ‘A(C]) S TQ(V, )\)Q—n(e’—Qn) S €0 (554)

for € small enough and n sufficiently large.

It remains to bound E¢q) ¢ Pr (E3{A6). Using the union bound we write

EC(U,C(Q) PI‘ (E3 ‘A(C))

<>y ¥ Pr({(U{‘,U;,X{L(wi,U{L),Xg(w;,UZ"),Y”) € Z(”)(Ul,UQ,Xl,XQ,Y)HAg).
wh Fw1 whFws
Since X7"(w},Uy") — Uy — Uy — XJ(wh,UL), and by construction, X7 (w},U7") and
X5 (wh, Uy) are independent of Y™ given (U}', UY') by noting that w] # w; and w} # ws,

we have

Pr<{(Uf,U;,X{L(wg,U{L),X;L(%,U;),Y") c 7;<">(U1,U2,X1,X2,Y)}\Ag)

_ > > Pr{U} = uy, Uy = uy,Y" = y|Aj}

(u1,u2,y) €T (U1,Us,Y) (x1,%2) €T (X1, X2 ur,u2,y)

x Pr{X{(w}, U}") = x1, X3 (w), U}) = %2|U}' = u, Uy =1, Y™ =y, A5}

- 2 > Pr{UT = w, U =, Y" = |43}
(u1,u2,y) €T (U1,Us,Y) (x1,%2) €T (X1, X2 ur,u2,y)
x Pr{ X7 (w}, U}') = x:|U}' = wy }Pr{ X3 (w}, U') = %2 |U; = s}
on[H (X1,X2|U1,U2,Y)+n]

< (0,1 N7 ) S o SR T <)
9nlH (X1,X2|U1,U2,Y)+1]
— 7_1(777/’[’7 A)TQ(V; )\) 277,[H(X1,X2‘U1,U2)_277] <555)
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= (n, g1, \)7a(v, )27 KXY UL Uz) =30] (5.56)
where (5.55) holds since X; — U; — Us — X5. Thus

Ec e Pr (B3| Af)
< 7 (777% /\)TQ(V, )\)Qn(R§0+R$U)2—n(1(X1;Y|U1,U2,X2)—3n}

< 7 (7], I, )\)7-2(,/7 )\)2”[1()(1,Xz;Y|U1,U2)—E/—I(X17X2;Y|U1,U2)+37ﬂ (5'57)

= 7n(n, p, A\)12(v, )\)2’”(6/’3’7)

IN

€ (5.58)

for e small enough and n sufficiently large, where (5.57) follows from (5.15).
Finally, substituting (5.40), (5.41), (5.52), (5.54), and (5.58) into (5.39) yields

Ec(l),c(Q) [Pe(n)] S 560 = €1 (559)

for € sufficiently small and n substantially large.

Completing the Proof

By (5.34), (5.37) and (5.59), We obtain
E P™ 4+ P 4 PV} =E P™] +E PM+E PM <3
cw co{ P + P + Py} = Eewy o) [P] + Ecoy e [P1] + Ecw e [P ] < 3Bey,

which implies that there exists a pair of codes (CV), C?)) such that P < 3¢, Pl(") < 3ey,
PQ(”) < 3e; are simultaneously satisfied for n sufficiently large.

Furthermore, if Pi(n) < 3¢1, we have

1 n
EE[di(U{l,X{‘)] < Dy + ed? 4 Bow o [P)d"

< D;+54

as n — OoQ. O
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5.4.2 Proof of Theorem 5.2

We need to show that any sequence of achievable JCPW codes (901 ,<p2 ) ) with
rate quadruple (R., R%, R!, R?) must satisfy (5.4)—(5.6) for some auxiliary RV’s V with

joint distribution Py, u,x,x,v € 75D1, D,- 1t follows from Fano’s inequality that
H(Wy, WoY™ UT, U') < n(R), + Ry)PM™ + H(PM™) £ ne,. (5.60)
It is clear that ¢, — 0 if Pe(n) — 0. Since

H(W,|Ur, U, X2, Y™)

HWAUY, Uy, Y™) — I(Wy; X3|UY, Uy, Y™)

< HW|UT, U3 Y™
< H(Wy,Wo|UT, U, Y™), (5.61)
we have
HWA|UM, Uy, X2, Y™ < HWp, Wa|Y™ UL, U) < ne,. (5.62)
Similarly,
H(WL|UT, Uy, X1, Y™) < ne,. (5.63)

Because W is uniformly drawn from the message set {1,2, ..., 2”311»} and is indepen-
dent of (U, U}, X}), we have
= H(W[UT, Uy, X3)

= I(Wy YUY, Uy, X3) + H(WA|UT, Uy, X3, Y™)

IN

HXE Y |UT, U, XP) + e, (5.64)

where the last inequality follows from the data processing inequality and (5.62). Note

that
I(X7; YOy, Uy, Xy) = HY"| U Uy, Xy) — HY™ | XY, UL, Uy, X3)
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= Y HY,|Y"LUp, Uy, X3) — H(Y"| X7, X3)

=1

< D HEIUy, Uay Xog) = 3 S HYY L XYL X)) (5.69)
=1 =1

= D HY}|Uy; Uz, Xog) = Y H(Yj|X05, Xo) (5.66)
=1 i=1

= Y H(Y;|Uy;, Usj, Xo) = > H(Yj| Xaj, Xoj, Usj, Usj)
j=1 j=1

= Y I(X15; Y| Uy, Uy, Xo),
=1

where (5.65) holds since conditioning reduces entropy, and (5.66) follows by the memo-
ryless property of the channel.

On the other hand, we have
= H(W[UT) (5.67)

= I(Wy; XT|UT) + HWAXT, UT)

= I(Wy; XT|U7) + HWA|XT, UY, Uy, X5) (5.68)
< I(Wy XU + HWL Y™, Ur, U, X3 (5.69)
< I(Wy; XU + ney, (5.70)
= H(X"|UP) — H(XMU®, W1) + ne,

= H(XT|U) + ne, (5.71)
= H(XT) - (H(XT) = H(XT|UT)) + ne,

< nR:—I(X}UD) + ne, (5.72)
= nR, — H(UY) + H(UY|XT) + ne,

< nR! - zn: H(Uy) + Zn: H(Uy;|X1j) + ney (5.73)

J=1 Jj=1
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= nRi — Z](Ulj;X1j> + ne, (574)

j=1
where (5.67) holds since W is independent of Uj"; (5.68) holds from the Markov chain re-
lationship W; — (X7, UT") — (X%, UY); (5.69) holds from the data processing inequality
and the Markov chain relationship W, — (U}, U}, X7, X3') — (U7, U3, X3, Y™); (5.70)
holds from (5.62); (5.71) follows from the fact that X7 is a deterministic function of U}’
and Wy; (5.72) holds since nR! > H(X7); and (5.73) holds since conditioning reduces
entropy.

Hence we obtain

, 1< 1<
R. < mm{Ri - = YU Xy, — Y I(X Y|, Uzj,XQj)} ten  (5.75)

Jj=1 Jj=1

Similarly, we have

, 1 & 1 &
R? < mm{Ri = 3 (U Xap), > (Xt YUy, Uzj,le)} Yen  (5.76)
j=1

=1

To bound the sum of the rates, we have

= H(W,Wy|UT", U3)

= I(Wh, Wo; YUY, Ug) + H(Wy, Wo|UT, U3, Y™)

IN

I(XT, X5, YUY, Uy') + nen (5.77)
where (5.77) follows the data processing inequality and (5.60). Now
I(XT, X3: YU, Uy)
= HY"[Uy,Uy) — H(Y"|UT, Ug, X1, X3)

= > HY|YLUpUy) - HY" X7, X7)

=1
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< D H Uy, Uy) =Y HY; Y XY, X)) (5.78)
j=1 j=1

= > HY|Uy, Uy) = Y H(Y;| X1y, X)) (5.79)
j=1 j=1

= > H(Y|Uy, Usy) = Y H(Y;| X, Xs5, Usy, Usy)
j=1 j=1

= > I(Xuy, Xo3 Y |Uy, Usy)
j=1

where (5.78) holds since conditioning reduces entropy, and (5.79) follows from the mem-

oryless property of the channel. Therefore, we have

1 n
R+ R? < - > I(X1y, Xoj; Y| Uiy, Usy) + €. (5.80)

j=1

We next introduce an auxiliary RV to simplify the bounds (5.75), (5.76), and (5.80)
with single-letter characterization. Define a RV V' with alphabet {1,2,...,n} and distri-
bution Py (v) = 1/n. We next introduce RV’s U; and U, which are independent of V'

such that
PI“(U1 =uy, Uy = U2) = PT(Ulj = Uz, U2j = U2) = QU1U2 (U17U2)

for all (uy,us) € Uy XUz, j = 1,2,...,n. Furthermore, we define new RV’s X7, X,, and
Y by

Pr(X: =21, Xo = 20, Y = y|V = j) = Pr(Xy; = 21, Xyj = 22, Y; = )
for all (z1,z9,y) € X1 x Xy x Y. It follows that
1 n
ﬁ ZI(XM;Y]'\UU, U2j7X2j) = I(X1;Y\U17 U27X27V)-
j=1

This shows that
RL < I(X; YU, Uy, X5, V) + €. (5.81)
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By a similar argument, we can show that

R < I(X; YUy, Uz, X1, V) + €, (5.82)
RL < R! — I(X;;UL|V) + €, (5.83)
R2 < R* — I(X3;U|V) + en, (5.84)
RL + R < I(X1, Xo;Y|UL Uy, V) + €. (5.85)

For such RV (V, Uy, Uy, X1, X5,Y), we have the Markov chain relationship (V, Uy, Uy) —
(X17X2) — Y. In fact,

Pr(Y =y|V =4,U; = uy,Us = ug, X1 = 11, Xo = 19)
= Pr(Y; = y|Uy; = w1, Uzj = ug, X1; = 21, Xoj = x2)
= Pr(Y; =y|Xy; = 21, Xp; = 12)
= Wyix,x, (ylz1, 22).

Similarly, we can prove that the Markov chain relationship X; — (V,U;) — (V,U) —

X5 holds. Therefore, the joint distribution Pyy,y,x, x,y can be factorized as

PVU1U2X1X2Y - PVQU1U2PX1|U1VPX2|U2VWY|X1X2'

Next we bound the distortions E[d;(U;, X;)]. Since (R!, R?, R}, R?) is achievable
under the sequence of codes (gog ), go(") (), this implies that for any § > 0 and n large

enough, we have

D;+¢

v

E]E[d (Ur, oM (Wi, U)]

)

- o ZZ@ (s, " (wi )

w;=1 U

1
= _ Z Pr(U = w;, X' = x;)d;(u;,x;)
n

n n
Ul x X
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- %i Z Pr(U" = v, X7 = x;)d; (wij, z45)

J=1 UM XA
= va( Z Pr Uz] = ul]"Xl] = x”)di(uij,xij)
Uy x X;

7=1 U; x X;
= Z Z Pr(U; = v, X; = x;, V = j)di(w;, ;)

=1 Ui x X;
= Z Pu,x, (i, i) di(ui, ;).

Z/{iXXi

Thus we obtained that E[d;(U;, X;)] < D; 4+ § for i = 1,2. Combined with (5.81)—
(5.85) and recalling that lim,, . €, = 0 and that R(D;, Ds) is closed, we conclude that
R(D1, Ds) C Rowt(D1+9, Dy+0) for any § > 0. This, and the fact that in the definition
of Rout, the random variable V' can be taken to have a fixed finite alphabet (as we
show next) implies that (| Rouw (D1 + 6, Ds + 0) = Rowi(D1, D2). Thus R(Dq, Ds) C
Rout (D1, D2) as claimed. .

It remains to show that the alphabet of the random variable V' can be limited by
V| < |t ||Us|| X1 || Xs| +4. To this end, we will need the following support lemma, which

is based on Carathéodory’s theorem.

Lemma 5.6 ( [15, Support lemma, p. 311]) Let P(X’) be the set of distributions defined
on a finite set X (represented as the probability simplex in RI¥ |) andlet f;, 7 =1,2,..,k
be real-valued continuous functions on P(X’). For any probability measure p on the Borel
o-algebra of P(X), there exist k elements Py, Ps, ..., P, of P(X) and k non-negative reals

a1, Qa, ... With Zle a; = 1 such that for every j = 1,2, ..., k

jP dP: OzijP
/me()ﬂ( )= 3ot
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Before we actually apply the support lemma, we first rewrite all relevant mutual

informations of (5.81)—(5.85)

[(X YU, Us, X0, V) = H(Y|Up,Us, Xo,V) — HY|Uy, Us, X1, X5, V)

= H(Y|Uy,Us, Xo,V) — HY| X1, X5); (5.86)
[(Xo; YUy, Us, X1, V) = HY|Uy,Us, X1, V) — HY|Uy, Us, X1, X2, V)

= HY|U,Us, X1,V) — HY | X1, Xs); (5.87)

R —I(X;U|V) = R—H(UL|V)+ H(U|X,,V)
= R! - H(U)) + HU|X,V); (5.88)
R? — [(Xy:Ub|V) = R?— H(Us|V)+ H(Us| X2, V)
= R — H(Uy) + H(Ua| X, V); (5.89)
[(X1, Xo; YU, Uy, V) = H(Y|U, Uy, V) — H(Y|Uy, Uy, X1, Xo, V)

= H(Y|U,Us, V) — HY|X1, Xa). (5.90)

Note that H(Y | X1, X3), H(Uy), and H(Us) are unaffected by V since V- — (X1, X5) —» Y
forms a Markov chain relationship, and U; and U, are independent of V. Thus, it is
sufficient to preserve the values H(Y |Uy,Us, X1,V), H(Y|Uy, Uy, Xo, V), H({U;|X1,V),
H(U| X5, V) and H(Y|Uy, U, V).

Now define the following real-valued continuous functions of a generic distribution
P over U; x Uy x X x Xy for fixed v € V, where Uy X Uy X X X Xy is assumed to be

{1,2,...,m}, m £ |Uy||Us||X; || X>| without loss of generality:

fi(P(-|v)) = Pu, v, x, x,v (U1, U, 1, 22 |v), i 2 (uy,ug, w1, 09) =1,...,m —1;
fu(P(|v)) = H(Y|Uy, Uz, X1,V = v);

fusr(P(|v)) & H(Y|Ur,Up, X2,V = v);

fut2(P([0)) = H(UW| X1,V = v);
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fmrs(P(0)) & H(Ua| X,V = v);

fm+4(P('|U)) = H(Y|U1,U2,V:U).

It is easy to see that the f;, ¢ = 1,...,m + 4, are continuous in P(-|v). Applying the
support lemma, there must exist a new RV v (jointly distributed with (Uy, Uy, X1, X3)),

whose alphabet size is |V| = m + 4 = |U; |[Us||X1]|Xs| + 4, and it satisfies:

PUleXle(ulvu%xlﬂx?) = ZPV<U)JCZ(P(‘U))7

H(Y|U,,Us, X1, V) = ng(v)fm(P(~!v>);

H(Y|Uy, Uy, X5, V) = ng(v)me(P(-lv));

HU X, V) = EPV(U)fm—W(P('W));

H(Us| X5, V) = EPV(U)fm—H’)(P('W));

HY|U;,Us, V) = ng(v)fm+4(P(-|v))-
peP

Furthermore, this RV V maintains the distortion level E[d;(U;, X;)] < D; + 4, since the

joint distribution Py, y,x, x, (U1, u2, 1, x2) is preserved. This completes the proof. a

5.4.3 Proof of Lemma 5.3

Using Lemma 5.1, we have

PO T xa € FO(Xfwn) g )

= Z P)(g)ﬂfl (X1|u1)

x1€F (X1 |uy)
< FR (X fuy)| - 27T, (5.91)
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On the other hand, by the Markov inequality, we have
P(n) {Xl X1 € FA(Z?(X1|U1)|111}

— pr

X1)|U1 {Xl : A(n)(ulaxl) >1- :u‘ul}
= 1- P)(g)\Ul {xi:1- A (uy, %) > M|u1}

L L By [A™ (0 X))

> : (5.92)
L
where
Exppop [A™ (w1, X7) ]
= Pr{ (w, X7, 02, X7) € TO (U, X, U, Ko |
> 1= (5.93)

Combining (5.91)—(5.93), we get (5.22). Similarly, by the definition of fé??y,e(Xﬂug) and

Lemma 5.1, we have
P, {2 %0 € FLD, (Ko fu)fus}

_ Z p}g}w (x2|us)

x2€F Y e (Xaluz)

< | F® (X|u)| - 9—n(H(X2|U2)—n) (5.94)

S or

for n sufficiently large. Given any u, € fé’f?y,e(Uz), recall the definition of férf?y,e(Ug),

we have
P {x2 i %0 € FIY, (Xwy)[ug} > 1w, (5.95)
(5.23) immediately holds by combining (5.94) and (5.95). O

5.4.4 Proof of Lemma 5.4
By definition

Pr{ (U7, X}) € F (U, X1) |
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= Pr{(ul,xl) : A(”)(ul,xl) >1— ,u}
= 1—Pr {(ul,xl) : A(”)(ul,xl) <1- /L}

= 1- Pr{(ul,xl) 1= A(”)(ul,xl) > N}
~ Eypxp[l - AU, X))
1

v

1 , (5.96)

where the last inequality is from Markov’s inequality. Since

Eupxp[l — AU}, X7)]
= 1 —Eypxp[A™(U7, X7)]

= 1- Z P((JT;ﬁ(ul,X1>A(n)(U1,X1)

UP < Xp

- 1- Pr{(U{L,X{‘, Ur, X2y € T™ (U, X, UQ,XQ)}

<, (5.97)
we have

Pr{(U{L,X{L) c fﬁ@(Ul,Xl)} >1- Z (5.98)

Similarly,

Pr{Up e F(vy) |
= 1- Pr{(ul) :1—Pr {Xln S fﬁ)(Xﬂul)‘ul} > ,u}

B [1 . Pr{X;l € ]—",S’,?(XJU{IHU{LH
1 _ 1

v

1
1= Pl (U7, X7) € AU, X))

1

- 1

1—(1—1
o, ey

_ - (5.99)
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or equivalently,
Y Py <L (5.100)

Next we prove (5.25). It follows from the definition that
Pr{(U3. X3) € FL, (Un, Xa) }

= Pr{(uz,xs): Bgi)(ug,xg) >1-v}

= 1—Pr{(usxs):1— B&?)(UQ,XQ) > v}

1 — Bynxn [B&(UR, X7
> 1 vpxy [Be' (U3 2)]7 (5.101)
174

where the last inequality is from Markov’s inequality. Since

Eypxyp [Bé?)(U§7 X3)]

= Y P (0, %) BY (12, %)
UFXXT
1

1

= oo Do Pr{(U{‘wo(l")(wl, U, Uy, X3) € 7;<”><U1,X1,U2,Xz>}
wi=1

Ml
1 2 n n n n n
= onRj § : E :le)(ul)Pr{(UQ,Xg) € T(Uy, Xaluy, i} )(wbul))’ul}

wi=1 U}
1
= onRL Z Eyp [A(”)(Uf, @gn)(wh U?))}
wi=1
> (1—p)Pr {u1 : A(")(ul,gogn)(wl,ul)) >1-— u} : (5.102)

where (5.102) follows from Markov’s inequality. Note that the probability in (5.102) is
exactly the probability of successfully encoding for Encoder 1, i.e., Pr{u1 :T(uy,Cy,) <
Ll}, where T'(uy,Cy,) is defined by (5.26). Taking the average over C(Y), we obtain

s e A ) 21
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= Ee,, [Pr{ul 1 T(uy,Cyy) < Ll}]
= 1-E, [Pr{ul :T(uy,Cy,) > Ll}]

> 1- <Q+A+%) (5.103)
" "

for n sufficiently large where the last inequality holds from (5.27)—(5.34). Hence,

Eco) [Bupxg [BU (U, X3)]]
Ui 7
> (1-p) (1— (;+A+E)>

- 1—<u+(1—u)<g+)\+%)> (5.104)

for n sufficiently large. Plugging (5.104) back into (5.101), we have

Epo) [Pr{(Ug,X;) e F (UQ,XQ)H

©1,V,€
pt (=) (24 A+ %)
> 1- (5.105)
v
for n sufficiently large. Similarly, we have
Pr{Uy € F1, (1) }

= 1 PI‘{UQ 1 — P)((Z)\Uz {X;L € F;??V’E(X2|u2)|u2} > l/}

Eyy [1 - P {X;L € f;’f?y,e(X2|u2)\u2}]
> 1-

v

1—-Pr {(UQ,XS) € fgf?u,e(Uz,XQ)}

= 1- . (5.106)

v

Thus

Eqo) [Pr{U; e ﬁg;}me(Uz)}]

1-E [pr {(Ug,X;) € fé,’}?y,e(Uz,Xz)}]

14

> 1
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(5.107)

for n sufficiently large. O

5.4.5 Proof of Lemma 5.5

Step 1: We first state how we are going to prove this lemma. Define the following

quantities
1 - 9(()n) é P)(gi)UleXz ((X17 ul? u27X2) E Z(n)<X17 Ul? U2J X2)) ’

Ml
n 1 ~ n n n
1- 9% ) £ 2anlﬁ Z P[(JJJQXQ ((Spg )(w17u1)7u17u2ax2) € ,];( )<X17 U17U27X2)) )

wi=1

M
=0 & S 2n(R1 TRZ) Z Z Ule ( H(wr, ), w1, 087 (ws, w5)) € T (X, U17U27X2>> ‘

wi=1wy=1
Clearly, by the property of typicality, 9(()”) vanishes as n goes to infinity. In the following
steps we upper bound E;q) [9@] and Ecq) ¢ [Hén)] recursively.
Step 2: Upper bounding E,q) [95”’]. Note that
1— Z P)(gUl Xl,ul)A(n)<u1,X1).
XnxuUp

It then follows from Markov’s inequality that

1-— P)({T?Ul (fﬁf?(Ul,Xl)) = Pg)Ul ((xl,ul) : A(”)(ul,xl) <1-— [L)

= P)(gi)lh ((xl,ul) 1 — A(”)(ul,xl) > [1,)

65"
o 5.108
: (5.108)
Thus
65"
P (F(U, X)) > 1 - L (5.109)
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Note also that

P)((nl’)Ul (‘7:( U1>X1 ZPI(JT (uy) P)((nw (.7-"5?(X1|u1)|u1) .

Recall the definition of F\ (Uy) that
F ) 2 {ur: POy, (FR (X fm) ) 21— p}
It then follows from Markov’s inequality again and the use of (5.109) that

L= PR FR @) = P (w: PE, <f<z><xl|ul>\u1><1—u)
P (w1 = P, (PG ) ) > p)

L= Ep [P, (F57 (alulu )|

<
1
9(") n
- 1—(1—07) :9(())
- p p?
which yields
() F 5"
Py (F (Uh)) = L= (5.110)

On the other hand, define

A(wl,ll) = {111 € ﬁﬁ?(Ul) : gogn)(wl,ul) = X1<w1,l1)} .

Then we can write
1—6"

1 - n n
~ onRl, Z Z PI(JT)(ul P((JZ;(Q\Ul ((112,X2> < 7;( )(U27X2|111,<P§ )(w17111))‘111)

wi=1 u1€u"

Mg Li—1

= 2nR1 Z Z Z P U2X2|U1 ((uQ?XQ) € Z(n)(UQ’X2’u17(pgn)(wl’ul))hll)

wi=1 ;=1 u;eA(wi,l1)
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M} L,-1

gL X 5 RPw)AT () (5111)

w1=1 l1=1 us€A(wi,l1)
where the last equality holds since X; — U; — U, — X5. By definition, .?EKQ(Ul) -
F(Uy) € T"(Uy) and A(wy, 1) € F(U). Given ly € {1,...,L; — 1} and u; €

A(wy, l1), noting that <p§”)(w1, u;) = x;(wy,l;), we have
AP (g, %y (wy, 1)) = A (g, @0 (wi,wy) > 1—p

where the inequality follows from the definition of the encoder gpl . Plugging this into
(5.111), we have

ML L1

ISR o SHD SR

wi=1 ;=1 U1€.A(’w1 ll)

M11 Ll 1
— (g 3 3 A (A )
wi1=1 [1=1
(@) Lll
=1—WMZ%NUAM,)
wi=1 =1
~ (=W S (F@ W)\ Afw, L)
wi=1
S
= (=g O |FEER©)) ~ PS (Afwn. L)
wi=1
1
(b) Q) 1 L
> - - s S B (Alw. L)
wi=1

where (a) holds since A(wi,l;) and A(wl,[l) are disjoint for any [y # L, Il €
{2,..., Ly}, and (b) holds from (5.110). Equivalently,

. A .
oM <+ " 2an val) (wy, Ly)). (5.112)

wi=1
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Consequently, to upper bound E;q) [05")], it suffices to upper bound

Ml
1 2
Eea onRl, Z P((h)(A<w1,L1))
wi1=1
1 leu Li—1
= Z P((]?)(UI)EC(U —QnR}U Z 1 {U1 ¢ U f‘L(:LE) (U1|X1(’UJ1, ll))} (5113)
u1€]?ﬁf?(U1) wi=1 =1

Note that for u; € £\ (Uy), we have

1 ML Li—1
EC(U m Z 1 {u1 ¢ U FL(LZ)(U1|X1(1U1,Z1))}

wi=1 =1

— ZPr(Cwl)]l {T(u1,Cy,) > L1}

Cury

< T4 (5.114)
]

where T'(uy, Cy, ) is defined by (5.26), and the inequality follows from (5.33). Now let n be
sufficiently large so that 9(()”) < 13, it then follows from (5.112) that Epa [01"] < 2+ 1A
for n large enough.

Step 3: Upper bounding Ecq) ¢ [0§n)]. We first write

Ml
n 1 - n n n n
16" = onRL Z P((ng(g(u%X2>Pl(f1|)U2X2{(u17Qog J(wi,wy)) € T )(U17X1|U2,X2))1127X2}
wi=1

- P[(JZA)XQ <u27X2)B$:1L)(UQ,X2),

It then follows from Markov’s inequality

L= Pk, (FO0, (U2, X)) = PO, (0,%0) 11— B (w5, %) > v)
6y
s 5.115
v’ ( )
hence
() () 6"
PU2X2 (fso?,z/,e(U% XQ)) >1- 7
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Observing that

P((ng(z (F(ll/€ U2,X2 ZP(n 112 P)((n”] (Jf(lye(XQ|UQ)|llg)

and recall the definition of F92,(Us) that
Fim, (U L P (FO, (X >1-
©1, ye( 2) = Uz Xo|Us ( ©1, Vs( 2|112)|112) v

we can obtain by using Markov’s inequality again and (5.115) that
9(”)
P (FD, (Uz)) 21— L. (5.116)

P15 2

Similarly, define
B(wQ,lz) £ {LIQ € fleﬁ(UQ) . )('UJQ,LIQ> —X2(w2,l2)}
we can lower bound

165"

1 2
- u,+Ru, Z Z ZPUZ) (u2)

wi1=1wo=1 Z/{n
P((]?|)U2 ((ng”l) (wlv 1_11)7 uj, Uy, Spgn)<w27 112)) € Z(n)(Xh U17 U2a XQ)‘Lu)

ML M2 [,-1

z on(RL+R2) +R2 Z Z Z Z P((JZ)(U2>

w1=1w2=1 lo=1 ugeB(ws,l2)
P[(]TIL|)U2 ((@gn)(whul),ulau2ax2(w2vl2)) € 7"(Xy, U, U2,X2)|u2)

M2 [,-1

- 2nR2 D2 D BB (s x(ws b)) (5.117)

w2=1 lo=1 uzeB(w2,l2)
where the last equality holds since Xy — Uy — U; — X;. By definition, .7?5(0??,,,6([]2) C
FéT?V,E(UQ) and B(ws,ly) C .7?;?,)1,76(U2). Given Iy € {1,...,Ly — 1} and uy € B(ws,ls),

noting that o (ws, Us) = Xa(ws, ls), we have

BU (1, X (w3, 1)) = B (g, 04" (wn, 1)) > 1 — v
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Plugging it into (5.117), we have

1— 68"
M Lo—1

> (-ngm > X R

wo=1 [p=1 uQEB(’wQ l2)

M2 L[,—1
= 1—1/2R2 ZZPUQ w27l2>
wo=1 lp=1
M2 Ly—1
= (1-v) anz > F (U B( wz’lz))
wo=1 la=1
2
— (1 — 1/ T, Z PUZ) (f;?VE(UQ)\B(wg,L2)>
wo=1
1M
= (1= V)gmg O [PEFL (1) = P (Bu, 1))
wo=1
o1& (n)
R T > P (B(wy, Ly)), (5.118)
wo=1

where the last inequality follows from (5.116). Therefore, we have

(n) 00 1 &
0 < V—|-—+ onkz, Z PU2 (’LUQ,LQ)).
wo=1

As in (5.113)—(5.114), by using the result (5.36), we obtain

(n) Eew[6;")] o
Eewy e [0y”] < v+ — 5 tEewcn | 5w Z (B(ws, Ly))
wo=1
2p+ L4+ A
< v Ty (5.119)
14

for n large enough. Finally, choosing p and v small enough and n large enough, we

obtain EC<1>,C(2) [an)] > €. O
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5.5 Conclusions

In this chapter, we studied the joint compression and private watermarking problem
with a multi-user setting, where two users separately embed their secret messages W,
and W, (at rates R and R? respectively) into two correlated DMS’s (U, Uy), and
transmit the compressed stegotexts X" and X' (at rates R! and R? respectively) over a
memoryless MAC. We established an inner bound and an outer bound with single-letter
characterization for the rate region of all achievable rate quadruples (R., R R! R?)
with respect to the distortion levels (Dy, Ds). We do not provide conditions for which
the inner bound and the outer bound are tight. However, for the special single-user case

and no-attack case, we observe that the bounds are actually tight.
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Chapter 6

Private Information Hiding of
Correlated Sources Under Multiple

Access Attacks

This chapter is based on the paper presented at the IEEE International Symposium on Information

Theory (ISIT’07), Nice, France, June 24-29, 2007 [87].

6.1 Introduction

In practical situations (e.g., instant (online) data-hiding), in order to reduce the com-
plexity of coding, we may need to directly hide an information source (or correlated
sources) with a nonuniform distribution. In this chapter, instead of transmitting two
independent watermark messages, we consider the private information hiding of two cor-
related secret sources. Our model is depicted in Fig. 6.1. Instead of embedding uniformly
distributed indices, two encoders independently embed two (arbitrarily distributed) dis-

crete memoryless correlated sources (Si,.52) into a common memoryless host source U,
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and transmit the resulting sequences to a common destination in the presence of dis-
crete memoryless multiple access channel (MAC) attacks. One possible application of
this scenario is that two agents separately embed noisy observations of the same source,
and transmit the hidden information over a MAC attack channel.

Given the secret sources (51, 52), a MAC Wy/x, x,, the host source U, and a distor-
tion level pair (D;, D), one may ask whether there exists a coding scheme, such that
(S1,S2) can be embedded in U within distortion levels (Dy, Ds), and transmitted over
Wy |x, x, with an arbitrarily small probability of error. To begin, we note that, especially
in a multi-user system, jointly source coding and embedding the sources (S, S3) into U
might perform better than the traditional separate coding (i.e., concatenating lossless
data compression and embedding). In this section, we investigate whether (S, .S2) can
be successfully transmitted under the MAC attacks by joint source coding and embed-
ding codes. In particular, we establish a sufficient condition for successfully embedding
(S1,S2) into U under the MAC Wy x, x,; see Theorem 6.1. Note that our problem can
be viewed as a generalization of the problem of transmitting correlated sources over

ordinary MAC channels [1], [9], [71], [72].

Sn XTL
1 Encoder <p§") 1
T Attack Joint an On
Un y" Decoder (Sl ) S2 )
Channel
l w(n)
Wy 1x, x5
n X?’l
2 (n) 2 n
Encoder ¢, U

Figure 6.1: A joint source coding and embedding model for multi-user information

hiding.
Related works on multi-user information hiding include [36], [76]. They are different
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from this work in the following aspects: first, they study a public information-embedding
scenario; and second, the secret sources (watermarks) are independent and uniformly
distributed. To the best of our knowledge, the private multi-user information hiding

problem with correlated secret sources has not been addressed before.

6.2 Problem Formulation and Main Results

Let the pair of memoryless correlated secret sources {(S1;,52;)}52, have marginal dis-
tribution Pg, s, and denote the marginal distribution of the host source {U;}32, by Fy.
Assume (57,S52) and U are independent. The attack channel is modeled as a two-
sender one-receiver discrete memoryless MAC Wy x, x, having input alphabets X} and
X,, output alphabet ), and a transition probability distribution Wy x, x,(y|z1,z2). The
probability of receiving y € Y" conditioned on sending x; € X}" and x, € X' is hence
given by W}(/—Tngle2(y‘X1,X2) = [T Wyixux, (g5l 21, 225). Let di : U x Xy — [0,00) be
single-letter distortion measures and define d** £ max d;(u, z;) for i = 1,2. Foru € U"

and x; € A", let d;(u,x;) = Z?zl d;(u;, ;). All alphabets are finite.
A joint source coding and embedding (JSCE) code (¢\", i 4™) with block length
n consists of two encoders ¢\ : ST x U" — A" and V" : SF x U™ — AP and a decoder

™ Y x YU — SP x S§; see Fig. 6.1. The probability of error in reproducing the

secret sources is given by

PO = Pr{y® (Y™, U") £ (ST, 51)}

= D> Plybus)R) Y W (b x)
SP xSy xun y: (™ (y,u)#(s1,82)

2 (n)

where x; = ¢; ' (s;,u) (i = 1,2).
Definition 6.1 Given Py and distortion levels D; > 0 and D, > 0, we say that the
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secret sources {(S1;,52;)} are (Dy, Dy)-admissible with respect to the MAC Wy x, x,,
if there exists a sequence of codes (p{", 8™ ™) such that P — 0 as n — oo and

limsup LE [d,(U", o™ (SP,U™)] < D; for i = 1,2.

n—oo

Theorem 6.1 {(S);,S2;)} are (Dy, Dy)-admissible with respect to the MAC Wy |x, x, if

there exist some RV @ and a pair of conditional distributions (Px,|s,00, Px,|s,vq) such

that
H(Sl‘SZ) < [(Xla Y|X27527 U7Q>7 (61)
H(S2|Sl> < I(XQa Y|X17517 UaQ)? (62)
H(51752> < ](XlaXZaY|U7 Q): (63)
Eld,(U, X)) < Di, i = 1,2, (6.4)

where the above entropies, mutual informations, and expectations are taken with respect

to the joint distribution

PoPs, s, PuPx, 8,09 Pxs1800Wy X, x, - (6.5)

We remark that the RV @ serves as a time-sharing RV and the cardinality of its
alphabet can be bounded by |Q| <5 ( [10]).

The proof of the theorem, which employs a joint strong typicality coding argument
[9] under additional distortion constraints, is deferred to Section 6.3.1. Note that if
U is removed in (6.1)-(6.3), then the inequalities reduce to the sufficient condition
under which the sources {(S1;, 52;)} can be reliably transmitted over the MAC Wy |x, x,
obtained in [9], [1].

Although we are unable to obtain a converse to Theorem 6.1 in single-letter form,

we can still obtain an “n-dimensional” embedding theorem.
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Theorem 6.2 {5, S;}52, can be sent with (asymptotically) arbitrarily small proba-

bility of error over the MAC Wy x, x, with block codes {(¢§")(S{L, Uy, oS Sz, Uum)}

i

satisfying *E[d;(U™, o™ (8m U™)] < Dy,i = 1,2, if and only if

(H(S1|S2), H(S2|S1), H(S1,S2)) € cl(U Rn>,

n=1

where cl(B) denotes the closure of a set B C R? and

1
Rn = U {(R17 R27R3> : Rl < EI(X?J?YTWSS’ Un’Xg)7

P
X;|18;U°
E[d; (U™, X")|<nD;,i=12

1

Ry < (X2 Y™|ST, U™, X1,
n
1

Ry < —I(XT, X Y"|U™) }
n

for some joint distribution

n n

T Psus (15, 52) Por(uy) Pr(xa sy, wa) Pr(xalsz, wa) | | Prix,x, (Wil w25)-

j=1 J=1
6.2.1 Special Cases

Uniform and Independent Sources

(6.6)

(6.7)

Suppose that the sources are independent and uniform, i.e., Ps,(s1) = 1/|S1|, Ps,(s2) =

1/|Sy| and Ps,s,(81,82) = Ps,(81)Ps,(s2) for any (s1,s2) € S8 x S;. Define ]5;1 =

H(S)) =log|Si| and Ry = H(S,) = log|S| to be the rates of the sources. By Theorem

6.1, {(S1;,52;)} are (D1, D;)-admissible with respect to the MAC Wy x, x, if there exists

some RV @ with [Q| < 5, and a pair of distributions (Px,vq, Px,jug) such that

Ry < I(Xy;Y|X5,U,Q),

§2 < I(X27 Y|X17 U7 Q)7
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Ri+ R, < I(X1, X2:Y|U,Q), (6.10)

Eld:(U, X,)| < D, i =1,2, (6.11)

where the above mutual informations and expectations are taken with respect to the joint
distribution Py Py Px,jvqPx,juoWy|x,x.- If we further set Dy > d*** and D, > d5**
and let U be deterministic, inequalities (6.8)—(6.11) give the capacity region of the
MAC [10].

Parallel Attack Channels

Assume that the attack MAC is composed of two independent discrete memoryless chan-
nels Wy x, x, (y|z1, x2) = Wy, x, (Y1|21) X Wy, x, (y2|22) where Wy, x, has input alphabet
X; and output alphabet ); such that )4 x Vo, = Y, ¢ = 1,2. This can be interpreted as
two attackers separately attacking the stegotexts. In this case, the condition given by
Theorem 6.1 for successful embedding is equivalent to the following (see Section 6.3.3

for the proof): {(Si;,52;)} are (D1, Dy)-admissible with respect to the MAC Wy x, x, if

H(S,|Sy) < C(WW, Dy), (6.12)
H(S5|S1) < C(W®, D), (6.13)
H(Sl,SQ) < C(W(l),Dl) + C(W(2),D2), (614)
where C(W® D;) = max I(X;;Yi|U), i = 1,2, is the information-hiding

capacity of the attack channel Wy, x, with distortion threshold D; [51].

Attack-Free Channel

Let [ : X} x Xy — Y be a bijection and let Y = (X7, X5). In this case, Theorem 6.1
implies that {(S1;,S2;)} are (D, Dy)-admissible with respect to the MAC Wy |x, x, if

H(Sl|52) < H(X1|X27SQaU7Q)ﬂ (615)
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H(S:]51) < H(X,|X41,5,U,Q), (6.16)
H(Sl,52> < H(Xl,X2|U, Q), (617)

where the entropies are taken under the joint distribution Ps, s, Py Px,|s,u Px,|s,v- Note
also that conditions (6.15)—(6.18) give the Slepian-Wolf lossless data compression region

[10], [71] if we set Dy > d"**, Dy > d5'**, and let U be deterministic.

6.3 Proofs

6.3.1 Proof of Theorem 6.1

We first give an outline of the proof. We need to show that for given Ps,g,, Py, and

Wy x,x,, there exists a sequence of JSCE codes (soﬁ"), s@én), (™) such that P 0 as

i

n — oo and for any § > 0, 2E[d;(U™, cp(")(S?, U™)] < D; 46, i = 1,2, for n sufficiently

large. Fix (Pg, Px,|s,00: Px.|s,uq) such that the following are satisfied for some € > 0,

H(S,|Ss) < I(X1;Y|Xa, S5, U, Q) — Te, (6.19)
H(S5]S1) < I(Xo; Y| X1, S1,U, Q) — Te, (6.20)
H(S),Ss) < I(Xy, Xo; YU, Q) — Te, (6.21)
E(d;(U, X;)] < D;, i = 1,2. (6.22)

Define P 2 Pr{Ld,(Um, o (Sp,U™)) > D; + ed*}, i = 1,2. We will prove that

(2

for any €; > 0, the following probabilities, which are averaged over a family of random

codes (Cy,Ca), i = 1,2, satisfy

EC1,C2 [Pe(n)] < e, EC1,C2 [Pl(n)] < €, ]EC1,C2 [PZ(n)] <€

141



6.3. Proofs

for n sufficiently large. Then E¢, ¢, {P{™ + P{™ + P{™} < 3¢;, which guarantees that
there exists at least one pair (C1,Co) such that P + P™ 4 P{™ < 3¢; and hence
P™ < 3¢;, P < 3e;, P\ < 3¢, are simultaneously satisfied for n sufficiently large.

Finally, it can be easily shown that PZ-(") < 3¢; implies for n sufficiently large that

]' n n
~E[d,(U", P (52, U™)] < Di + ed™® + PMd < D, + 6.

Random Code Design

Random Code Generation. Let i € {1,2}. Choose a typical sequence q = (q1, 2, -+, Gn)

arbitrarily in Z(n)(Q). The sequence serves as a time sharing sequence and it is known

at both the encoders and the decoder. For any sequences s;, u and the fixed q, generate

one x;(s;, u,q) sequence according to ﬁl Px,1s,u0(%4j|sij, u;,q;). Define codebook C; as
j=

Ci 2 {x(si,u,q) : (s;;,u) € S* x U™}, Reveal the codebooks to both the encoders and

the decoder.
Encoding. Given (s;,u) € S x U™, Encoder i sends x;(s;,u,q).

Decoding. The decoder has full knowledge of u (and also the time sharing sequence q).
Upon receiving sequence y, the decoder finds the only pair (81,8;) € 72(")(51, Ss), such
that y € Z(”)(Y|§1,§2,u,q, X1,X2), where X1 = x;1(81,u,q) and Xo = X3(S,u,q). If

there is no or more than one such pair of sequences (81,8;), an error is declared.
For the sake of convenience, define the events
Ay ¢ (sy,s9,u) € (S}, S5, Ulq)
Ay : (sy,s0,u, XM (s1,u,q), X2 (s2,u,q)) € T (:|q).

The following result is a consequence of the Markov lemma (Lemma 5.2).

Lemma 6.1 For any €,¢; € (0,1), E¢, ¢, [Pr(Af]|Ag)] < € for n sufficiently large, where

the expectation is taken with respect to the random codes C; and Cs.
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Bounding E¢, ¢, [Pe(n)]

EC1,C2 [Pe(n)]
< > P (s1,80) PS (w)
(7™ (51,52,U1q))°
+ Z Pé?%‘g (Sh SQ)PI(Jn) (u>EC1 ,C2 Z W}(/T;(1X2 (Y|X1a X2)
7™ (81,8,Ulq) Yo (y,u)#(s1,52)

The first term vanishes for n sufficiently large by Lemma 5.1. It suffices to bound
the expectation in the second term. Given (sq,82,u) € Te(n)(Sl, S2,Ulq), we have the

following four error events:

Eo : (s1,82,u, X7 (s1,u,9), X3 (s5,u,q),Y") ¢ T (|q),
Ey : 3 8; # sy such that

(81,82, w, X{'(81,1,q), X5 (s5,u,q), Y") € T (),
E, : 385 # sy such that

(1,82, 0, X{'(s1,1,q), X3 (85, u,q), Y") € T (|q),
E3 : 3's; # 81,89 # so such that

(517§27 u, X{L(gla u, q)7 U), X§<§27 u, q)7 Yn) € ’];(”)(|q)

It then immediately follows from the union bound that

3
IE’C1,C2 Z W}(:‘L;(IXQ (Y|X17 XQ) < Z ]EC1,CQ [Pl" { E]| AO}i| . (623)
yip(™) (y,u)#(s1,52) 7=0

To bound Eg, ¢, [Pr{ Ey| Ao}], it follows from Lemma 5.2 that

mﬁpqamﬂ gﬁmﬁmﬁmﬂ+mMFQ%mwm]

€0 €o
B 9 €o ( )
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if n sufficiently large, where ¢q will be specified later.

To bound Ee, ¢, [Pr (B AO}] , write

Eo[PrBlAd] < Y Eae[Pr{vieT"[4}]  (62)

S1#£s81:81 er{™ (S1ls2)

where vi = (81,82, u,q, X]'(S1,u,q), X5 (s2,u,q), Y™) and the expectation can be upper
bounded by

Ecl,cg |:PI‘ {V1 € Z(n)’ AO}]

< Z P)(g‘g UuQ Xl ’/S\la u, q)P)(Q)\SQUQ(XZlSZa u, q)

XPX XD
Z Pi(/%QUQXQ (yls2,u,q,%3)
yeT™ (Y[81,52,u0,0,%1 %2)
< TV 51, 82,1, q, %y, xp) | 2782 Q0 X2) =20 (6.26)
< 2n(H(Y\X1,X2)+2€)2—n(H(Y|SQ,U7Q,X2)_2€) (627)

Qn(H(Y‘Xl7X2a527U7Q)+26)Q_H(H(Y|527U7Q7X2)_26)

2—n(I(X1;Y\XQ,SQ,U,Q)—‘lE)7 (628)

where X; = x1(81,1,q), X2 = Xa(S2,u,q), and (6.26) and (6.27) follow from Lemma 5.1.
It then follows from (6.25), Lemma 5.1 and (6.19) that

Ee, c, [Pr {EA| Ao}} < ’7;(”)(51‘32” 2~ (X1¥1X2,50,U,0) ~de)

< 2n(H(Sl|Sg)+26)2—n(I(X1;Y|X2,527U,Q)—46)

— 9 n(I(X1;Y|X2,52,U,Q)—H(51|52)—6e)

IA

271 < ¢ (6.29)
for n sufficiently large. Similarly, we can bound using (6.20)
Ee, ¢, [PT{E2| Ao}] < o, (6.30)
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for n sufficiently large.

It remains to bound Eg, ¢, [Pr { E3| AU}} . Write

]EC1,C2 [PY{EZS’AO}] S Z EC1,C2 [PI‘ {VQ - r];(n)‘ Ao}:| s (631)
Si#s1,82#52:(51,852) €T (51,52)

where vy = (81,82, u,q, X7'(s1,u,q), X7 (s2,u,q), Y") and
Ecl,cg [PI" {V2 € /];(n)‘ AO}]

S Z PX7:)|5 UQ X1|§1a u, q)P_)({T;)‘SQUQ(§2 |AS/27 u, q)

XX XS
> Py o(ylu,q)
YT (Y[51 82,0051 X2)
S ‘Z(n) (Y‘§17§2a u, q, i17 322) | 2—n(H(Y\U,Q)—25) (632)
S 2n(H(Y|U,Q,X1,X2)+26)2—R(H(Y|U,Q)—26) (633)

2—TL(](X1 7X2 7Y|U1Q) _46)

where X; = x;(S1,u,q) and Xy = X2(S2,u,q), and (6.32) and (6.33) follow Lemma 5.1.

It then follows that,

Ee, ¢, [PY{E3|A0}} < > o-nI(X1, XY |U) ~4e)

S1#£81,52#82:(81 7§2)€72(7L) (51.55)
(n) (S1,S2) ‘ 9—n(I(X1,X23Y |U)~4e)

IA

2n(H(Sl7S2)+2€)2771(I(X1;Y|X2,SQ,U)746)

IN

2—n(I(X1;Y|X2,Sg,U)—H(51,Sg)—Ge)

IN

27" < ¢ (6.34)

for n sufficiently large. Now plugging (6.24), (6.29), (6.30), and (6.34) back into (6.23),

and setting ¢y = <, we see that Ee, ¢, [P( )] < ¢ for n sufficiently large.

4 ?
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Bounding Eg, ¢, [Pi(n)]

Since the encoding is separately performed, Encoder 1 is independent of C;. Thus it
suffices to show that Ec, [Pl(n)] < ¢ for n sufficiently large.
Clearly, if (s1,u,x;) € Z(")(Sl, U, Xi1|q), then

1
Edl (u7 X1 (Sly u, q)) S ]E[dl(Ua Xl)} + Ed?lnax S Dl + EdTax

for n sufficiently large, where the first inequality follows from the definition of strong
typicality and the second inequality follows from (6.22). According to Lemma 5.1,

Ee,[P”] < Y P{(siu)
(7™ (S1,U]q))°

+ Z Pé?l)](slau)EC1 [I]-{V?) g_f ,];(n)(SbUa QaXl)}}

7 (S1,Ulq)
€ €
< 51 + 51 _ (6.35)

for n sufficiently large, where v3 = (s1,u,q, X{'(s1,u,q)).

Completing the Proof
As we mentioned in the beginning of the section,
Ecl,Cz{Pe(n) + Pl(n) + PQ(n)} < 3ey,

implies that there exists a pair of codes (Cy,Cs) such that P™ < 3¢, Pl(") < 3¢y, PQ(n) <
3e; are simultaneously satisfied for n sufficiently large. Furthermore, if Pi(n) < 3€1, we

have
1 n n
“E[d(U", " (S2,U™)] < Di + ed™ + PM a7 < D, + 6,
n

as n — 00, by setting §; = € + 3e,d***. Thus the distortion constraint is satisfied. This

completes the proof of Theorem 6.1.
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6.3.2 Proof of Theorem 6.2

Suppose (H(S1]52), H(S2|S1), H(S1,S2)) € R,,. Then we can replace the channel by its
nth extension. Thus, the achievability follows directly from Theorem 1. We now prove

the converse part. We wish to show that for any sequence of encoder-decoder triplets
(4, o5 ™) that achieves P < e and LE[d(U™, P (SP, UM < D+ 8 fori=1,2

for n sufficiently large, (6.6) holds. By Fano’s inequality, we have
H(ST, SHMU™, Y™ < P™log|(S™, S2)| + H(P™) £ ne,. (6.36)
Since
H(STISy, U™, Y™ X5) < H(ST|Sy, U™, Y™) < H(ST,Sy|U™, Y™) (6.37)
by data processing inequality, we also have

H(SPS3, U™, Y™, X3 < ney, (6.38)

H(Sy|ST, U™, Y™, XT') < ne,. (6.39)

We now bound H(5,|52) as

nH(S|Ss)

= H(57|5%)

— H(SMSE, UM (6.40)
= H(SY|S3,U", X3) + 1(ST; X353, U™) (6.41)

— I(S]Y7[SE. U, Xp) + H(S}IS5 U™, X5,Y™) + (S} X31S5.U™) (6.42)

IN

I(XT; Y759, U™, Xy) + H(ST|93, U™, X3, Y™) (6.43)

< I(X{5Y"Sy, U™ X3) + ney (6.44)

where (6.43) follows from the data processing inequality and the fact that S} and X7

are conditional independent given U™ and S, and (6.44) follows from (6.38). Therefore,
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we obtain that

1
H(51]S2) < —I(X7;Y™Sy, U™, X3) + €. (6.45)
n
Similarly, we have
1
H(S:|S1) < —I1(X3;Y™ST, U™, XT) + €. (6.46)
n

To bound H (S, S2), we have

nH(Sy,S2) = H(SY,57)

= H(ST,55|U") (6.47)
= A(S7,55; Y"|U™) + H(SY, S55(U", Y™) (6.48)
< I(XT, X3, Y™MU™) + ne, (6.49)

where the last inequality follows from (6.36). Hence, we have

1

H(S1,52) < —I(XP, X35Y"|U") + (6.50)

Now if P — 0, we have ¢, — 0 and § — 0 as n— oo. It follows from (6.45), (6.46),
and (6.50) that

(H(S1|S2), H(S2]S1), H(S1, S)) € | Ra- (6.51)
n=1
which proves the converse part.

6.3.3 Proof of the Case of Parallel Attack Channels

When Wy|X1X2 = Wy1|X1 X Wy2|X2, we see that (612)*(614) anly (61)*(64) In fact, if

the maximums in (6.12)-(6.14) are achieved by P\, (21]u) and Pg, ;;(2|u), then simply
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letting |Q| =1, PX1|S1U($1|817U) = P;(1|U("E1|u) and PX2|SQU(x2|827u) = P;;'Q\U(x2|u)7 we

see that with this choice,

[(XI;Y|X2752aU7Q> = [(XlaYi|SQ7U7Q)

= I(X;;71|U)
= max I(X;Y1|0).
Py, 0 Eldi (U.X1)]<D1
Similarly,
I(XQ;Y’XlaShU7 Q) = max -[(X27}/2|U)7
Py v Eld2(U,X2)]< D2
and
I(X1, X, Y1, 15|U0,Q) = max I(X1;n|U) + max I(Xo; Ya|U).

Py Eldi (U, X1)]<Dy Px v Eld2(U,X2)]<Ds
We next show that (6.1)-(6.4) imply (6.12)—(6.14). We only need to show that for any
Px,is,vq satisfying E[d; (U, X1)] < Dy, the right hand side of (6.1) is upper bounded by
(6.12). Since (@, S1,U) — X; — Y; form a Markov chain in this order,

I(XuWlU) = HWU) - HY|X,U)
2 H(}/I|SQ7UaQ)_H<Y1|X17527UaQ)

- I(Xla }/1|SQ7 U7 Q)
For any Px,|s,u¢q satisfying E[d; (U, X1)] < Dy, set

Py, ju(x1]u) = Y Ps,(s1)Po(q)Px, 5,00 (21]s1, 1, ).
S1><Q

Under the corresponding ﬁxl‘U(xﬂu), we have

< max I(X;|0).

" Py, u:E[di(U,X1)]<D:

We can similarly show that (6.2)—(6.3) imply (6.13)—(6.14). O
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6.4 Conclusions

We presented a multi-user information hiding model for the transmission of two corre-
lated secret sources over memoryless multiple attack access channel with common host
data. The achievable rate region is studied for the case where lossless compression of
stegotexts is jointly performed with information hiding. Based on our definition for
reliable transmission (admissibility), we derived a sufficient condition with single-letter
characterizations for hiding correlated sources against MAC attacks. An uncomputable
(and somewhat trivial) outer bound (converse condition) is formulated by applying
Fano’s inequality in terms of a sequence of n-dimensional joint distributions. In the
future, we are interested to study the embedding of correlated sources with joint em-
bedding/compression rate constraints. Our next step is to answer the question: when
(S1,92) are (Dy, Dy)-admissible with respect to Wy x, x,, what is the compression limit

for the sources (51, 5;) and U?
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Chapter 7

Capacity Region for Multi-User
Public Information Hiding Under
Multiple Access Attacks

7.1 Introduction

In [88], an information embedding model was considered for hiding secret information
in a discrete memoryless source (DMS) which is then transmitted through a discrete
memoryless channel (DMC); see Fig. 7.1. The secret message W, independently and
uniformly drawn from a message set of 2" elements, is embedded into n-length sequences
U™ (referred to as host messages) generated by the DMS {U}. Since the secret messages
should not interfere perceptually with the host messages, a distortion constraint is placed
between the encoder output (referred to as stegotext) X™ and the original host message
U". This secret information is to be recovered from a noisy version of the sequence in

which the information is embedded. The noise is used to model the effects of standard
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data-processing or a malicious attack. The embedding model is motivated by practical
information hiding problems such as watermarking or copyright protection, where a
copyright /watermark is embedded into the original multimedia data in order to preserve

the ownership of intellectual property (see, e.g., [35], [77] and the references therein).

%74
n n
u Embedder X Destination
n —_—~
%MIC Y Decoder W
Y|X

Figure 7.1: A single-user information embedding system.

From an information-theoretic point of view, it is of interest to find the largest
achievable embedding rate R (known as the embedding capacity) for which, at the
encoder, the distortion between the host message U™ and the stegotext X" does not
exceed a preset threshold, and at the decoder, the secret messages can be reproduced
with an arbitrarily small probability of error. It is shown in [88] that for a host source
with distribution Qp, “attack” channel Wy x, and an (average) distortion threshold D,

the embedding capacity is given by

max [[(T;Y)— [(U;T)]

Prx|u€Pp
where Pp is the set of all the conditional distributions Prx|y such that the average
distortion between X and U under the distribution Qu Prx is less than D for some
auxiliary random variable (RV) T'.
In this work we extend the information embedding model for a multi-user setting

depicted in Fig. 7.2. Assume that two users separately embed their secret information
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into two correlated DMSs, U; and U,. Each user can only access one of the two host
sources. The stegotexts are sent through a multiple access channel (MAC) to a decoder
which tries to reconstruct the secret information. For the two-user information embed-
ding system, we are interested in determining the embedding capacity region, i.e., the
two-dimensional set of all the achievable embedding rate pairs. An inner bound for the
embedding capacity region is obtained based on a e-strong typicality coding/decoding
argument. More specifically, we first map the watermarks w; and w, as well as the corre-
lated source messages u; and us through separate encoders to auxiliary codewords t; and
to, and then we generate two stegotexts x; and x, which are jointly typical with respect
to (uy,ug, t1,t2). In the decoding stage, we recover the watermarks by examining the
joint typicality of the received sequence y and all auxiliary codeword pairs (tq,ts). We
employ a generalized rate-distortion encoding scheme to ensure that (uy, us, tq,ts) are
jointly typical with high probability. The generalized rate-distortion encoding scheme,
introduced in [54] for Gaussian multi-terminal source coding (see also [79], [26]), can be
briefly described as follows. One of the encoders, say Encoder 1, generates an auxil-
iary t; such that conditioning on (uy,t1), (uy,ty, UY, T3") is e-strongly typical with high
probability. The other encoder, Encoder 2,uses the auxiliary codebook of Encoder 1
(o (W7, UP)) and generates an auxiliary to such that (UP, o\ (Wy, Un), ug, ts) is e
strongly typical with high probability. To this end, an extended Markov lemma (see
Lemma 5.5) ensures that the auxiliary codewords t; and t,, although generated from
separate encoders, are jointly typical with the source sequences with high probability.
We also derive an outer bound for the embedding capacity region with single-letter
characterization (see Theorem 7.2), which follows from Fano’s inequality and a standard
information-theoretical bounding argument. We also study the embedding capacity
region when the two host sources are independent, and inner and outer bounds are

obtained (see Theorem 7.3). The inner bound is a consequence of Theorem 7.1. To
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prove the converse part, we sharpen the bound given in Theorem 7.2 by using the
independence condition.

In [76], the authors obtained an achievable embedding region for correlated Gaussian
host sources and parallel additive Gaussian attack channels. Their proof seems to be
incorrect because their encoding approach cannot guarantee the typicality of the output
sequences with respect to the host sequences. In fact, our Theorem 7.1 shows that
their result (the achievable region) is correct; see the remark after Theorem 7.1. We also
point out that a similar setup regarding the multi-user reversible information embedding
system was considered in [36] for independent host sources and a MAC. Since in the
reversible information embedding problem the secret messages as well as the host sources
from both users are reconstructed at the single decoder, the techniques of the generalized
rate-distortion coding scheme and the decoding based on the auxiliary codewords are

not required in [36] and the coding strategy is fundamentally different from ours.

7.2 Problem Formulation and Main Results

Let the joint distribution of the discrete memoryless host sources U; and U; with al-
phabets U; and Us be Qu,u,. The secret messages w; and wq are independently and
uniformly chosen from the sets W, 2 {1,2,..., M;} and W, = {1,2,..., M}, respec-
tively. The attack channel is modeled as a two-sender one-receiver discrete memoryless
MAC Wy x, x, having input alphabets &} and A5, output alphabet ), and a transition
probability distribution Wy x, x,(y|#1,22). The probability of receiving y € Y" con-
ditioned on sending x; € A" and x, € A3 is hence given by Wx(/@cl x, (¥[X1,%2). Let
d; - U; X X; — [0,00) be single-letter distortion measures for ¢ = 1,2. For u; € U* and
x; € X, let di(w;,x;) = Z?Zl di(uij, ).

A two-sender one-receiver multiple-access embedding (MAE) code (f 1(n), fg(n)ﬂﬂ("))
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Wi

n n

Ui Embedder £™ X Destination|
MAC yn | ot b g W)
W Decoder| 12 772),

Y|X1X2 w(n)
n n
U; Embedder ™ X3 Destination|

|

W
Figure 7.2: A multi-user information embedding system with two embedders

with block length n consists of (see Fig. 7.2) two encoders (embedders)
B W x Uy — Xy

MW xur — X and
with embedding rates R; = 22" and R, = %8222 yegpectively, and decoder
w(n) : y” — W1 X W2.

The system depicts a “public” embedding scenario since the host sources are not available

at the decoder. The probability of erroneously decoding the secret messages is defined

by

P (Ry, Ry)
Pr (v™(Y™) # (Wi, Wa))

My M
1 n n n
2 2 QA w) W, (v ) # ()b, )

w1=1 wa=1 U{L XZ/{;L

AL

2 ™ (w,wy) for i = 1,2

where x;
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Definition 7.1 Given Qu,u,, Wy|x,x,, a rate pair (R, Ry) is said to be achievable
with respect to distortion levels (Di, D) if there exists a sequence of MAE codes

( fl(”)’ fz("), ¥ ™) at rates Ry and R, such that

lim P™(R;, Ry) = 0

and

1
limsup ~E |di(U7 S (Wi, UP)| < Dy i = 1,2,

n—oo

Definition 7.2 The embedding capacity region R(D;, Dy) is the closure of the set of

achievable rate pairs (Ry, Ry).
Remark: It can be shown by using a time-sharing argument [10] that R(D;, Ds) is

convex.

Definition 7.3 Given Qu,u,, Wy|x,x,, and a pair of distortion levels (Di, D,), let
Sp,.p, be the set of random variables (Uy, T1, Us, To, X1, X2, Y') € Uy X Ty xUa x Ty X Xy X
Xy x Y for some finite alphabets 7; and 75 such that the joint distribution Py, 1, u,7,x, x,v

satisfies: (1) it can be factorized as
PU1T1U2T2X1X2Y - QU1U2PT1X1|U1PT2X2|U2WY|X1X27
(2) 1(U3; T3) > 0, and (3) Eld;(U;, X;)] < D, for i =1, 2.

Definition 7.4 Given Qu,1,, Wy|x,x,, and a pair of distortion levels (Di, D,), let
Pp,.p, be the set of random variables (Uy, Ty, Ua, Ty, X1, Xo,Y) € Uy X Ty x Uy x Ty X Xy X
Xy x Y for some finite alphabets 7; and 75 such that the joint distribution Py, 1 u,1,x, x,v

satisfies: (1) it can be factorized as
PU1T1U2T2X1X2Y = QU1U2PT1T2X1X2|U1U2WY‘X1X27
and (2) E[dl(UZ,XZ)] S Dia for i = 1, 2.
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By definition, Sp, p, € Pp,.p,.- The following are the main results of the paper.

Theorem 7.1 Let R;, (D1, Ds) be the closure of the convex hull of all ( Ry, Ry) satisfying

Rl < [(Tl,TQ,Y) _[(Ul;Tl)a (71)
Ry < I(TQ,Tl,Y) — ](UQ,T2)7 (72)
R1+R2 < I(Tl,TQ,Y> —]<U1,U2;T1,T2), (73)

fOI' some (Ul,Tl, UQ,TQ,Xl,XQ,Y) S SD17D2‘ Then Rm(Dl, DQ) Q R(Dl, DQ)

Remark: Although we only deal with discrete (finite-alphabet) sources and channels,
it is not hard to see that, with the appropriate changes in the proof, the achievable region
is also valid for a system that incorporates a pair of correlated memoryless Gaussian
sources and a Gaussian MAC. In particular, when the MAC is a pair of parallel additive
Gaussian channels, R;,(Dy, D) reduces to the achievable region obtained in [76], even

though the proof provided in [76] is not entirely correct.

Theorem 7.2 Let R,.:(D1, D) be the closure of all (Ry, Ry) satisfying (7.1)—(7.3) for
some

(Ul,Tl, UQ,TQ,Xl,XQ,Y> € PDl,Dz‘ Then R(Dl, Dg) Q Rout(D1+67 D2+5) forall § > 0.

Remark: The theorem states that R(Dy, D3) C (Nso0 Rowt(D1 + 6, Dy +6). If we
could upper bound the cardinality of the alphabet sizes of the auxiliary RVs T7 and T in
the definition of Ry (D1, D2), it could be readily shown that (s Rout(D1+9, Da+6) =
Rout(D1, Ds), so that R(D;1,Ds) C Row(D1,Ds). However, without such an upper
bound, we can only state the theorem in the present weaker form. The same remark
applies to the outer bound in the next theorem.

We next consider the case when the host sources are independent, i.e., Qu,u, =

Qu,Qu,.- We then have the following inner and outer bounds.
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Theorem 7.3 Let Qu,u, = Qu,Qu,. Let R, (D1, Dy) be the closure of the convex hull
of all (Ry, Ry) satisfying

R1+R2 < [(Tl,T27Y) —](Ul,Tl) —I(UQ,TQ) (76)

for some (Uy,T1,Us, 15, X1, X5,Y) € Sp, .p,, and let R}

out

(D1, D3) be the closure of all
(Ry, Ry) satistying (7.4)—(7.6) for some (Uy, Ty, Us, Ty, X1, Xo,Y) € Pp, p,. Then

R: (D1, Dy) C R(Dy, Dy) C RE, (D1 + 6, Dy +0)

out

for all 6 > 0.

Remark: In Section 7.3.4 we show that the cardinality of the alphabets of the
auxiliary RVs T} and T3 for R, (D1, D) and R;, (D1, Dy) can be bounded as |7;| <
Us]|Xi| + 1 and | 7] < |Uh[|Ue|| X + 1 (i = 1,2), respectively.

7.3 Proofs

7.3.1 Proof of Theorem 7.1

We first give an outline of the proof. We need to show that for given Qu,v,, Wy x, x.,
and any (Ry, Ry) € Rin(D1, Dy), there exists a sequence of codes (™, f{™ ™) such
that P — 0 as n — oo and for any § > 0, %E[di(Ui”,fi(n)(Wi, UM <D;j+0,i=1,2,
for n sufficiently large.

Fix (Pru,, Px,u.mi Projvss Pxojver,) such that I(U;;T;) > 0 and the following are

satisfied for some ¢’ > 0,
R < I(Ty; To,Y) = I(Uy; Th) — €, (7.7)
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Ry < I(T27T1,Y) —](UQ,T2> —6/, (78)
R1+R2 <I(TI,TQ;Y)—](Ul,UQ;Tl,TQ)—E/, (79)
We will choose f{™ and f{™ in a random manner. For ¢ < ——9____ define

2 max{dy*®,dgrer )

1
pe & pr( di (U, £ (W, UP)) > D + edzmax)7 i=1,2,

E i i

dme 2 max d;(u;, 7;), i = 1,2. We will prove that for any 0 < ¢; < 0

_ maxr Jmazx) )
Ui, Tq 6 max{d***,d»** }

where
the probabilities P, P{™ and P\, when averaged over the random choice of f{" and

fQ(n), satisfy
E[P™] <e, EP™ <6, EPM <q

for n sufficiently large. Then E{P{" + P{™ + P{™} < 3¢, which guarantees that there
exists at least one pair of codes ( fl(n), fé")) such that P + Pl(n) + PQ(n) < 3¢, and hence
P™ < 3¢;, P < 3¢;, P\ < 3¢, are simultancously satisfied for n sufficiently large.

Finally, it can be easily shown that PZ-(") < 3¢; implies for n sufficiently large that

3 K3

1
“E |di(un, £ W, U”)] < D; + ed™® + PMgmar < D 4§,
n

Random Code Design
In what follows, the strongly e-typical set 7. is defined under the joint distribution
Po,vynimaxi xovy = Quivy, Pryjvy Py joay Pryjvs P v, Wy 0 X0 (7.11)

and all the marginal and conditional distributions, e.g., Py,r,, Pu,|v,1,, etc, are induced
by the joint distribution. The parameter €, which is chosen to be sufficiently small, will

be specified in the proof.
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Generation of codebooks. For 1 = 1,2 and every w; € W;, generate a codebook

Cuw; = {ti(w;, 1), t;(w;, 2), ..., t;(wi, L) }

(3

with L; = 2nWsT)+4d codewords such that each t;(w;,[;) is independently selected
with uniform distribution from the typical set 7. (T;). Denote the entire codebook
for Encoder i by C® = {Cwi}i\}{.i:l, where we recall that M; = 2"%. For each u; and
codeword t;(w;, ;) (1 < w; < M;, 1 < I; < L;), generate a codeword x; according to

P)(g\)UiTi (x;|u;, t;). Denote the codebook of all the codewords x; by B®.

Encoder f: Encoder f™ is the concatenation of a pre-encoder o\ : Wy x Ur —>
7" and a mapping g§n) U X T — AT
To define gogn), we need the following notation adopted from [54]. We introduce a

conditional probability
A (ay,t0) 2 P oo (2,82) 1 (g, t2) € T (UpTalug t)| uy, t)
For p1 € (0,1), let
F(U,Ty) 2 {(ag, t1) : A™ (g, 1) > 1— p} .

By definition, we have Fy? (Uy, Ty) C T (UL, Ty).

We now describe the pre-encoding function ¢\ = ! (w;,u;) which maps every
pair (wi,u;) to a codeword in CV C 7. Given wy € {1,2,..., M} and uy, o\
seeks the first codeword t;(wy,{;) with [y < L; — 1 in C,, such that (uy,ti(w,l;)) €
}",S@(Ul, T1). If there is no such codeword, gogn) outputs t1(wy, L1). Next, for each output

t1 (w1, ;) and uy, g%n) sends out the associated codeword x; (wy, uy) to the channel. Thus,

fl(n)<w17 ul) = ggn) <u17 Spgn) (U)l, ul)) .
Encoder f2(n): Encoder fQ(n) is the concatenation of a pre-encoder goén) Wh x U —

7" and a mapping ¢\ : UD x T;* — X7
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To define ", let

My

n 1 n n n
Bg(ol)(u2,t2) = onRy Z P((Jl|)U2T2 <u1 3 (u1790(1 )(wlaul)) € T (U T [ug, ts) 112,t2> :
wi=1
Also, for v € (0,1), define
FO, (Us, To) & {(ug, t2) : B (ug,t5) > 1 — v} .
By definition, it is seen that fé’f?y,e(Ug, T) C ﬂ(n)(Ug, T3).
We now describe the pre-encoding function @é”) = goén) (ws, uy) which maps every pair

(w2, uy) to a codeword in C? C 7. Given wy € {1,2, ..., My} and uy, p{" seeks the first
codeword t2(w2, lg) with 12 S L2 —1in Cw2 such that (112,132(202, ZQ)) € f;(p??y,e(Ug,Tg).

)

If there is no such codeword, npé" outputs te(ws, Ly). Next, for each output to(ws,ls),

oi™ sends out the associated codeword Xs(ws, uy) to the channel. Thus, fi™ (ws, up) =

gén) (u2, Wgn) (w2, 112))-
Decoder ™ Given y, 1™ secks tl(zﬁl,lAl) e C™ and tg(@g,?z) € C® such that
(t2(@1, 1), ta(@2, 12),y) € T(T1, T, Y).

If such a pair (tl(@hz\l),tg(@%l;)) exists for a unique (@y, @), then ™ outputs @,

and wy as the decoded messages. If there is no such pair (wy, W), or it is not unique, a

decoding error is declared. Letting t;(w;, ;) = 4,0@(-”) (w;, u;), it is easy to see that if there

is a decoding error, then at least one of the following events occurs:

L. By (ti(wi,h), to(ws, o), y) ¢ 70 (11, T, Y),
2. Ey: there exist I§ and w] # w; and I} (I}, may or may not be equal to [3) such that

(b1 (wh, 1)), t2(wa, 13),y) € Te(n)(Th T,Y),
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3. Ej: there exist [}, and wj # ws and [} (I} may or may not be equal to [;) such that

(tl(w17 l/1)7 tQ(wé7 1/2)7 Y) € Z(n)(Th T27 Y)a

or
4. Ejy: there exist [} and w] # w; and [}, and w), # w9 such that

(tl(wi7 l;)y t?(wé) l/2)7 y) € ’2;(77«) (Th T27 Y)

In the following, we will bound the probabilities P, P and P\" averaged over
the random choice of all codes B, B®), ¢ and C®. To simplify the notation we
abbreviate EB(U,B@),C(U,C@)[ . ] as EQ[ . ]

Bounding Eq[P"]

To analyze the average probability of error, we need the following lemma.

Lemma 7.1 For any discrete RVs (Uy, U, T1,T5) forming a Markov chain 7} — U; —

U, — T5 in this order, we have
I(Uy, Uy Th, To) + I(Th; 1) = I(Uy; Th) + 1(Uy; T).
Proof: We first write

[(U1>U2;T17T2) = H<T17T2)_H(T17T2|U17U2)
- H(TlaTQ)_H(T1|U1;U2)_H(T2|U17U27T1)

= H(T\,Ty) — H(T1|Uy) — H(T»|Us)

where the last equality follows from the Markov condition. Since I(T3;7,) = H(T)) +
H(TQ) — H(Tl, TQ), we have

LU, Uy T, To) + I(Th; T5) = H(Th) + H(Tz) — H(Th|Uy) — H(T5|Us)
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= ](Ul;Tl) + ](UQ;TQ).

O

Since the watermarks are independently and uniformly distributed, and by the sym-
metry of the code construction, we can assume without the loss of generality that some
fixed w; € W) and we € W, are the transmitted watermarks. Thus we bound the

probability of error as

P = Pr ({9 (Y") # (wr,ws)})
< Pr(Ay) + Pr ({¢™(Y™) # (wy, wa) }| Af) (7.12)

where A; is the event
Ay (1 (wr, 1), u, g, b (wa, 1), X1, Xo) & T (Ty, Uy, Us, T, X1, Xo).

Recall that t;(w;, ;) = o™ (wi,w;), i = 1,2. We also let t;(w;, ;) and t;(w!, 1)) be the

% 271
l!-th codeword in the codebook C,,, and Cuy, Tespectively.

We then introduce the event
Ap: (tl(whll),ul,uz,tQ(wz,lz)) ¢ Z(n)(Tl,Ul, U27T2)-

Taking expectation in (7.12) and using the union bound, we have

4
Eo[P™] < EqPr (Ag) + EqPr (A;|Af) + EoPr (E1|AS) + ) " EqPr (EiJAS).  (7.13)
k=2
It immediately follows from Lemma 5.5 that
EQPI" (A()) = EC(l),C(2) PI (Ao) S (&) (714)

for n sufficiently large, where we set ¢y = €1 /7 for a given ¢; > 0 throughout the proof.

When Af§ holds, since x; and x5 are respectively drawn according to the conditional
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probabilities P)(g)lUlTl(-\ul,tl) and P)((Z)‘U2T2("u2,t2), and y is drawn according to the

conditional distribution W)(/T;ﬁ XQ(-|x1, X3), it follows from two successive applications of

Lemma 5.2 that
EQPI' (A1| AS) S EQ [60] = €p (715)

and

EqPr (Ey| AY)

< EoPr ({ (& (w1, U2), U7, U5, 7 (0, UR), S (w1, UF), £ (e, U), Y7 ) ¢ T} 45)

< EQ[E()] = € (716)

for n sufficiently large. It remains to bound EqPr{ Ey| A{} for k = 2,3,4. Using the

union bound we write
EqPr ( Es| A9)

Ly
< D P (LT (wh, 1), Y T (wa, 1)) € TU(Ty, Ty, YO} AS) L (7.17)
wiFwy Ij=1
where T7"(w}, [}) is a RV uniformly drawn from 7. (T}) which is independent of (73 (ws, 1), Y™)

since wj # w;. Thus we have
Pr ({(Tln<wi> lll)? Y, T2n<w27 l/2)) < Z(n)(Tlﬂ 15, Y)H Ai)

= > Yoo Pr(T(wsly) = t5,Y" = y| A7)
(b2,y) €T (To,Y) t1 €T (Th[t2,y)
PI' (T{l(w17 l,l) = t1| T2n<w27 ZIQ) = t27 YTL =Y, Ai)

= > D Pr(T3(wa ) = to, Y™ = y| AD) Pr(T7'(w), 1) = t1)
(b2,) €T (T2,Y) 11 €T (Ti [t2,y)
7. (Th]t2,y)|
7(1y)|

= Z Pr (T35 (wa, ls) = t2,Y" = y| A7) |
(t2,9)€T ) (T,Y)
2n[H(T1 |T2,Y)+n] n n c
< pmmr 2. Pr(Tws ) =t Y = y| A7)
(t2,y) €T (To,Y)
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< 2—”[1(711;T27Y)—277]7 (7-18)

where the first inequality follows from Lemma 5.1. Recalling that n — 0 as n — o0
and € — 0, we can make sure that 2n < € — 4e by choosing € small enough and n large

enough. Thus from (7.17)

2TL[R1 +I(U1 ;T1)+4€—I(T1 ;T ,Y)+2’I7}

IN

EqPr ( Es| A7)

Qn[Rl +I(U;T )~ 1(T1;T2,Y ) +¢€']

IA

IN

€0 (7.19)

for e sufficiently small and n sufficiently large, where (7.19) follows from the assumption
(7.7). Similarly we have
EoPr ( By AS) < ¢ (7.20)

for € small enough and n sufficiently large. We next bound
EqPr ( Ey| A9)

< D020 > Do Pr({(Twh ). T (wh, 1), YY) € TI(T1, T, Y) 3| A7)

wh #wy =1 whF#ws l5=1

where 7 (w}, I) and T3 (w), ) are RVs independently drawn from 7" (1) and 7™ (T3)

according to the uniform distribution, respectively. We have

Pr ({(Tln(w/h l/1)7T2n(w/27 l,2)7 Yn) < Z(n)(ThT?v Y)H AT)

B SHD SR e
yeTI™M (V) (t1,t2) €T (11, Toly)
Pr(Tln(wi? l,l) = tlaT;(w;’ ll?) = o] A7, Y" =)
1 1
= Pr(Y" =y|Af) —~ —
Z Z |7;( )(T1)| |/];( )(T2)|

yeT (V) (b1,42) €T (11, 1]Y)
§ . onlH (T1,T2|Y)+1]
< Z Pr(Y :y‘Al)Qn[H(Tl)—n]2n[H(T2)—77]
yETe(n)(Y)
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< 2_n[I(T1 7T2§Y)+I(T1;T2)—3n]

and hence

EqPr (E4| AY)

< 27’1[R1 +R2+I(U1 ;Tl)-l—](Uz;Tg)—I(Tl ,TQ;Y)—I(Tl ;T2)+86+377]

on[Ri+ (U1, Ui Ty, To) = 1(T1,T2;Y ) 4]

IN

IN

€ (7.21)

for n sufficiently large and e small enough (such that 8¢ 4+ 3n < ¢’), where the second
inequality follows from Lemma 7.1 and the last inequality follows from the assumption
(7.9). Finally, substituting (7.14)-(7.16), (7.19), (7.20) and (7.21) into (7.13) yields

EQ[Pe(”)] < Teg = €; for € sufficiently small and n sufficiently large.

Bounding Eq[P"]
We only bound EQ[PZ-(H)] for ¢ = 1, since the case i = 2 can be dealt with similarly. When
(w1 (wr, w)) € T(UL, X)),

1
ﬁdl (uy, x1 (w1, wy)) < E[di(Uy, X3)] + ed]™ < Dy + ed™™

for n sufficiently large, where the first inequality follows from the definition of strong typi-
cality and the second inequality follows from (7.10). This means that if 2d, (U7, fl(n) (W1, U7))
> Dy + ed™™*, then we must have (U7, o, ) ¢ 7."(Uy, X;) for n sufficiently

large. Thus, we can bound

1 n n mazx
Pr(ﬁdl(Ulna 1( )(WlaUl))>D1+€d1 )
< Pr((Up (WL UD) ¢ T (U X))

< Pr((Up, "W, U, A0 (W, U7)) ¢ TO(U), T, X))
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IN

Pr ((Ur, " (W1, U1)) & T(U1, )

+Pr (U, o (W, U7), S (W, U7)) ¢ 70 (U, T, X0)

(Uﬂ@gn)(wl, Uy)) € Z(n)(Uth))

IN

Pr (1" (W1, U), UL, U, o (W, Ug)) ¢ T (T3, U, Un, T))

+Pr<(U{17 Sogn)(Wlu Uln)7 ffn)(le Uf)) ¢ 7::(”)<U17 T17 Xl)

(U7, (W1, U1) € TOULT)). (7.22)

Now taking expectation on both sides, the first term of (7.22) is bounded by ¢ by
Lemma 5.5, and the second term is bounded by 5 for sufficiently large n by Lemma 5.2.

This completes the proof of the bound EQ[PI(")] < ¢ for n sufficiently large. a

7.3.2 Proof of Theorem 7.2

We will prove the outer bound for the achievable region by using a standard bounding
technique based on Fano’s inequality. In fact, our proof is a generalization of the proof
of the converse in [88] for a single-user embedding system.

We need to show that any MAE code (f\, f™ 4) with achievable rate pair
(R1, Ro) must satisfy (7.1)—(7.3) for some auxiliary RVs T and 75 with joint distribution

Po,v,rimx,x2v € Ppy.p,- It follows from Fano’s inequality that
H(Wy, Wo|Y™) < n(Ry + Ry)P™ + H(P™) £ ne,,.
It is clear that ¢, — 0 if P — 0 and

H(Wllyn) S H(Wl,W2|Y")§nen,

H(ngyn) < H(Wl,WQ‘Yn>§nEn.

Because W is uniformly drawn from the message set {1,2,...,2"%} and is independent
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of U}', we have

nRy = HW,) = I(Wy, Y™) + HOWL[Y™) < I(Wy; Y™) — I(Wy; UT) +nen.
N———r

=0

In the following, we bound

I(Wy Y™ — I(Wy; U

n

G yE ) — 1 U
k=1

= SOHOWYE) = HOMWL Y U ) = 1Y Ul W3, V)
k=1
~H UV 0) + H(U WA, U )|

[S
(]

YY) = HOYWL Y Ul) = 1006 Y WA, U )

k=1
—H (U Uy gy1) + H(Urg | W1, Uﬁk+1):|
< [HMIY{“‘I) — H(Y|[Wy, Y1 U1 0)
k=1
—H(Up) + H(Uy|[Wy, Y, Uﬁkﬂ)]
< H(Yy) — HY Wi, Ul Y1) = LU Wi, Y1, U{fk+1)]
k=1

\E

1Y W, U, YY) = 100 W, Y, U

—~
&
=
B
Il
—

)=

I(Wa, Ul Y1 Vi W, U, YE1) = 10U W, Vi, U

ol

Sl

—_

—~
™
~

I(La, Vi L) = 1(Usis L) |

B
Il
—_

where in (a) V"' £ (Y1, Ys,..., Y1) and Uy, £ (U s, Unrs -, Urp), (D) follows
from the “summation by parts” identity [14, Lemma 7], (c¢) holds since the source U; is

memoryless, in (d) Uy £ (Uspr1, Us iz, -y Unn), and in () Ly & (W, Y1 U L)
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and Lo, & (W, Y, Us').1). Hence we obtain the bound

n

1

Ry < =3 (L Lo, Ye) = 1(Unks Liy)] + €.
k=1

Similarly, we can bound
1 n
Ry < - Z[I(L%; Lk, Yi) = I(Usg; Lay)] + €n.
k=1
To bound the sum of the rates, we have

H(Rl + RQ) = H(Wl, W2> = I(Wl, WQ; Yn) + H(Wl, W2|Yn)

< I(Wl,WQ,Yn) _[(W17W2aU{l7U2rL) +ney,

[ J

~~
=0

and

I(Wl, WQ; Yn) - I(Wh W2; U{Ia U2n)

= Z |:](W1, WQ, Yk‘ylk_1> - I<W17 W27 Ulku U2k|U{fk+17 U£k+1)

k=1
n

= O [HOE) = HOUWL U, Y W, U )
k=1
_I(Y}C; ﬁk+1? 2n,k+1’W17W27§/1k71)

—H (U, Usk|UT oy 15 U goyr) + H(Urg, Ui W, Wo, Uy, U,
= [H(WYJ“‘I) — H(Y3 W1, Uy, Y71 Wa, Usy )
k=1
—I(Usy, Usg; YW, W, Ules1, Usin)

—H(Usk, U) + H (Uss, U Wi, Wa, Uy, Ul
= Y [HOUYEY) = HOYWA, U Y7 Wa, U

k=1

—H (U, Usi) + H(Urg, Usie[W1, Wo, Ul 15 Ug'ii1, Y1k_1)}

IA
ol
3

=1
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n

= Z[I(Yk; Wi, Ul'yr, Wa, Ugrfk+17y1k_1) — I(Uik, Usg; Lag, Loy)
k=1

Sl

= >[I0V L, Law) = I(Usk, U Lk, Law) |, (7.26)
k=1

which implies
1 n
R+ Ry < - Z [I(Lig, Lok; Yi) — L (Urk, Us; Lag, Log)| + €. (7.27)
=1

We next introduce a time-sharing RV to simplify the bounds (7.23), (7.24), and
(7.27) using a single-letter characterization. Define a RV V' with alphabet {1,2,...,n}

and distribution Py (v) = 1/n. We next introduce RVs U; and Us such that
Pr(Uy = u1, Uy = ug) = Pr(Usx = uy, Ui = uz) = Quyu, (U1, uz)

for all (uy,us) € Uy X Us, which are independent of V. Furthermore, we define new RVs

Ll, LQ, Xl, XQ, and Y by

Pr(Ly =1y, Ly = Iy, Xi = 21, Xo = 2, Y = y|V = k)

= Pr(Lix =i, Lox = lo, X1y = 21, Xopp = 22, Y3, = y)
for all (I1,ls, z1,x2,y) € L1 X Lo X Xy X Xy x V. It follows that

1 n
ﬁ Z[I<le§ Loy, Yk) - I(Ulk; le)]
k=1

= I(Ly; Ly, Y|V) = I(Uy; L4|V)

H(L|V) = H(Ly|L2, Y, V) — H({U|V) + H(U,|Ly, V)

—
INs

H(Ly) — H(L1|Ls, Y, V) — H(Uy) + H(Uy| L1, V)

I(L15L2,Y7 V) - I(Ul;LhV)

IN

[(Llavv L27Y7 V) - I(UlaLlav)

—
=

= I(Ty;T,Y)—I(Ty; Uy)
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where (a) holds since conditioning reduces entropy and U; is independent of V', and in

(b) Ty 2 (L, V) and Ty £ (Lo, V). This shows that
Ry < I(T\; 1,Y) — I(T1; Uy) + €. (7.28)
By a similar argument, we can show
and
Ry + Ry < I(T1,T5;Y) — I[(Uy,Us; Th, T3) + €. (7.30)
For such RVs (Ui, Us, T, Ts, X1, X2,Y'), it can be readily seen that the Markov chain
relationship (Uy, Us, Ty, To) — (X1, X5) — Y holds. In fact,
Pr(Y = y|Ui = uy, Uy = ug, Ty =ty = (1, k), To = to = (I2, k), Xy = 21, Xo = x9)
= PY(Y = ?J|U1 =u, Uy =wup, L1 =11, Lo =15, X; =21, Xo = 25,V = /f)
= PI"(Yk = y’Uw = uy, Uy = ug, L1p = ly, Log = la, X1 = @1, Xop, = JEQ)
= Pr(Yy = y| X = 21, Xog, = 22)
= WY|X1X2(ZU|$1,952)-

Next we bound the distortions E[d;(U;, X;)]. Since (Ri, Rs2) is achievable under the
sequence of codes (f l(n), f 2(71), ¥)™), this implies that for any § > 0 and all n large enough,

we have
11 W
(n) (n)
1
- Z Pr(Ui” =u;, X' = Xz)dZ(qul)
Urx X"
1 n
= —Z Z Pr(U" = v;, X7 = x;)di (i, Tir,)
s UP X X1

171



7.3. Proofs

= Z Py(V =k) Z Pr(Usy = wig, Xirx = ) di(Uik, Tix;)
k=1 Z/IZXXZ

k=1 UZ‘XXZ'

= Z Z Pr(U; = u;, X; = 2, V = k)d;(u;, x;)

k=1 U; X.)(i

= Z PUiXi(uiaxi)di(uhxi)-

Ui x X,

Thus we obtained that E[d;(U;, X;)] < D; + ¢ for i = 1,2. Combined with (7.28)-
(7.30) and recalling that lim,_., €, = 0 and that R(D;, Dy) is closed, we conclude that
R(D1, D3) C Rout(D1 + 0, Dy + §) as claimed. O

7.3.3 Proof of Theorem 7.3

The forward part (achievability) is a consequence of Theorem 7.1 since (Uy,T7) and
(Us, T3) are independent and hence [(T; 15, Y) = [(Ty; Y |T2), I(T2; 11, Y) = I(Ty; Y |T1),
and I(Uy,Us; Th,Ty) = I(Uy; Th) + I(Us; Ts). To prove the converse part, we need to

sharpen the bounds in the last proof. We start from

I(Wy Y™ — I(Wy; UT)

= I(Yk;Wl,UkalYlk_l) —[(Ulk;WbYlk_lankH)

M- 714

_H<W17 Uﬁkz-&-lD/lk_l) - H(Wh Uﬁk-&-lD/lk_lv Yk) - I(Ulk; Wl? lek_la Uln,k-&-l)

k=1
(a) T n n - n n —
= H<W1> Ul,k+1|W27 U2,k+1v Yik 1) - H(Wlﬁ Ul,k+1|W2> U2,k+17 }/lk 17 Yk)
k=1
_[(U1k7 W17 lekila Uﬁk#»l)
= > W U Vel Wa, Ug, YE7) = LU0 W, Y U)|
k=1
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\E

k

= S [1Eus Vil L) = (U L)

1

1

Sl

i

where (a) follows since (W1, U7, ) is now independent of (W, Uz, ,,), an
equality we still let Ly;, = (W, Y, Up'yyq) and Loy = (Wo, Y[F, Uspir)-

Fano’s inequality we have
1 n
Ry < - Z[I(Lm;YHsz) — I(Uwg; Lig)] + €n-
k=1

Similarly we can obtain

3

1
Ry < =% [(Low; Yil Lg) = (Ui Lay)] + 0.
k=1
To bound the sum of the rates, we have

n(R1 -+ Rg) = H(Wl, WQ) = [(Wl, WQ, Yn) + H(Wl, Wg’Yn)

< I(Wy, Wo, YT) — I(Wy; UT) — I(Wa; U + ne,
and

I(W, Wa Y™) = I(Wh; UY) — I(Wa; Uy)

[I(Wh Uﬁk+1v Ylk_l; Yk|W27 U;kJrlv Ylk_l) - I(Ulk; Wh Ylk_17 Uﬁk+1)

d in the last

Thus, using

(7.31)

= Z[I(Wl;YM‘l) + L(Wy; YW, Y1) — T(Wy; Ui U7y 40) — T(Wa; Ui U3y 41

k=1
n

= SO[HOYEY) = B Y U ) = TV Ul W3, V)
k=1

HH (YR W, YY) = HYR Wy, Wa, YT Ugygn) = 1Y Us'gea W,

—H(U|Utyi1) + HUg Wi, Utiq) — H(Uai|Ug'y 1) + H(Uzi [Wo,
= Z[H(Yk\ylk_l) — H(Y3[W1, Y1 U 0) = T(Uws Y W, U )
k=1

+H (YW, YY) — H(Y Wy, Wo, Y, U3 ) — T(Uai YEH W,
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—
S]
N

IN

—H(Uw) + H(Ui W1, Ul 1) — H(Us) + H(Uaie| W1, W, U2n,k+1)]
> HOGY) = HEUWL YL U7 )
k=1

+H (Y| W, YY) — H(Y Wi, W, Y U

—H(Uwg) + H(Uw W1, Uy, YY) = H(Usk) + H(Uae|[ Wy, Wo, Ug'y 0, Y
S0 (1053 W, U V1) (V2 Wi, U W2, V)
k=1
— I (U Wi, U1, Y1) = I(Usps W, Uglyeyq, Y1)
S [HOW, U7y V1) = HOWL Uy [V 12)
k=1

+H<W27 Ug,k—i—l’Wl’ Ylkil) - H(W27 ng—i-l‘Wl’ Ylkila Yk)

—I(Uy; Wi, Uy, Y1) = I (Uai; W, Ugyy, YY)
SO HWL UL [V = HOWL UtV Y2
k=1
+H<W27 U2n,k+1’W17 1Ttk+17 i/ik_1> - H(W27 U;k+l|wl7 1n,lc+17 }/lk_lv Yk)

—I(Ui; Wi, Ul 4, YY) — I(Ugp; W, Us' ki1 Ylkil)}
S [HOWs, Ui W, U V1) = HOW, Uy, W, U V1, Y0
k=1
— (U Wh, U1, YI1) = T(Uzi; Wa, U4, Yf“)}
zn:[[(Wh Ul eirs Wa, U0 Yal Y1) = T(Uns Wh, Uy, Y7
k=1
—~1{(Uns W, Ugy 0, Vi)
i[H(Yk) — H(Yi W1, Uy, Wa, Uy, Y1) = T(Uns Wi, Uy, YY)

k=1

—I(Ua; Wo, Uy sy, Kk_l)}

[[(Wb Ul pyrs Wa, U Y1 Y3) = T(Ung; Wi, Uy, Y1)

>
Il 3
—_
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—I(Uai; W, Ug'y i1, v

= [I(L1k7 Low; Yy) — I(Usg; Lag) — 1(Usg; L2k)]

k=1
where (a) holds since (W1, Ut ;) is independent of (Wy, U3, ;) and Ly, 2 (W, YF 1, Ul'rir)
and Loy, & (W, Y1, U3).1) in the last equality. The above implies

1 n
Ry + Ry < - Z [I(Lak, Lok; Yi) — I(Urg; Lag) — I(Usk; Log)] + €.

k=1

The rest of the proof proceeds the same way as the proof of Theorem 7.2. O

7.3.4 Upper Bounds on |7;| for R} (D1, D) and R;, (D1, D3)

We only bound the cardinality of 7; and 73 for the region R;, (D1, D2). The bounds for
|71| and |73| for the region R, (D, D2) can be conducted in a similar manner. We will
need the support lemma (Lemma 5.6), which is based on Carathéodory’s theorem.
Using this lemma, we will show that for any given Py, 7y, and Px,n,u,, there exists
a RV T, with |7;| < |t41||X1| + 1 only depending on U; and X; such that the following

quantities keep invariant,

[T Y|T) = (UG T) = I(T:Y|T) = I(U Th) (7.32)

H(IyY|T) = 1(UnT) = 1(TyY|T) — 1(UsTy) (7.33)

(T, Ty Y) = I(UTY) — I(Uy; Ty) = I(Ty, To; Y) — I(Uy; Ty) — I(Uy; Ty),(7.34)

and that the expectation of the distortion between U; and X, is preserved when T} is

replaced by T,. Note that the upper bound on ]’jﬂ does not depend on |75

We first rewrite

I(Ty; Y |Ty) — 1(Uy; Th) H(Y|Ty) — H(Y|T\,Ty) — H(Uy) + H(U:|Th),

I(TQ,Y'Tl) — [(UQ,TQ) = H(Y|T1) — H(Y’Tl,Tg) - [(UQ,TQ),
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and
Recall that the joint distribution of (Uy, Us, Ty, T, X1, X2,Y") can be factorized as

Pumusmxixoy = Quivs Pryoxa vy Pro oo Wy 1 x, X0

We note that there exists a Markov chain (7}, X;) — U} — Uy — (T3, X3). Writing

PU1T1U2T2X1X2Y = PT1PU1X1|T1 PU2|U1 PT2X2|U2WY|X1X27

and noting that Py,u,, Pr,x,u, and Wy x, x, are fixed, to apply the support lemma, we
need m — 1 functions to preserve the joint distribution of (Uy, X;) (see (7.35) below),
where m = |U, || Xy|. Specifically, we define the following real-valued continuous functions

of distribution Py, x, i, (,|t1) on Uy x &, for fixed ¢, € Ty,

Jur o (Poyxam (- [01) = Poyxyyry (ug, 1 [6)

for all (uy, =) € U; x X} except one pair (uj,x1). Furthermore, we define real-valued

continuous functions

fo(Puxin (ot) & —Hp(Y[Ty = t1,T3) + Hp(Uy| Ty = t),

Jmt1(Poyx,ym (55 -[t1)) £ Hp(Y|Ty =t1) — Hp(Y|Ty = 11, Ty),

where the entropies are taken under the joint distribution induced by Py, x, 1, (-, -|t1)-
According to the support lemma, there must exist a new RV T 1 (jointly distributed
with (Uy, X)) with alphabet size |T}| = m +1 = [Uy||X;| + 1 such that the expectation
of fi, 1 = 1,2,...,m+ 1, with respect to Pp, can be expressed in terms of the convex
combination of m + 1 points, i.e.,

PU1X1 (Ul, ZL’1) = Z PT1 (tl)fuhwl (PU1X1|T1('7 |t1))

ti€Ty
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= 2 B

heT

—H(Y|T\,T5) + HU|T) =

H(Y|T\) — H(Y [T\, T3)

tl fu1 :Jcl U1X1|T1( vﬁ\l))a (735)

Z PT1 (tl)fm(PU1X1\T1('v '|t1))

t1€7y
Z tl fm ( U1X1|T1( ,-|t1)>
t1€71

—H(Y|T,, Ty) + HUL|TY),

Z PT1 (tl)fm+1(PU1X1\T1<'7 "t1)>

ti€Ty

Z Pﬁ (a)ferl(PUle\ﬁ('a ﬁ\l»

?16'?1

H(Y|T) - HY|T), Ty).

This implies that (7.32)—(7.34) hold. It should be point out that this RV 7} maintains

the prescribed distortion level, since Py, x, (u1, 1) is preserved. Similarly, for any given

Px, 1 v, and Px,n,u,, we can show that there exists a RV Ty with |T| < [Us]]Xs| + 1

only depending on U; and X5 such that
(T Y|Ty) — I(Uy; Th)
[(To:Y|Ty) — I(Us; To)

[(Ty,T5:Y) — I({Uy; Ty) — I(Uy; To)

and the distortion constraint between U,

= I(Ty;Y[Tz) — I(Uy; Th) (7.36)
= I(TyY|Th) — (U Tn) (7.37)

= (T, To;Y) — I(U; Ty) — I(Uy; T5),(7.38)

and X is preserved. Thus we conclude that

the cardinality of 7; can be bounded by |U;||X;| + 1, i =1,2.

Finally, we remark that the support lemma cannot be used to bound the cardinality

for 7; and 75 for the region R,y (D1, Do) and R, (D1, D). For example, to bound the

cardinality of 7; for R,u: (D1, D2), we need |Uy ||Us|| X1|| Xs||T2| — 1 real-valued continuous

functions to preserve the joint distribution of (U, Us, Ty, X1, X3). Therefore, we may

need U ||Us|| X1 || Xs]|T2| + 1 letters and this upper bound depends on |73]. O
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7.4 Conclusions

In this chapter, we studied the public multi-user information embedding system for
which two secret information messages are independently embedded into two correlated
host sources and are transmitted through a multiple-access attack channel. The tradeoff
between the achievable embedding rates and the average distortions for the two embed-
ders is investigated. For given distortion levels, an inner bound and outer bound for the
embedding capacity region for the public two-user information embedding system are
obtained with single-letter characterization. The bounds are next sharpened when the

host sources are independent.
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Chapter 8

Summary and Conclusions

In this dissertation, we studied a hybrid digital-analog source-channel coding system
for the transmission of a discrete-time memoryless Gaussian source over a discrete-time
memoryless Gaussian channel under bandwidth compression. We designed an image
communication system based on hybrid digital-analog coding. We then studied the error
exponent performance for a joint compression and private information hiding system
with Gaussian source-channel pairs under the single-user setting. We next investigated
information hiding problems over memoryless multiple access attack channels for multi-
user applications. Both private and public information hiding systems are studied. The

contributions of this dissertation are summarized in the following.

e For the HDA system, we established information-theoretic upper bounds (under
both matched and mismatched channel conditions) on the asymptotically optimal
mean squared error distortion. We derived a power allocation scheme for dis-
tributing the channel input power between the analog and the digital signals for
the mismatched HDA system. We proposed and implemented a low-complexity

and low-delay version of the system. An iterative optimization algorithm was next
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designed and numerical results were presented, which show that the proposed HDA
system performs within 0.3 dB of the mismatch distortion upper bound. We de-
signed an image communication system, which combines the proposed bandwidth
compression system with the bandwidth expansion system of Skoglund et al. [69].
We compared our system to other schemes. Numerical results show that the pro-
posed HDA image coding scheme is robust and superior to purely analog and
purely digital systems for a wide range of CSNRs. One direction for future work
may include the optimization of the power allocation when the CSNR is governed

by a given distribution.

For a single-user joint compression and private information hiding system with
Gaussian source-channel pairs, we derived a random coding error exponent. Our
proof methods incorporate a Gallager-type random coding technique, properties
of stationary memoryless Gaussian sources and techniques to derive the exponent
for Gaussian sources. Numerical results were proposed which show that the error
exponent is positive within almost the entire achievable region derived by Karakos

and Papamarcou [33].

We extended the single-user joint compression and private information hiding sys-
tem to a multi-user setting. In particular, for the case of embedding two indepen-
dent secret messages into two correlated DMS’s and transmitting over MAC, we
derived an inner bound and outer bound with single-letter characterization for the
achievable compression and watermarking rate region with respect to the distor-
tion levels. Next, we studied a multi-user information hiding model for the trans-
mission of two correlated secret sources over memoryless multiple attack access
channel with common host data. We derived a sufficient condition with single-

letter characterization for hiding correlated sources against MAC attacks. We also
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presented an uncomputable (and somewhat trivial) outer bound (converse condi-
tion) by applying Fano’s inequality in terms of a sequence of n-dimensional joint

distributions.

e For the multi-user public information hiding problem, we established inner and
outer bounds with single-letter characterization for the embedding capacity region
of the two-user information embedding system. The outer bound follows from
Fano’s inequality and standard information-theoretical bounding arguments. The

bounds are tightened in the case that the host sources are independent.

A number of possibly difficult problems have remained open. For example, in Chap-
ter 4, the random coding error exponent was shown to be positive only on a (large)
subset of the whole achievable rate region. This might be due to the inefficiency of the
proposed bounding techniques, or it could be an inherent trait of the joint compression
and watermarking problem. In Chapter 5, we did not provide the conditions where the
inner bound and the outer bound are tight. It is still an open problem whether or not a
tight bound exists. In Chapter 6, we only have a single-letter sufficient condition for the
proposed information hiding problem. The converse condition is in terms of an “infinite
dimensiona” characterization, which is uncomputable. A single-letter converse condition
seems very difficult for this multi-user joint source-channel coding over a MAC problem.
In Chapter 7, we also do not have conditions under which the inner and outer bounds
are tight. Furthermore, for the outer bounds, we do not have a bound on the cardinality
of the auxiliary RVs 77 and T5. Finally, we remark that multi-user information hid-
ing problems tend to inherit the difficulty inherent in multi-user (joint) source/channel

coding, where a large number of problems are still open.
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