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Problem 4: The RSA encription method 

(a) Program to encode a given message m using pulic key (n,e) :

Notes: 1) Recall that the command "Power(m,e) mod n" is MAPLE's implementation of the 
   power-mod algorithm which we learned in class. You should not use the "irem" command (i.e.
   write "irem(m^e, n)", for then the computations take much longer (and you will probably get an 
   overflow error for large values of m and e.  
      2) A shorter way to write the above program is as follows:  

(b) Test the above program on the message "this is top secret". 
   Recall from class that this message was translated into the following number list:

  The public key is:

  Thus, using this public key, the encoded message is the following list:

Alternate method: Compute the message blocks individually, and put the results in a list: 

Yet another method: Define (and use) a function encodelist which handles lists:
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Remark: It is always a good idea to test your programs on data for which you know the answer.
   For example, if you test your program on the key used in class, then you get:

 Note that these values agree with those given on the overhead in class.  
(c) Procedure to find the secret code (using ifactors): 
    - use ifactors(n) to factor n and to compute phi(n):

Alternate version (using modp(..) in place of igcdex(..)):
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(d) Find the secret code d for the example in part (b):

  Use the secret code d to decode the encoded message msg:

  Check that this is the same as the original message ml:

true

(e) Deciphering the given encoded message M = [M1, ..., M6] using crack(...):
    The encoded message M is:  

   The known public key is: 

  Step 1: Find the secret key d (using the program "crack"):

  Step 2: Decode the given encoded message:

  Step 3: Interpret (by hand) the above message:  
   Break each number into a sequence of numbers consisting  of 2 digits (work from right to left):
                                  12052000211900 =  = let*us*
   where * represents a blank (space). Similarly,  the other numbers are converted, padding with 
   blanks, if necessary. Thus we get: 
           12052000211900 =  = let*us*
           1 = go*to*a

*party*
 = tonight

   and so the message is: 
                   "let us go to a party tonight".
  Note  (for MAPLE experts): We can also use MAPLE to translate our decoded message into 
     words by using the following decoding procedure which converts a list of numbers (viewed 
     as character blocks of length b) into a string: 
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  However, before being able to use this program, we have to figure out what block-length was used.
    From the above output msg2 in Step 2 we see that all the numbers have 12 to 14 decimal digits, 
    which means that b = 7.  Applying the above program to msg2 we obtain:

let us go to a party tonight

  This, therefore, gives the same message as we had worked out by hand.
  Note that if we had used the wrong block length, then we would have either lost letters
  or had inserted extra blanks:

t us  to aarty night
  let us   go to a   party   tonight

 Comment (for MAPLE experts):  Similarly, we could use MAPLE to translate a given text into a 
  sequence of number blocks  by using the following conversion program "converttoblocks" (which 
  uses the following program "converttonumberlist"):
    (i) converttonumberlist: converts a string "str" to a list of numbers:

  For example, the text "This is top secret"which was used in class is converted as follows:

   (ii) converttoblocks: converts a string into list of numbers corresponding to blocks of length b:

  Thus, the message used in class is translated as follows:


